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3apeructpupoBano B Muntocte Poccun 31 mas 2013 1. N 28608

OEOEPAJIbHAA CITYXBA N0 TEXHUYECKOMY U 3KCINMOPTHOMY KOHTPOIJIHO

NMPUKA3
ot 11 dbeBpansa 2013 r. N 17

OB YTBEPXAEHWUU TPEEQBAHVII?I 5
O 3AWLNTE NHOOPMALIUU, HE COCTABJTAIOLLEN TOCYOAPCTBEHHYIO TAUHY,
COOEPXALLENCA B TOCYOAPCTBEHHbIX UH®OPMALIMOHHBIX CUCTEMAX

CIHUCOK U3MEHSIOINUX JOKYMEHTOB
(B pexn. IIpukazos ®CTOK Poccun ot 15.02.2017 N 27,
ot 28.05.2019 N 106)

B cootBercTBUU Cc uyacThio 5 crathu 16 denepanpHoro 3akoHa oT 27 urong 2006 r. N 149-d3 "O6
uHpopmanuu, WHPOPMAIMOHHBIX TEXHONOTUAX W o 3amure uHGopmanun" (CobpaHue 3aKOHOAATENbCTBA
Poccuiickoit @enepanun, 2006, N 31, ct. 3448; 2010, N 31, cT. 4196; 2011, N 15, ct. 2038; N 30, ct. 4600;
2012, N 31, cr. 4328) u [lonoxenuem o denepanbHOM Ciry)0€ 10 TEXHUUECKOMY U 9KCIIOPTHOMY KOHTPOJTIO,
yTBepkIeHHbIM YKa3zoMm [lpesunenta Poccuiickoit ®eneparuu ot 16 aBrycra 2004 r. N 1085 (CobOpanue
3akoHojarenbeTBa Poccuiickont ®eneparuu, 2004, N 34, cr. 3541; 2006, N 49, ct. 5192; 2008, N 43, cT.
4921; N 47, ct. 5431; 2012, N 7, ct. 818), nmpuka3biBaro:

1. YTBepauth npunaraemsie TpeboBanus 0 3amuTe HH(GOPMAIMU, HE COCTABIISIONICH roCy1apCTBEHHYIO
TaifHy, COJlep Kalleics B TOCYIapCTBEHHBIX HH(POPMALIMOHHBIX CHCTEMAX.

2. YcTaHOBHUTH, YTO yKa3aHHble B MyHKTe | Hacrosmiero npukasa TpeOoBaHUS HNPUMEHSIOTCS IS
3a1uUThl HH(GOPMALIMU B TOCYIapCTBEHHBIX MH(OPMALIMOHHBIX cucTeMax ¢ 1 centsiops 2013 r.

Jupexrop

denepanbHOM CiTyKO0bl IO TEXHUYECKOMY
1 DKCIIOPTHOMY KOHTPOJIIO

B.CEJIMH

YTBEpKAECHBI
npukazoM ®CTIK Poccun
ot 11 ¢epans 2013 . N 17

TPEGOBAHUSA _ ]
O 3ALUUTE UHOOPMALIMM, HE COCTABNSIIOLEN FOCYOAPCTBEHHYIO TAVHY,
COLEPXALLEWCA B FOCYAAPCTBEHHbIX UHOOPMALIMOHHBLIX CUCTEMAX
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CIHUCOK U3MEHSIOINUX JOKYMEHTOB
(B pexn. IIpukazos ®CTOK Poccun ot 15.02.2017 N 27,
ot 28.05.2019 N 106)

|. O6wme nonoxeHus

1. Hacrosimue TpebGoBanust pazpadboTtaHsl B cooTBeTCTBUU ¢ DenepalibHbIM 3akoHOM OT 27 utonst 2006 r.
N 149-®3 "O6 wundbopmaruu, WHPOPMAIMOHHBIX TEXHOJOTHSIX U 0 3ammre uHpopmamuu" (CoOpanue
3akoHojarenbeTBa Poccuiickont ®eneparuu, 2006, N 31, cr. 3448; 2010, N 31, ct. 4196; 2011, N 15, cT.
2038; N 30, ct. 4600; 2012, N 31, cT. 4328), a Takke C y4eTOM HallMOHAIBHBIX CTaHIApTOB Poccuiickoit
@enepanuu B 001aCTH 3alUTHl MHGOPMAIMKM U B 00JaCTU CO3JaHHUs aBTOMATH3MPOBAHHBIX CUCTEM (Hajee -
HAITMOHAJbHBIC CTAHIAPTHI).

2. B moxyMeHTe yCTaHaBJIMBAIOTCS TPeOOBaHUS K 00ECIIEUEHHUIO 3aIIUTHl HH()OPMAITMK OTPaHUIECHHOTO
JIOCTyTa, HE COZAEpIKaIlleil CBEAEHHs, COCTABIIONINE T'OCYAapCTBEHHYIO TaiHy (manee - mHpoOpMamnms), oT
YTEUKH MO TEXHUYECKUM KaHaiaM, HECAaHKIMOHMPOBAHHOTO JIOCTYMA, CIEHUAIbHBIX BO3ACHCTBHI Ha TaKylO
uHpopMaLuioo (HOCUTENM HWHPOpPMALMU) B LENAX €€ J0ObIBaHMS, YHUYTOXKEHHS, WCKAXEHUS WU
OJIOKMpOBAaHUSA JOCTyNa K Hell (majnee - 3amura MHPOpMALUHU) IpU 00pabOTKe yKa3aHHOW MH(pOpPMAaLUU B
rOCyIapCTBEHHBIX HHPOPMALIMOHHBIX CHCTEMAX.

Hacrosimue TpeGoBaHus MOTYT TIPHUMEHSTBCS JUIS  3allUTBI  OOMICIOCTYIMHOW WH(OpMAIIHH,
COJIEpXaIIecsl B TOCYJapCTBEHHBIX WH(OPMAIMOHHBIX CHCTEMax, JJIs JOCTWKEHHUS IeJeH, yKa3aHHBIX B
nyHkTax 1 u 3 yactu | crateu 16 ®@enepanbHoro 3akoHa oT 27 utong 2006 r. N 149-03 "O6 undopmarumy,
UHGOPMAITMOHHBIX TEXHOJIOTHIX U 0 3amuTe nHpopmammu'.

B noxymeHTe He paccMaTpuBaroTCs TpeOOBaHMS O 3alIUMTe WH(POPMALUH, CBA3aHHBIC C MPUMEHEHUEM
KPUNTOTrpapuIecKxX METOMOB 3aIIUTHl MHPOpPMAUUU M MH(PPOBATBHBIX (KpUNTOrpahUIEecKux) CpelCTB
3amUThl THOPMAITUH.

3. Hacrosimue TpeGoBanusi sBISIIOTCS  OO0si3aTelNbHBIMH IpU  00paboTke HHOpMaLMU B
rOCYJapCTBEHHbIX HH(GOPMALlMOHHBIX CHUCTeMaX, (YHKIHOHUPYIOIIMX Ha Teppuropun Poccuiickoit
Qdenepanuy, a TakkKe B MYHHLIMNAIBHBIX HMH()OPMAIMOHHBIX CHUCTEMaxX, €CIIM HHOE HE YCTaHOBJIECHO
3aKoHOaTenbCcTBOM Pocculickon Penepanyuy 0 MECTHOM CaMOYIIPaBIICHUN.

Hacrosimue TpeGoBaHusi HE PAacCIPOCTPAHSIOTCS HAa TOCYNApPCTBEHHBIE HH(DOPMAIIMOHHBIC CHCTEMBI
Anvunuctpanuu Ilpesuaenta Poccuiickoit ®enepanuu, CoBera besomacnoctu Poccuiickoit ®depepanuu,
®enepansHoro  CoOpanusi  Poccuiickoit  ®enepanuu, IlpaButensctBa  Poccumiickoit ~ deneparuu,
Konctutynuonnoro Cyna Poccuiickoit ®enepauun, BepxoBHoro Cyna Poccuiickoit ®epepaiuun u
®enepanbHOil ciy)k0b1 6e30macHocTH Poccuiickoit denepanuu.

(8 pen. Ipukaza ®CTIK Poccun ot 15.02.2017 N 27)

4. Hacrosmme TpeOGoBaHusi mpenHazHaueHbl [uis oOnazatenell  WHQPOpPMAlWHM, 3aKa3uyUKOB,
3aKIIIOYMBIIMX TOCYIApCTBEHHBIH KOHTPAKT HA CO3JaHHWE TOCYAapCTBEHHOW HH(POPMAIMOHHOW CHCTEMBI
(mamee - 3aKka34MKN) U OMEPATOPOB rOCYIAPCTBEHHBIX MHPOPMAIIMOHHBIX CUCTEM (JaJiee - OTIepaTophl).

Jluo, oOpabatsiBatomee HMHGOOPMALUIO, SBISIOMIYIOCS TOCYJapCTBEHHBIM  HMH(OPMALMOHHBIM
pecypcoM, 1o Mopy4yeHHIo obnanaress HHPOopMaLuy (3aKa3uyuKa) Wi onepaTopa U (WiIM) NpeaocTaBisioNiee
UM BBIYMCIHUTEIbHBIE pecypchl (MOLIHOCTH) A 0O0pabOTKM HMH(OpManuy Ha OCHOBAHUHU 3aKIIOUEHHOTO
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JIOTOBOpa (Jajiee - YMOJHOMOYEHHOE JIMI0), O0ecrneyuBaeT 3almMTy HH(OOPMAalUHd B COOTBETCTBHH C
3akoHoJaTenbcTBOM Poccuiickoit @enepanuu 06 nHGOpMaIul, THPOPMALMOHHBIX TEXHOJIOTUSAX U O 3aIIUTe
uHpopmanuu. B goroBope momkHa OBITH TNpenxycMOTpeHa OOS3aHHOCTh YIOJIHOMOYEHHOTO JIMIA
oOecrieunBaTh 3amUTy HWH()OpMAIMH, SBISIOMIEHCS TOCYAapCTBEHHBIM HH()OPMAIIMOHHBIM PECYpCOM, B
COOTBETCTBHUH C HACTOAIIIUMH Tpe6OBaHI/IHMI/I.

5. Ilpu oOpaboTke B TroOCymapCTBEHHONW HMH(POPMAIMOHHON cHcTeMe HWHGOPMAIMK, COJepiKalleH
NepCOHANbHBIE JaHHbIE, HacTosAlmMe TpeOoBaHMS MNPUMEHSIOTCS Hapsay ¢ TpeOOBaHUSAMHU K 3alluTe
MEePCOHANBHBIX JAaHHBIX TpU UX 00paboTke B WH(POPMAIMOHHBIX CHCTEMax IMEPCOHANBHBIX JJIaHHBIX,
YTBEP)KJICHHBIX noctaHoBieHneM llpaButensctBa Poccuiickoit @enepauun ot 1 HOsOps 2012 r. N 1119
(Cobpanue 3akonomarenbcTBa Poccuiickoit deneparuu, 2012, N 45, ct. 6257).

6. [1o pemenuto obmanarens nHbopMaIuu (3aKa3dyrKka) WIK oneparopa HacTosmue TpeOoBaHHs MOTYT
NPUMEHSITBCA JUISL  3allMThl  MH(OpMAIUK, COAEpIKalIelcss B HETOCYAapCTBEHHBIX HH(POPMAIMOHHBIX
cucTeMax.

7. 3ammra MHPOpPMALUMHU, COJAEpIKAIIEHCsS B TOCYAApCTBEHHOW WH(OpPMAIMOHHON cucteme (aajiee -
nHpOpPMAIMOHHAsL CUCTeMa), 00eCTieyuBaeTCs MyTeM BBIMOTHEHUs oOianaTeneM uHpopMaIyu (3aKa3uyuKoM)
1 (WM) onepaTopoM TpeOOBaHUI K OpraHM3aIluK 3aIIUTHl HHPOPMAIINH, CoAepXKalIeiics B HHGOpMaIMOHHON
cUCTeMe, U TpeOOBaHUI K MepaM 3allluThl UH(pOpMaLuy, coaepKamieiics B UHOOPMAIIMOHHON CUCTEME.

Il. TpeboBaHuA Kk opraHnsauum 3awmTbl MHGOPMaL UK,
coagepxawencs B MUHOOPMaLMOHHON cUcTeMe

8. B wmH(popManmoHHOW cucTeMe OOBEKTaMH 3aIUTHl SBISIOTCS WHQPOpPMANUs, COASpKamascs B
WHPOPMAIIMOHHON CHCTEME, TEXHWYECKHe CpeACTBa (B TOM YHCIIE CPEICTBAa BBIYMCIUTEIBHOW TEXHUKH,
MaIIMHHBIC HOCUTENIN WHPOPMAIIMHU, CPEICTBA U CUCTEMBI CBSI3U U TIepeJaull JaHHbBIX, TEXHHYECKUE CPE/ICTBA
0o0paboTku OykBeHHO-LIM(POBOH, Trpaduueckoil, BuAeo- W pedyeBod HHPOpMaNKK), OOIIECUCTEMHOE,
MPUKIIAJHOE, CIIEHUAIbHOE MporpaMMHoOe obecnieueHne, MH(HOpMAIIMOHHBIE TEXHOJIOTHUH, a TaKXXe CpPEe/ICTBa
3alIUTHI UH(OPMAITHH.

9. s obecrieueHus 3aIUThl HHPOPMALIMH, COJepKaIIeiics B MHPOPMALIMOHHON CHCTEME, ONEepaTOpOM
Ha3HAYaeTCsl CTPYKTYPHOE TMO/pa3/ieiicHne WIH JTOJHKHOCTHOE JIUMIO (PaOOTHHUK), OTBETCTBEHHBIE 3a 3aIUTY
uHdOopMaIuu.

10. [Jnsa npoBemeHuss paboT Mo 3amure HHPOPMALMU B XOJ€ CO3[JaHMA U O3KCIUTyaTalluu
nHPOPMAIIMOHHON cucTeMbl oOnajareneM HMH(pOpMAIMU (3aKa3YUKOM) M ONEPATOPOM B COOTBETCTBHU C
3akoHOJaTenbCTBOM Poccuiickoii Dexepanuu nmpu HEOOXOAMMOCTH MPHUBIEKAIOTCS OPTaHU3AINH, UMEIOIINE
JMIIEH3UIO HA JIEATENFHOCTh MO TEXHUYECKOW 3aluTe KOH(UICHINAIbHOW HH()OpPMAIMK B COOTBETCTBUU C
®enepanbHbM 3aKk0HOM OT 4 Masg 2011 r. N 99-®@3 "O nuieH3npoBaHUN OTAEIBHBIX BUJOB JAEATEIBHOCTH"
(Cobpanue 3akoHomarenbcTBa Poccuiickoit @enepanuu, 2011, N 19, ct. 2716; N 30, ct. 4590; N 43, cT. 5971;
N 48, ct. 6728; 2012, N 26, ct. 3446; N 31, ct. 4322; 2013, N 9, cT. 874).

11. Jns oOecriedeHust 3amuThl HWHPOPMAIUK, coAepxkameics B HHPOPMAIIMOHHONW CHCTEME,
MPUMEHSIFOTCSL CPEJICTBA 3aIMUTH WH(OPMAIIMH, MPOIISANINE OICHKY COOTBETCTBUS B (hopMe 00s3aTenbHON
ceprudUKaMKA Ha COOTBETCTBUE TPEOOBAHUSAM 10 0€30MaCHOCTH MH()OPMAIIMHA B COOTBETCTBUU CO CTAThEH 5
®depnepanpHoro 3akona ot 27 aexadps 2002 r. N 184-®3 "O texnuueckom perynupoBanun’ (CoOpanue
3akoHojarenbeTBa Poccuiickont deneparuu, 2002, N 52, ct. 5140; 2007, N 19, ct. 2293; N 49, ct. 6070;
2008, N 30, ct. 3616; 2009, N 29, ct1. 3626; N 48, cT. 5711; 2010, N 1, ct1. 6; 2011, N 30, cT. 4603; N 49, cT.
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7025; N 50, ct. 7351; 2012, N 31, ct. 4322; 2012, N 50, cT. 6959).

12. 3amuTa uHpOpMAIUH, coJepKalielics B MHPOPMAIIMOHHON CHCTeMe, SBISETCS COCTABHON YacThIO
paboT Mo COo3MaHHMI0O M SKCIUTyaTalud WH(POPMALMOHHOM CHCTEMBI M OOECIeYMBAETCS Ha BCEX CTaaUsIX
(3Tamax) ee co3gaHusl, B X0/1€ SKCIUTyaTalliy U BbIBOJIA U3 SKCIIyaTalluy MyTeM MPUHATHS OPTaHU3allMOHHBIX
U TEXHUYECKHX MEp 3aIUThl WHGOPMAIMH, HAMPABICHHBIX HAa OJOKUPOBaHHWE (HEUTpaIM3allUi0) YIrpo3
6e3omacHocTy HMH(OpManud B HWHGOPMALMOHHOW CHUCTEME, B paMKaxX CHUCTEMBbl (IOJICUCTEMbI) 3aIIUThI
uHbopManuu HMHPOPMALIMOHHOW CHUCTeMBbI (Janee - cucTeMa 3aluThl HHpopmanuu HHPOPMAITMOHHON
CHUCTEMBI).

(B pen. llpukaza ®CTOK Poccun ot 15.02.2017 N 27)

OpraHu3anMiOHHBIE W TEXHHYECKHE MEphl 3aIIUThl WHPOPMALWHU, pealu3yeMble B pPaMKaX CHCTEMBI
3amuThl MHGOpMauu HH(YOPMALIMOHHOW CHCTEMbI, B 3aBHCHUMOCTH OT HH(pOpMaluu, cojepxaiiencs B
uHGOPMAIIMOHHON CHUCTeMe, LieJeil co3naHus HHGOPMALMOHHOW CHUCTEMBbl M 3a/ay, peliaeMblX 3TOH
UHGOPMAIMOHHON CHCTEMOM, TOJKHBI OBITH HAMPaBIEHBI HA HCKIIOUEHUE:

HEMPAaBOMEPHBIX JOCTYMa, KOMHUPOBAHMS, TPEJOCTABICHUS WM PACIPOCTPaHeHUS WHPOpMAIUU
(obecnieuenne KOHPUACHIIMATHHOCTH HHPOPMAIIHH);

HETPAaBOMEPHBIX YHHUTOXEHHS Win MoaupuumpoBanus wHopMarmu (obecrieueHre MIeIO0CTHOCTH
nH(popMaIun);

HelmpaBoMepHOro 0JoKkupoBaHus HHMopMaIuu (o0ecredeHue JOCTYyTHOCTH HH(POPMALIHH).

13. Jlnst obecnieueHus 3amuThl HHPOpPMAIIHH, coaepkalieiics B MHHOPMaIlMOHHON CUCTEME, TPOBOISTCS
CJIEIYIOIINE MEPOTIPUSITHS:

¢dopmupoBanue TpeboBaHMI K 3amuTe HHYOPMAIUH, coaepKaleiics B MHPOPMALIMOHHON CUCTEME;
pa3paboTKa CHCTEMBI 3alIUTHI MHPOPMALIUK HHPOPMAITMOHHOW CHCTEMBI;
BHE/IPEHHUE CHCTEMBI 3alIUTHI HHPOPMAIUK HHPOPMAITMOHHOW CHCTEMBI;

aTTecTanusl MHQOPMAIIMOHHONW CHUCTEMBI MO TPEeOOBAHUSAM 3aIIUThl MHpOpMauK (Hajiee - aTTecTalus
uHGOPMAIIMOHHON CHCTEMBI) U BBOJ] €€ B JICHICTBHE;

obOecrnieucHUe 3alllUThI I/IH(I)OpMaI_II/II/I B XO0ZI€ 3KCILTyaTalluu aTTECTOBAaHHOM PIH(I)OpM&I.[HOHHOI’I CHUCTCMBI,

obecriedeHre 3aluThl THPOPMALMU TIPU BBIBOJIE M3 JKCIUTyaTallMd aTTECTOBAHHOW MH(OpMAIMOHHON
CHCTEMBI WM TIOCJIEe IPUHATHS perieHns 00 OKOHYaHUM 00pabOTKH WH(POPMAIIHH.

dopmMmupoBaHMe TpeboBaHUM K 3awwmTe MHopMmauum, cogepxaliemncs
B MH(popMaLMOHHOU CUCTEME

14. ®opmupoBanue TpeboBaHMiA K 3anuTe HHPOPMALINH, COAEpKAIIECs B MHPOPMALIMOHHON cHcTeMeE,
OCYIIECTBIISIETCS 00agaTesieM HHPOPMAITUH (3aKA3UUKOM).

®opmupoBanue TpeOoBaHUI K 3amuTe MHGOpMalUHU, coaepkaiieiicss B MHPOPMAlMOHHON cHUCTEME,
ocymectsisiercs ¢ yuerom ['OCT P 51583 "3ammura nndopmaruu. [Topsaok co3ganus aBTOMaTH3MPOBAHHBIX
cUcTeM B 3amnuiieHHoM ucrnonHeHuu. O6mme monoxenusa" (manee - TOCT P 51583) u 'OCT P 51624
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Mpukas ®CTIK Poccun ot 11.02.2013 N 17

(pea. ot 28.05.2019) [JokyMeHT npepocTasneH KoHcynbTaHTnoc
"06 yTBepxaeHun TpeboBaHUi 0 3aluTe MHDOPMaLUK, He [lata coxpaHeHus: 25.10.2019
COCTaBNAI...

"3amura nHGOpMalui. ABTOMAaTU3UPOBAaHHBIE CUCTEMbI B 3alllUIEHHOM HcnoiHeHuHu. Oouue tpedoBaHus"
(manee - T'OCT P 51624) u B ToM yucCIie BKIIIOYAET:

MPHUHITHE PEIICHUS O HEOOXOAMMOCTH 3alIUuThl WH(OpMAILMHU, COJEpKamieiics B WHPOPMAIMOHHON
CUCTEME;

KJaccupuKaluuoo HHPOPMAIMOHHON CHUCTEMBl MO TpeOOBaHMSIM 3alUThl HHpoOpManuM (manee -
Kiaccudukaiys nHPOPMaIMOHHON CHCTEMBI);

OIpe/ieNieHrne yrpo3 0e30MacHOCTH HH(OPMAIHH, peaTn3alys KOTOPBIX MOXKET MPUBECTH K HAPYIICHHIO
OezomacHOCTH WH(OpMAIMKU B MH()OPMAIMOHHOW CHCTeME, W pa3pabOoTKy Ha MX OCHOBE MOJEIH Yrpo3
6e30macHOCTH HH(POPMALINY;

orpeneneHne TpeOoBaHUN K CHCTEME 3alUThl HH()OpMAIi HHPOPMAIIMOHHON CUCTEMBI.

14.1. Tlpu npUHATHH peIIEHHUS O HEOOXOAUMOCTH 3allUThl HH(POPMAIMH, COJICPKAIIEHCS B
UH()OPMAITMOHHOM CHCTEME, OCYIIEeCTBIISICTCS:

aHanu3 1ened co3gaHus WHGOPMAIMOHHOW CHUCTEMBI M 3ajad, pellaeMbIX 3TOW HH(POPMAIMOHHOMN
CHCTEMOM;

orpenesneHue nHpopMaIny, moaiexKamed 0opadoTke B HHGOPMAIIMOHHON CHCTEME;

AHAJIN3 HOPMATUBHBLIX IPABOBBLIX AKTOB, METOAWYCCKHUX JOKYMCHTOB WM HAIWOHAJIBHBIX CTAaHAAPTOB,
KOTOPBIM AOJI’KHA COOTBETCTBOBATDH I/IH(bOpMaHI/IOHHaSI CHCTEMaA,

OPUHSITHE PEIICHUS O HEOOXOAMMOCTH CO3/IaHHs CHCTEMBI 3alIUThl MHPOpMAIMUA HHPOPMAIIMOHHON
CHCTEMbI, a TaKKe OINpelc/icHHE ejedl W 3amad 3ammThl HHGOpManud B HHOOPMAIMOHHON CHCTEME,
OCHOBHBIX 3TallOB CO3J@HHS CHCTEMbI 3alUThl WHPOpPMAUU UHPOPMAIIMOHHON CUCTeMbl M (YHKIHMH IO
o0ecreyeHn0  3amuThl  UHPOPMAIMU, COAepKamieics B HHPOPMAIMOHHOW cuUCTeMe, o0aaarens
nHpOpMaNnH (3aKa34nKa), orepaTopa U ymoJTHOMOUYEHHBIX JIAL.

14.2. Knaccuduxamuss uHPOPMAIMOHHON CHUCTEMBI TPOBOJIUTCS B 3aBHCHUMOCTH OT 3HAYMMOCTH
oOpabaTeiBacMOii B HeW wuHpoOpMaluu W Macimrtadba HMHPOPMAIMOHHON cucTeMbl ((denepabHbBIMI,
pPETrHOHANbHBIN, 0OBEKTOBBIN).

YcTaHaBIMBAOTCS TPU KIJacca 3alUIICHHOCTH WH(POPMAIMOHHON CHUCTEMBI, OMPEACISIONUe YPOBHU
3aIUIICHHOCTH CoJiepskamieiicss B Hell mHpopmarmu. CaMblii HU3KHIA KJIace - TPETUH, CaMblii BBICOKUH -
nepBbIii. Kimace 3ammmenHoctd nHQOPMAIIMOHHON CHCTEMBI ONPEAEISeTCS B COOTBETCTBHH C MPHIIOKEHHEM
N 1 k HactosimuM TpeOoBaHUAM.

(B pen. [Ipukaza ®CTIK Poccuu ot 15.02.2017 N 27)

Kiacc 3amuimeHHoCTH onpeaenseTcs i MHPOPMAIlMOHHOW CHCTEMBI B II€JI0M H, IPU HEOOXOANMOCTH,
JUIL €€ OT/AETbHBIX CErMEHTOB (COCTaBHBIX 4acTeil). TpeOoBaHHME K KJIAcCy 3alIMIEHHOCTH BKIIIOYAETCS B
TEXHUYECKOE 3aJjaHhe Ha Cco3JaHue MH(OPMAIIMOHHOW CHUCTeMbl M (WJIM) TEXHUYECKOe 3aJaHue (4acTHOE
TEXHUYECKOEe 3aJaHhe) Ha CO3JaHHe CHUCTeMBbl 3allUThl WHpOpMAMA HWHPOPMAIMOHHOW CHCTEMBI,
paspabateiBaembie ¢ yuerom ['OCT 34.602 "Undopmanuonnas texHosorus. Komruiekc cTaHmapToB Ha
aBTOMATU3UPOBAaHHBIE CHCTEMbl. TeXHUUECKOE 3aJJaHne Ha CO3JJaHNue aBTOMAaTU3UPOBAHHOM cUCTeMbI" (majee
-T'OCT 34.602), 'OCT P 51583 u I'OCT P 51624.
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Mpukas ®CTIK Poccun ot 11.02.2013 N 17

(pea. ot 28.05.2019) [JokyMeHT npepocTasneH KoHcynbTaHTnoc
"06 yTBepxaeHun TpeboBaHUi 0 3aluTe MHDOPMaLUK, He [lata coxpaHeHus: 25.10.2019
COCTaBNAI...

Knace 3amuieHHocTH HHGOPMALMOHHON CHCTEMbI MOAJIEKUT MEPEeCMOTPY NMPH MU3MEHEHUH MaciiTada
MH(POPMAIMOHHOM CUCTEMBbI WM 3HAYMMOCTH 00pabaTbiBaeMoil B Hell MH(OpMaIIHH.

Pesynbrarh kinaccudukanmm nHOOPMAIMOHHONW CUCTEMBI ODOPMIIIOTCS aKTOM KIacCH(DUKAIIH.

Knacce 3amumenHocTi MHQOPMAITMOHHONW CUCTEMBI, (YHKIMOHUPOBAHHE KOTOPOW TpenrnoaraeTcs Ha
6aze MH(GOPMALNOHHO-TEIEKOMMYHHUKAIIMOHHON HHOPACTPYKTYphl LIEHTpa OOpabOTKH HaHHBIX, <l> He
JOJKeH OBITh BBIIIE KJIacca 3alIMIIEHHOCTH HH(POPMAIMOHHO-TEJIEKOMMYHUKAIIMOHHOW HHGPACTPYKTYPHI
HeHTpa 00pabOTKHU JaHHBIX.

(a63am BBeneH [Ipukazom ®CTOK Poccun ot 28.05.2019 N 106)

<1> IlyskT 5.3 MeTonuuecknux yKa3aHUW IO OCYHIECTBICHHUIO ydeTa HH(POPMAIMOHHBIX CHCTEM H
KOMITOHEHTOB HH()OPMAaIMOHHO-TEJIEKOMMYHUKAIIMOHHON HWHQPACTPYKTYPhl, YTBEPKACHHBIX IPUKA30M
MunkomcBsizu Poccun ot 31 mas 2013 1. N 127 (3apeructpupoBan Muntoctom Poccun 5 Hosi6ps 2013 1.,
peructpaunoHHsii N 30318), ¢ yyeToM HM3MeHEHMIi, BHECEHHBIX MpuKazoM MwuHkoMcBs3u Poccum ot 15
ntoHs 2016 r. N 266 (3apeructpupoBad Muntoctom Poccun 14 nrosnst 2016 r., peructpanmonssiii N 42853).
(caocka BBeneHa [Ipukazom @CTOK Poccun ot 28.05.2019 N 106)

14.3. Yrpo3bl 0e30macHOCTH MHQPOPMAIMK OMPEICISAIOTCS 0 PE3yJIbTaTaM OICHKA BO3MOKHOCTEH
(moTeHIMaNia) BHEIIHUX W BHYTPEHHUX HAPYIIUTENEH, aHau3a BO3MOKHBIX YSI3BUMOCTEH MH(POPMAITMOHHOMN
CUCTEMBI, BO3MOXKHBIX CIIOCOOOB pealu3allid yrpo3 Oe30MacHOCTH HHQPOpPMAIMH M TOCIEACTBHHA OT
HapyIlIeHUs CBOMCTB Ge30macHOCTH nHpopManuu (KOH(UACHIUAIBHOCTH, LIEJIOCTHOCTH, TIOCTYITHOCTH).

(B pen. llpukaza ®CTOK Poccun ot 15.02.2017 N 27)

B kadecTBe MCXOAHBIX NAHHBIX ISl OMpPEACNICHUs yrpo3 0e30macHOCTH WH(OpPMAIUK HUCIOJIb3YETCs
0aHK JaHHBIX yrpo3 OezonmacHocTH uHpopManuu (bdu.fstec.ru), Benenne koroporo ocymiectsisiercs PCTOK
Poccun B coorBercTBuu ¢ noanyHkToM 21 nynkTa 8 [lonoxxenust o @eaepanbHOi cityk0e 0 TEXHUYECKOMY U
9KCIIOPTHOMY KOHTPOJIIO, YTBEp)KIAeHHOro Yka3zoM IIpesunenra Poccuiickoit @enepanuu ot 16 asrycra 2004
r. N 1085 (Cobpanue 3akoHomatensctBa Poccuiickoit @enepanuu, 2004, N 34, ct. 3541; 2006, N 49, cr.
5192; 2008, N 43, ct. 4921; N 47, ct. 5431; 2012, N 7, ct. 818; 2013, N 26, ct. 3314; N 53, cT. 7137; 2014, N
36, ct. 4833; N 44, ct. 6041; 2015, N 4, ct. 641; 2016, N 1, ct. 211) (mamee - GaHK JaHHBIX yTPoO3
oe3zonacuoctu uHpopmarmun DPCTOK Poccum), a Takke HHBIE HCTOYHUKH, COJEpPKAIIME CBEICHHUS 00
ySI3BUMOCTSIX U yTpo3ax 06e30MacHOCTH HH(OPMALIUH.

(a63an BBeneH [pukazom @CTOK Poccun ot 15.02.2017 N 27)

[Ipu ompeneneHun yrpo3 0e30MacHOCTH HH(POPMAIMHM YUYUTBHIBAIOTCS CTPYKTYPHO-(QYHKLIHOHAIbHbIE
XapaKTepUCTHKH WH(POPMAIIMOHHON CHUCTEMBI, BKIIIOYAIOIIME CTPYKTYpy M COCTaB HH(OPMAIMOHHON
CUCTEMBI, (U3NYECKHUE, JIOTUUECKUE, (YHKIIMOHAIbHBIE U TEXHOJIOIMUECKHE B3aUMOCBSI3U MEXly CETMEHTaMHU
nH(OPMaLMOHHON CUCTEMBI, c HUHBIMH MH(GOPMaIMOHHBIMU CUCTEMaMH u
UH(POPMALMOHHO-TEIEKOMMYHHUKAI[MOHHBIMU CETAMH, PEKUMBI 00pab0TKH UH(OpMAIMK B HH(OPMALIMOHHON
CUCTeME M B €€ OTJAEIbHBIX CErMEHTax, a TaKKe HMHbIE XapaKTePUCTHKU HH(OPMAIIMOHHON CHCTEMBI,
pUMeHsieMble HH()OPMAIIMOHHBIE TEXHOJIOTUH U OCOOEHHOCTH €€ ()yHKIIMOHUPOBAHUSI.

[Ipu  ompeneneHun  yrpo3  Oe3omacHOCTH  WHpOpManMd B MHPOPMALMOHHOW  CHCTEME,
(YHKIMOHMPOBAaHWE KOTOpPOW Tpexaronaraercss Ha 0Oaze HMHPOPMAIMOHHO-TEIIEKOMMYHHKAIIHOHHON
UHQPACTPYKTYphl LIeHTpa 00pabOTKM JaHHBIX, JOJKHBI YUHUTHIBATHCS YIpO3bl O€30MACHOCTH HMH(OpMAINU,
aKTyasbHbIE U1 HHPOPMALMOHHO-TEJIEKOMMYHUKAIIMOHHON HH(PACTPYKTYpPhI LIEHTPA 0OpaOOTKH TaHHbIX.
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Mpukas ®CTIK Poccun ot 11.02.2013 N 17

(pea. ot 28.05.2019) [JokyMeHT npepocTasneH KoHcynbTaHTnoc
"06 yTBepxaeHun TpeboBaHUi 0 3aluTe MHDOPMaLUK, He [lata coxpaHeHus: 25.10.2019
COCTaBNAI...

(a63arn BBeneH [pukazom ®CTOK Poccum ot 28.05.2019 N 106)

[To pe3ynbraTam ompejaeneHuss yrpo3 0Oe3omacHOCTH HMHGOpMAIMM TOpU  HEOOXOIUMOCTH
pa3pabaTbIBalOTCS PEKOMEHJAIMH 10 KOPPEKTHPOBKE CTPYKTYPHO-(QYHKIMOHAIBHBIX XapaKTEPHUCTUK
MH()OPMAIIMOHHOW CHCTEMBI, HampaBlieHHbIE HAa OJIOKMpPOBaHWE (HEHUTPATU3allMI0) OTACIBHBIX YIPO3
6e30MmacHOCTH HH(OPMALIUH.

Mogenb yrpo3 6e30macHOCTH WHGOPMAIMH J0JDKHA COIEPKATh ONMMCaHHe HH()OPMAIIMOHHONH CUCTEMBI
U €€ CTPYKTYypHO-(PYHKIIMOHATBHBIX XapaKTEPHCTHK, a TAK)Ke OMHUCAHUE Yrpo3 0e30MacHOCTH MH(POPMAIUH,
BKJTIOYAIOIIEEe OMMCAHUE BO3MOXKHOCTEH HapymuTenae (MOJENb HapyIIUTENs), BO3MOXHBIX YSA3BUMOCTEH
MH()OPMAIIMOHHON CHUCTEMBI, CIIOCOOOB pealn3anuu yrpo3 0e30macHoCcTH WH(DOPMANUUA U TOCIEACTBHA OT
HapyIIEeHHUs CBOMCTB 0€30MacHOCTH WH(OPMAIIHH.

Hns ompenenenust yrpo3 0Oe3omacHOCTH WH(OpManuu W pa3pabOTKA MOJAETH Yrpo3 0e30MacHOCTH
nH(MOpMAIUU TPUMEHSIOTCS METOAMYECKHE JOKYMEHTHI, pa3padorannbie U yTBepkaeHHbpie DCTOK Poccun B
cooTBeTcTBUM ¢ moanyHkToM 4 mnyHkta 8 Ilonoxenus o dexepanbHON Ciyx0e MO TEXHUYECKOMY U
9KCIIOPTHOMY KOHTPOJIIO, yTBEp)KAeHHOro Yka3zoM IIpesnnenra Poccuiickoit @enepanuu ot 16 aBrycra 2004
r. N 1085 (CobOpanue 3akoHonatensctBa Poccuiickoit @enepanuu, 2004, N 34, ct. 3541; 2006, N 49, cr.
5192; 2008, N 43, ct. 4921; N 47, ct. 5431; 2012, N 7, cT. 818).

14.4. TpeGoBaHusi K cUCTeMe 3alIUThl HMH(GOpPMalUUU HHOOPMALMOHHOW CHCTEMBI OINPEACISIOTCS B
3aBHCUMOCTH OT Kjacca 3allUIIEHHOCTH MH(POPMALMOHHOM CHCTEMBI M yrpo3 0e30MacHOCTH HH(pOpMAaIHH,
BKJIIOYEHHBIX B MOJIENb YTPO3 O€30M1acCHOCTH HH(POPMALIHH.

TpeboBaHus K cUCTeMe 3alUThl HH(popMauu HHOOPMAITMOHHONW CUCTEMBI BKIIIOUAIOTCSI B TEXHUUECKOE
3aJlaHue Ha Co3/1aHue WH(POPMAIMOHHOW CUCTeMBbl W (WJIM) TEXHUYECKOEe 3a/JaHue (YaCTHOE TEXHUYECKOE
3aJaHie) Ha CO3JaHHE CHUCTEMBI 3alIMTHl MHPOpPMAUUU WHPOPMAIMOHHON CUCTEMBI, pa3padaThIBaeMbIe C
yuetoMm ['OCT 34.602, TOCT P 51583 u 'OCT P 51624, u 1071>KHBI B TOM YHCJIE COJIEPHKATh:

1eNb U 3aJ1a4u obecrieyeH st 3aluThl HHpopManuu B MHHOPMALIMOHHON CUCTEME;

KJ1aCC 3allIMIIICHHOCTH HH(I)OpMaHHOHHOﬁ CHCTCMBI,

NEpCUCHbL HOPMATHUBHBIX IMPABOBBIX AKTOB, MCTOAUYCCKUX NOKYMCHTOB U HAMOHAJIbHBIX CTAHAAPTOB,
KOTOPBIM HOJI’)KHA COOTBETCTBOBATDH I/IH(bOpMaLII/IOHHaSI CHUCTECMA,

nepevYeHb 00HEKTOB 3AIIUTH HHPOPMALIMOHHOW CUCTEMBI;
TpeOOBaHUS K MEpaM U CPEJCTBAM 3aIUThl HHPOpPMALMK, TPUMEHIEMbIM B HHPOPMAIIMOHHOM cucTeMe;

cTaauu (3Tamnsl padoT) CO3aHUS CHCTEMBI 3aIUThI HHOOPMAIIMOHHOW CUCTEMBI;
(a63arn BBeneH [pukazom @CTOK Poccun ot 15.02.2017 N 27)

TpeOOBaHUS K TOCTABIIIEMBIM TEXHUYECKHM CpEJICTBaM, MPOTPAMMHOMY OOECIIEYEHHIO, CpeJICTBaM
3alIUThl HH(OPMAIIIH;
(a03an BBeneH [Ipukazom ®CTIOK Poccun ot 15.02.2017 N 27)

GyHKIMM 3aKa3yuka M omeparopa MO OOECHeueHHUIo 3aluThl MHpOpManuu B HHPOPMAIMOHHOMN
cCUCTEME;
(a63arn BBeneH [pukazom @CTOK Poccun ot 15.02.2017 N 27)
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Mpukas ®CTIK Poccun ot 11.02.2013 N 17

(pea. ot 28.05.2019) [JokyMeHT npepocTasneH KoHcynbTaHTnoc
"06 yTBepxaeHun TpeboBaHUi 0 3aluTe MHDOPMaLUK, He [lata coxpaHeHus: 25.10.2019
COCTaBNAI...

TpeOOBaHUs K 3aIUTE CPEICTB M CHCTEM, O0ECIEeYMBAIOINX (DYHKIHOHHPOBAHUE HHGOPMAIIHOHHOM
cucTeMbI (00eCIIeUnBarOIICH HHPPACTPYKTYPE);
(a63am BBeneH [pukazom ®CTOK Poccun ot 15.02.2017 N 27)

TpeOOBaHMS K 3amuTe WHPOPMAUUK TpH HHOOPMAIIMOHHOM  B3aMMOJACHCTBHH C  HHBIMH
MH(OPMALIMOHHBIMU CHCTEMaMU U HH(QOPMAIIMOHHO-TEJIEKOMMYHUKALIMOHHBIMU CETSMH, B TOM YHCIE C
UHQOPMALMOHHBIMA CHCTEMAMU YIOJHOMOYEHHOIO JMIA, a TaKKe IMPU INPUMEHEHUH BBIYHCIUTEIBHBIX
pecypcoB (MOLTHOCTEH), PEIOCTABISIEMbIX YITOJTHOMOUYEHHBIM JIUIIOM /17151 00paboTKH HH(pOpMAILHH.

[Ipu ompenenenun TpeOOBaHWI K cHCTeMe 3amUThl WHGOpMaud WHGOPMAIMOHHONH CHCTEMBI
YYUTBHIBAIOTCS TIOJIOKEHUS TIOJUTHK oOecrieueHrst nH(HOpMAIMOHHON 0e30macHOCTH o0anaTens nHhopManuu
(3aka3zumka), a TaKkKe TONUTUK obecnedeHWss WHMOPMAIIMOHHONW O€30macHOCTH — omeparopa |
YIOJIHOMOYEHHOTO JIUIIA B YaCTH, HE MPOTUBOpPEUaIel ToJUTUKaM obJafaTens nHpopManun (3aKazunka).

(B pen. [Ipukaza ®CTIK Poccuu ot 15.02.2017 N 27)

B ciyuae co3nanus nHGOpMaIMOHHON CUCTEMBI, ()YHKIIMOHUPOBAHUE KOTOPOM MpenoaracTcs Ha 0ase
MH(OPMAIIMOHHO-TEIIEKOMMYHHUKAITMOHHON HH(PACTPYKTYphl IEHTpa OOpaOOTKH JaHHBIX, JOMOJHUTEIHHO
OTIPENIeNIAIOTCS TpeOoBaHUs o 3aluTe uHpopManuu, MOITISKAIIUE peanuzanuu B
MH()OPMAMOHHO-TEIIEKOMMYHHKAITHOHHON HHPPACTPYKType IIeHTpa 00pabOTKH JTaHHBIX.

(a63arm BBeneH [pukazom ®CTIK Poccum ot 28.05.2019 N 106)

Paspa6oTka cuctembl 3almTbl MHpopMaumMm MHPOPMaLNOHHOWN CUCTEMBI

15. PazpabGorka cuctembl 3amMThl HHQOpPMAIMK HHPOPMALMOHHOW CHUCTEMBl OpPraHU3yeTCs
obanarenem nHGOpMANNY (3aKa3UUKOM).

Pazpabotka cucrempl 3amuThl MHGOpManMKM HHGOPMALMOHHONW CHCTEMBbl OCYIIECTBISETCS B
COOTBETCTBUM C TEXHMUYECKUM 33JaHUEM Ha CO3JaHMe HMH(OPMALMOHHON CHCTEMbl U (WJIM) TEXHUYECKUM
3aJaHMeM  (Y4acTHBIM TEXHUYECKUM 3aJJaHMeM) Ha CO3JaHHe CHUCTeMbl 3alluThl  HH(pOpMalUU
uHpopmanronHoit cucremsl ¢ yuetoM ['OCT 34.601 "MudopmannonHas texnonorus. Komruieke cranaapToB
Ha aBTOMAaTU3MPOBAHHbIE CHCTEMbI. ABTOMaTH3UpOBaHHble cuctembl. Ctaaun cosganus" (nanee - 'OCT
34.601), TOCT P 51583 u 'OCT P 51624 u B TOM uncie BKIIOYAECT:

MIPOEKTUPOBAHHUE CUCTEMBI 3aLIUTHl HTHPOPMATUN HHPOPMAILIMOHHOM CUCTEMBI;

pa3paboTKy SKCIUTyaTallMOHHON JTOKyMEHTAllMd Ha CUCTEMY 3allUThl MHPOpMAIU WH(OPMALMOHHON
CUCTEMBI;

MaKETHPOBAHUE M TECTHPOBAHUE CHUCTEMbI 3allUThl MH(POpMAIUK HHGOPMAIIMOHHONW CHCTEMbI (MU
HEOOXOIUMOCTH).

Cucrema 3amuThl HHPOPMAIUU HHHOPMAIIMOHHON CHCTEMBI HE JOJDKHA MPEISTCTBOBAThH TOCTHYKEHUIO
ueneu cozganust UHGOPMAIIMOHHONW CUCTEMBI U €€ (PYHKIIHMOHUPOBAHUIO.

ITpu paspaboTke cucTeMbl 3alUThl HHGOPMALMKU HHOOPMAIMOHHONW CHUCTEMBI YUUTHIBAETCS €€
UH(POPMALIMOHHOE B3aMMOJECTBHE c UHBIMU MH(POPMALIMOHHBIMU CUCTEMAMH U
MH(POPMAIMOHHO-TEIEKOMMYHUKAIIUOHHBIMU  CETSIMH, B TOM 4HCIE€ C HH(GOPMAIMOHHBIMH CHCTEMaMHU
YIOJIHOMOYEHHOTO JIMIIA, & TAKKE IPUMEHEHNE BBIYUCIUTENBHBIX PECYPCOB (MOILHOCTEN), IPEIOCTABIIAEMbIX
YIIOJTHOMOYEHHBIM JIULIOM I 00paOOTKN MH(POPMAITUH.
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(pea. ot 28.05.2019) [JokyMeHT npepocTasneH KoHcynbTaHTnoc
"06 yTBepxaeHun TpeboBaHUi 0 3aluTe MHDOPMaLUK, He [lata coxpaHeHus: 25.10.2019
COCTaBNAI...

15.1. TIpn npoeKkTupoBaHUM CUCTEMBI 3aLIUThI HH(OPMAMK HHPOPMALMOHHOW CUCTEMBI:

OIIPENIENIAIOTCS TUIIBI CYOBEKTOB JOCTyHa (TMOJIb30BaTENM, MPOLECChl U WHBIE CYOBEKTHI JIOCTYyNa) U
OOBEKTOB JIOCTYyMa, SBISAIOMIMXCS OOBEKTaMM 3aIIUTHl (YCTPOWCTBA, OOBEKTHI (HAHIOBOW CHCTEMBI,
3alycKaeMble W HCIOJHSEMble MOJYJU, OOBEKTbl CHCTEMBbl YHpaBiIeHUs Oa3aMu JAHHBIX, OOBEKTHI,
CO3/1aBaeMble MPUKIIAIHBIM IPOrPaMMHBIM 00€CIieYeHHEM, HHbIE O0BEKTHI IOCTYIA);

OIPENENSIOTCS METOJbl YIPABJICHUS JOCTYNOM (JMCKPEIIMOHHBIN, MaHJATHBIA, POJICBOM WM HHBIC
METO/IbI), TUTIBI JOCTYTIA (YTEHHE, 3aMUCh, BHIMOJHECHHE WM HHBIC THIIbI JIOCTYIA) U MPaBHJIa pa3rpaHUYCHUS
JocTyna CyOBeKTOB JOCTyNa K 00bEKTaM JOCTyMa (Ha OCHOBE CITUCKOB, METOK O€30MaCHOCTH, POJICH M MHBIX
MIPaBWII), TOJICKAIINE PeaTu3alii B UHHOPMAITMOHHON CHCTEME;

BBIOMPAIOTCST MEPHI 3AIIUTH HHPOPMALIMH, MOUISKAIINE PEATU3AIIH B CHCTEME 3aIlUThl HH()OpMaIim
MH(OPMALIMOHHON CUCTEMBI;

OonpeaAcIAOTCA BHABI KW THUIIBI CPEACTB 3alIUTHI I/IH(bOpMaI_[I/II/I, 066CH€‘II/IBaIOHlI/Ie pcain3anuro
TCXHUYCCKHUX MCP 3alIUThI I/IHq)OpMaI_II/II/I;

OTIpE/ICTISICTCS CTPYKTYpa CUCTEMBI 3aIIUTHI MHPOPMAITUU HHHOPMAITMOHHON CUCTEMBI, BKIIIOUasi COCTAB
(KONIMYEeCTBO) U MECTa pa3MEIICHUS €€ JIEMEHTOB;

OCYILECTBIISIETCSI BBIOOP CPEACTB 3aIIUThl WHGOpPMAIMU, CEPTUPHUIMPOBAHHBIX HA COOTBETCTBHE
TpeOoBaHUSIM 1O 0€30MacHOCTH HH(OpMalMM, C YYETOM HUX CTOMMOCTH, COBMECTUMOCTH C
UH(QOPMALMOHHBIMUA TEXHOJOTHSMHM U TEXHUYECKUMHU CpeACTBaMH, (PyHKIUI 0€30MacHOCTH 3TUX CPEACTB U
0COOEHHOCTEH X peanu3alyy, a TakXkKe KJlacca 3alUIEHHOCTH HHPOPMALIMOHHON CUCTEMBI,

OIpeneNiAoTcss TpeOoBaHMS K TMapaMeTpaM HACTPOMKH MpOrpaMMHOTO oOecreueHus, BKIIOYas
nporpaMMHoe OOecrieuyeHHe CpEeACTB 3aIIUThl MH(OpMaIK, 00eCTIeYNBAIONINE PEATH3AINI0 MEp 3aIIUTHI
nHpOpMaNNH, a TaKXkKe YCTpaHEHHE BO3MOXKHBIX YS3BUMOCTEH WH(MOPMAIMOHHON CHCTEMBI, MPUBOISIINX K
BO3HHUKHOBEHHIO yTpo3 0e30macHoCTH HHPOpMaIuy;

(B pen. [Ipukaza ®CTIK Poccuu ot 15.02.2017 N 27)

ONpPENENSIOTCS MEpbl 3allUThl WHPOPMAIMKA TpPHU WHPOPMAIMOHHOM B3aUMOJICHCTBUU C HHBIMH
MH()OPMALIMOHHBIMU CHCTEMaMU U HH(POPMAIIMOHHO-TEJICKOMMYHUKAIIMOHHBIMU CETSMU, B TOM YHCIE C
HH(l)OpMaI_[I/IOHHBIMI/I CUCTCMAaMH YIIOJJHOMOUYCHHOTO JiMIa, a TaKXC IPH NMPHUMCHCHHUHW BbIYUCIIUTCIBHBIX
pecypcoB (MOIIHOCTEH ), MPEAOCTABISEMBIX YITOJTHOMOYCHHBIM JIMIIOM JIJIsi 00paOOTKH HH(OPMAIIHH.

Pe3ynbTaThl IPOEKTHPOBAHUST CUCTEMBI 3aIIUTH HHPOPMAIUU UHPOPMAITMOHHOW CHCTEMBI OTPAXKAIOTCS
B IIPOCKTHOW TOKyMEHTAIlMU (ICKHU3HOM (TEXHHMYECKOM) MPOEKTe W (WMju) B pabouedl JOKYMEHTAIMH) Ha
UHOOPMAIIMOHHYIO ~ cUCTeMy  (cucTeMy  3amuThl  WHQopManud  WHOOPMALMOHHOW  CHUCTEMBI),
pa3pabarbiBaeMbix ¢ yderom ['OCT 34.201 "Hudopmanumonnas TexHosorus. Komriekc cTaHgapToB Ha
aBTOMATH3MPOBAHHBIE CHCTEMBl. BHIBI, KOMIUIEKTHOCTh M OOO3HAYCHHME JIOKYMEHTOB IIpH CO3AaHUU
aBTOMaTu3upoBaHHbIX cucTeM" (manee - [OCT 34.201).

[IpoekTHas noKyMmMeHTalus Ha UH(QOPMAIIMOHHYIO CUCTEMY U (WJIM) €€ CUCTEMY 3aIlUThl MHPOpMaIUU
HIOJUIEXKAT COTJIACOBAHMIO C ONEPATOPOM MH(OPMAIIMIOHHON CUCTEMBI B CIIydae, €ClId OH OIPEesIeH TaKOBBIM
B COOTBETCTBHMM C 3aKOHOAaTesNbcTBOM Poccuiickoit ®enepannu K MOMEHTY OKOHYaHMs MPOEKTHPOBAHUS
CHCTEMBl 3allUThl HMHPOPMALUK HHOOPMAIIMOHHONW CHCTEMBI M HE SBIISETCS 3aKa3udKOM JIAaHHOM
WH(POPMALIMOHHOMN CUCTEMBI.
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(pea. ot 28.05.2019) [JokyMeHT npepocTasneH KoHcynbTaHTnoc
"06 yTBepxaeHun TpeboBaHUi 0 3aluTe MHDOPMaLUK, He [lata coxpaHeHus: 25.10.2019
COCTaBNAI...

[Tpu oTCYTCTBUU HEOOXOAUMBIX CPEICTB 3aLIUTHI HHPOPMAIMH, CEPTHHUIIMPOBAHHBIX HA COOTBETCTBHE
TpeOOBaHUSAM IO OE30MaCHOCTH HMH(OPMALMU, OpraHu3yercs paszpaboTka (JopaboTka) CpeACTB 3allUThI
nHpOpMAMM U HMX CEpTHU(HKAIMA B COOTBETCTBUU C 3aKOHOAATENbCTBOM Poccuiickoit dexepanuu wim
MIPOU3BOJIUTCS KOPPEKTHPOBKA MPOEKTHBIX PEHICHWH M0 MH(POPMALMOHHOW CcHcTeMe W (W) ee CUCTeMe
3amThl UHGOpPMAIMA C Y4eTOM (YHKIIMOHAIBHBIX BO3MOXKHOCTEH HMMEIONIMXCS CepTH(UIIMPOBAHHBIX
CPE/CTB 3alUThl HHYOpMALIUY.

I[Ipy  OpPOEKTHMPOBAHMM  CHCTEMBl  3alIUThl  HWHpOpMALMKM  UHPOPMALMOHHOM  CHUCTEMBI,
(YHKIIMOHMpPOBAaHME KOTOpPOW mpexanosaraercsi Ha 0Oaze  HMH(POPMALMOHHO-TEIIEKOMMYHHUKAIIMOHHON
UHPPACTPYKTYPHl LEHTpa OOpaOOTKM JaHHBIX, Ui OJOKMPOBAaHHUS aKTyalbHBIX YIpo3 0€30macHOCTH
uHboOpMaMM  MOTYT  OBITh ~ NPUMEHEHBI  MEphl  3alIUThl  WHPOpPMAIMH,  pealnu3yemble B
MH(OPMaLIMOHHO-TEIEKOMMYHHUKAITMOHHON HHPPACTPYyKType LeHTpa 00pabOTKHU JTaHHBIX.

(a63arn BBeneH [pukazom ®CTOK Poccum ot 28.05.2019 N 106)

15.2. Pa3paboTka »OKCIUTyaTallMOHHON JOKYMEHTAllMM Ha CHUCTeMY 3alluThl UHpOpMaIUu
MH(POPMAIIMOHHON CHCTEMBI OCYILECTBIISICTCSI B COOTBETCTBHMM C TEXHHYECKUM 3aJaHMEM Ha CO3JaHHe
MH(POPMAIMOHHOMN CUCTEMBI U (MJIN) TEXHUYECKUM 33JJaHUEM (YaCTHBIM TEXHHYECKUM 33JaHHEM) Ha CO3JJaHHe
CHCTEMBI 3alIUTHl HHPOpMANK HHPOPMAITMOHHOW CUCTEMBI.

OKcIulyaTalluOHHasl JOKYMEHTAlUsl Ha CHUCTEMY 3aluThl WH(OpManuu HHMOPMALMOHHOM CHCTEMBbI
paspabateiBaetcs ¢ yaeroM ['OCT 34.601, 'OCT 34.201 u I'OCT P 51624 u nomkHa B TOM YHCJIE€ COAEPIKATh
OTHCaHue:

CTPYKTYPBbI CUCTCMBI 3alIIUTHI I/IH(l)OpMaI_II/II/I HH(I)OpMaHHOHHOﬁ CHUCTEMBI,

COCTaBa, MECT YCTaHOBKM, MapaMETPOB M TOpPAIKAa HACTPOWKHM CPEICTB 3alIUTHl HH(OpPMAIHH,
MIPOrpaMMHOT0 OOECTIeUeHuUsI U TEXHUUYECKUX CPE/ICTB;

IIPaBHJI HKCIUTYaTal[MM CUCTEMBI 3alllUThl HH(OpMaluu HHPOPMAITMOHHON CUCTEMBI.

15.3. Ilpm MakeTUpOBaHMU U TECTHUPOBAHHHM CHCTEMbI 3alIUTHl HHPOpMauu HHPOPMAITMOHHOMN
CUCTEMBI B TOM YHCIIE OCYIIECTBISIOTCS:

IMMPOBEpPKa pa6OTOCHOCO6HOCTI/I n COBMCCTHUMOCTH BLI6paHHBIX CpCACTB 3alluThbl I/IH(I)OpMaI_II/II/I C
I/IH(l)OpMaI_[I/IOHHBIMI/I TCXHOJIOTUAMHA U TCXHUYCCKUMU CPCACTBAMMU,

NIPOBEPKA BBITIOJHEHUSI BBHIOPAHHBIMH CPEICTBAMH 3aIIUTHl HWH(pOpMAMu TpeOOBaHUN K CHCTEME
3amuThl HH(pOpMauu HHHOPMAITMOHHON CHCTEMBI;

KOPPEKTHUPOBKA MPOCKTHBIX PEIICHHH, pa3padOTaHHBIX IMPU CO3JaHWU MH()OPMALMOHHON CHCTEMBI U
(unn) cucteMsl 3amUTH HHpOpMayu HHGHOPMALIMOHHON CUCTEMBI;

a63ar uckmoueH. - [Ipukaz @®CTIK Poccum ot 15.02.2017 N 27.
MaxkeTupoBaHHEe CUCTEMBI 3alIUTH HHPOPMAITMH HHPOPMAIIMOHHOW CUCTEMBI U €€ TECTUPOBAHNE MOKET
MPOBOJUTHCSI B TOM YHUCJIE C HWCIOJIB30BAHHUEM CPEJCTB M METOJOB MOACIUPOBAHUS HH(POPMAITMOHHBIX

CHCTEM M TEXHOJIOTHH BUPTyaIU3aluu.

BHeppeHue cucTeMbl 3almTbl MHpopMaLmMm MUHPOPMaLNOHHON CUCTEMBI
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(pea. ot 28.05.2019) [JokyMeHT npepocTasneH KoHcynbTaHTnoc
"06 yTBepxaeHun TpeboBaHUi 0 3aluTe MHDOPMaLUK, He [lata coxpaHeHus: 25.10.2019
COCTaBNAI...

16. Bueapenue cuctembl 3amuThl HHGOpMaMKM HMHGOPMAIMOHHOM CHUCTEMbI OpraHU3yeTcs
oOnanareneM HHGOPMAILIUU (3aKa3UUKOM).

Buenpenne cucrembl 3amuthl  HHGOpManuu HMHGOPMAIMOHHOH CHCTEMBI OCYIIECTBISETCS B
COOTBETCTBUM C MPOEKTHOM M HKCIUTyaTallMOHHOM JOKyMEHTAallMed Ha CHUCTEMY 3alluThl HHGpOpMaLuu
MH(OPMALIMOHHON CUCTEMBI M B TOM UHCJI€ BKJIIOYAET:

YCTaHOBKY U HACTPOMKY CPEJICTB 3alIUThl HHPOPMAIIUU B HHPOPMAIIMOHHOM cUCTeME;

pa3paboTKy JOKYMEHTOB, ONpPEAEISAIOIMX NpaBUiIa U IMPOLEAYpbl, pealu3yeMble ONepaTopoM JUIs
oOecrieyeHnss 3amMThl MH(pOpMAMM B WHGPOPMALMOHHOM cHUCTEeME B XOJA€ €€ OSKCIUTyaTanuu (naiee -
OpTraHU3aIMOHHO-PACHOPSAUTENbHBIC JOKYMEHTHI IO 3alUTe HHPOpMAIUH);

BHE/IPEHHE OPTaHU3AIMOHHBIX MEP 3alIUThl HH(OPMAIIHH;
IIpe/IBApUTENbHBIE UCIIBITAHNS CUCTEMBI 3alIUTHl HHPOPMAIUN UHPOPMAILIMOHHOM CUCTEMBI;
OIBITHYIO 3KCILIyaTallMi0 CUCTEMBI 3aLIUThI HH(OPMALMU HHPOPMALMOHHON CUCTEMBI;

aHaJIU3 ysA3BUMOCTEH MH(OPMAIMOHHOM CHUCTEMbl U NPUHATHE Mep 3alluTbhl MHOpMAIMM MO HX
YCTPaHEHUIO;

MMPUCMOYHBIC UCTIBITAHUA CUCTCMbI 3alIIATHI I/IH(I)OpMaLII/II/I HH(l)OpMaHHOHHOfI CHUCTCMBI.

K BHempeHuto cuctembl 3amuThl HHGOpMau HHOOPMAITMOHHOW CHUCTEMBI IPUBJIEKAECTCS OIepaTop
MH(OPMALIMOHHON CHUCTEMBI B Cllydae, €CJIM OH OINpesesieH TaKOBBIM B COOTBETCTBUM C 3aKOHOJIaTEIbCTBOM
Poccuiickoit @enepanyi K MOMEHTY BHEAPEHUSI CUCTEMBI 3alIUThl HH(pOpMauu HHPOPMAITMOHHON CUCTEMBI
U HE SBIIAETCS 3aKa3YMKOM JaHHOW MH(GOPMAIIMOHHON CHCTEMBI.

16.1. YcraHoBKa M HacTpoiika CpeACTB 3alIUThl MHPOpPMALKUU B MH(YOPMAIIMOHHOW CHCTEME JIOJIKHA
MIPOBOJIUTHCS. B COOTBETCTBHM C IKCIUIYaTallMOHHOW JOKYMEHTALMEH Ha CUCTEMY 3aIlUThl HWH(pOpMAIUu
MH(POPMAIIMOHHOM CUCTEMBI U JOKYMEHTAIIMEl Ha CPEJICTBA 3alIUTh HH()OPMAIIHH.

CpencrtBa 3amuThl ”HGOPMAIUK, YCTaHABIMBaEeMble B MHPOPMAITMOHHOMN cucTeMe, PYHKIIMOHUPYIOLIEH
Ha 0a3e MH(POPMALMOHHO-TEIIEKOMMYHHUKAIIMOHHON HHPPACTPYKTYphl LIEHTpa 00paOOTKH JaHHBIX, JOJIKHbI
ObITb COBMECTMMBbI MEXAy cOOOH, a TakXke CO CpeJICTBaAaMM 3allluThl MH(POpPMAlUH, YCTAaHOBJICHHBIMHU B
MH(POPMAIMOHHO-TEIEKOMMYHHUKAITMOHHONW HHPPACTPYKTYpe LIeHTpa 00pabOTKH JaHHBIX.
(a63am BBeneH [pukazom @CTOK Poccun ot 28.05.2019 N 106)

16.2. Pa3pabaTeiBaeMble OpraHU3AMMOHHO-PACTIOPSIUTENBHBIE TOKYMEHTHI MO 3alluTe WH(POpPMAIUU
JIOJKHBI OTIPEICIISATE MPABUJIA B ITPOLICTYPHI:

ynpaBieHus (aAMUHUCTPUPOBAHMSI) CUCTEMOMN 3aIlIUThl MHPOPMALUU UH(YOPMALIMOHHON CHCTEMBI;
BBISIBIICHUS] MHIUAEHTOB (OJJHOTO COOBITHS MM IPYMIbI COOBITHI), KOTOPBIE MOTYT IPUBECTU K COOSIM
WIM HapylmeHU0 (YHKIMOHMPOBAHUS HMH(OPMAIIMOHHONW CHUCTEeMbl M (WIM) K BO3HUKHOBEHMIO YTIPO3

6e30macHOCTH HH(POPMALINK (Jaliee - MHIUJCHTHI), U pearuipoBaHUs Ha HUX;

yIpaBJIeHUs KOHQUTypalyeld aTrTeCTOBaHHONH WH(POPMALMOHHOW CHCTEMBI W CHUCTEMBI 3alIUTHI
nHpopMany HHHOPMAITMOHHON CHCTEMBI;
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(pea. ot 28.05.2019) [JokyMeHT npepocTasneH KoHcynbTaHTnoc
"06 yTBepxaeHun TpeboBaHUi 0 3aluTe MHDOPMaLUK, He [lata coxpaHeHus: 25.10.2019
COCTaBNAI...

KOHTpOJsl (MOHUTOPHUHIa) 3a oOecreueHueM YpOBHs 3alllMIIEHHOCTH MH(OpMaIMM, cojepxkalieiics B
MH(OPMAIMOHHO cucTeMe;

3alIMThl HTHPOPMAIIMU TIPU BBIBOJIE U3 SKCILTyaTallMyd UH(OPMAIIMOHHON CUCTEMBI HIIU MOCTIe TPUHATHS
peteHust 00 OKOHYaHUU 00pabOTKH HH()OPMAITHH.

16.3. I1pu BHeIpeHUN OpraHU3ALMOHHBIX MEp 3aIUThl HH(HOPMALIUN OCYIIECTBISIOTCS:

peayinzanus MpaBWl pa3rpaHUUEHUs AOCTYIIA, PErIaMEHTUPYIOLIUX MpaBa JO0CTyNa CyObeKTOB JOCTYIa
K 00beKTaM JI0CTyTa, U BBEJCHUE OrPaHUYCHUI Ha JACWCTBUA MOJIb30BATENEH, a TAK)KE HA U3MEHEHHE yCIOBUI
JKCILTyaTalluu, COCTaBa U KOH(UTYpAIH TEXHUUYECKUX CPEJCTB M MPOTPAMMHOTO 00ECTICUCHUS;

IIPOBEPKA IOJIHOTHI U JACTAJIBHOCTU ONHCAHUS B OPraHU3allMOHHO-PACIIOPSAUTENBHBIX JOKYMEHTAX II0
3ammTe WHQPOPMANWK JCHCTBUHA IOJIb30BATENel M aIMHHUCTPATOPOB WH(POPMAIMOHHON CHCTEMBI II0
peanu3anuy OpraHU3alMOHHbBIX MEp 3allUThl HH()OPMALIUN;

0TpabOTKa JEHCTBHM JOJDKHOCTHBIX JIMIl W TOAPA3ACIICHUA, OTBETCTBCHHBIX 3a peaIu3alhi0 Mep
3a1uThl HOPMAIUH.

16.4. IlpenBapuTenbHble HUCHBITAHWS CUCTEMbI 3aIIUThl HWH(pOpMANUKM HWH(POPMAIMOHHON CHCTEMBI
npoBojstcst ¢ yderom [OCT  34.603 "HMudpopmauumoHHas TEXHOJOTHA. Buabl  ucnbITaHUN
aBTomMatu3npoBaHHbIX cucteM" (nanee - [OCT 34.603) u BKIItOUarOT MPOBEPKY PabOTOCIIOCOOHOCTH CUCTEMBI
3aUThl THPOPMAMU WHPOPMAIIMOHHON CHCTEMBI, a TaKXKe MPUHSITHE PEIICHUS O BO3MOXXHOCTH OMBITHOU
9KCIUTyaTallii CUCTEMBbI 3alUThl MHQOpMAIMY HHPOPMALIMOHHOMN CUCTEMBI.

16.5. OnbITHas 3KCITyaTalus CUCTEMbI 3allUThl HH(pOpMauy HHGOPMAITMOHHONW CUCTEMbI TIPOBOJUTCS
¢ yuetom ['OCT 34.603 u BKiIIOYaeT MNPOBEPKY (PYHKUMOHHPOBAHHUS CHCTEMBl 3alUThl HHPOpPMALUU
MH(POPMALIMOHHON CHCTEMBI, B TOM YHCIIE PEAJTM30BAHHBIX MEp 3alIUThl UH(OpPMAIMH, a TAK)KE TOTOBHOCTh
MOJIb30BaTEIe W aJIMUHHCTPATOPOB K OSKCIUTyaTallMd CHCTEMBl 3aIIUTHI MHPOpPManUu HH()OPMAITMOHHON
CUCTEMBI.

16.6. Ananu3 ys3BUMOCTEH WH(OOPMAITMOHHOW CHCTEMBI MPOBOAMUTCS B IEJAX OIEHKH BO3MOXHOCTH
PEOAOJICHHS HAPYIIUTENEM CUCTEMBI 3aIIUTH HHPOpMAuu HHOPMAITMOHHON CUCTEMBI U MIPEIOTBPALCHUS
peanuzanuu yrpo3 6e30macHocTd HHGOpPMAIUH.

AHnanu3 ys3BUMOCTEH WH(POPMAIMOHHON CHCTEMBl BKIIIOYACT AHAIM3 YA3BHUMOCTEW CPENICTB 3alHUTHI
nHpOpPMAINY, TEXHIYECKHX CPEICTB U MPOrPAMMHOT0 00ecriedeHus1 HH(POPMAITMOHHONW CHCTEMBI.

[Ipu ananuze ys3BUMOCTEH WHGOPMAIMOHHON CHUCTEMbl IPOBEPSETCS OTCYTCTBHE H3BECTHBIX
YSI3BUMOCTEH CpeACTB 3alluThl MH(OPMAIMK, TEXHUYECKUX CPEICTB M IPOrpaMMHOI0 00eCeyeHHsl, B TOM
quciae ¢ y4yeToM HMH(pOopMaly, UMELeiics y pa3padOoTUMKOB U MOJyY€HHOM M3 JPYTHX OOILIeI0CTYIHBIX
HCTOYHUKOB, IPAaBUIIBHOCTh YCTAHOBKH M HACTPOMKHU CPEACTB 3alUTH HH(POPMAIIUH, TEXHUYECKUX CPEACTB U
MPOrPaMMHOTO O0ECTIEYEeHHUs, a TaKKe KOPPEKTHOCTh pabOTHl CPEACTB 3alUThl MH(YOpPMAIUM TpPU HUX
B3aUMO/ICHICTBUU C TEXHUYECKHMHU CPEACTBAMH H ITPOTPAMMHBIM 00€CTIeUeHHEM.

B ClIy4ac BBIABIICHUA YSIBBPIMOCTeﬁ I/IH(i)OpMaHI/IOHHOI\/'I CUCTCMBI, MNMPUBOAANIMX K BO3HHUKHOBCHHUIO
JOIOJJHHUTCIIBHBIX YI'PO3 0e30macHOCTH I/IH(i)OpMaI_II/II/I, IIPOBOAUTCA YTOYHECHUC MOJICIIN YI'PO3 0e30macHOCTH
I/IHCI)OpMaI_[I/II/I u 1pu HCO6XOI[I/IMOCTI/I NPUHHUMAIOTCA OOIOJHHUTEIBHBIC MCEPBI 3alIUThI I/IH(I)OpMaI_II/II/I,
HaIIpaBJICHHLIC HA YCTPAHCHUC BBISABJIICHHBIX YHBBHMOCTCﬁ NI UCKIIIOYAaOIIKUE BO3MOXHOCTE MCIIOJIb30BaHUA
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COCTaBNAI...

HAapyIIHXUTECIIEM BbISIBJICHHBIX YHSBHMOCTCﬁ.

[To pe3ynbpTaraM aHanm3a ya3BUMOCTEH JOHKHO OBITH MOJITBEPKIECHO, YTO B MH(DOPMAIIMOHHON CUCTEME
OTCYTCTBYIOT YSI3BUMOCTH, COJIEpKamiuecsi B OaHKe NaHHBIX yrpo3 OesomacHocTu uHpopmamnu PCTIOK
POCCI/II/I, a TAK)XK€ B HHbIX UCTOYHHUKAX, UJIX UX UCIIOJb30BaHUC (3KCHJ’IyaTaIII/I$I) Hap}IHII/ITeJ'IeM HCBO3MOXHO.
(a63arm BBeneH [pukazom @CTIK Poccun ot 15.02.2017 N 27)

16.7. TlpuemMoYyHBICE WCIBITAHUS CHCTEMBl 3allUThl HMHPOPMAMK HHPOPMAIMOHHON CHUCTEMBI
npoBoastcs ¢ yuerom ['OCT 34.603 u BKIIOYAIOT MPOBEPKY BBHIMOTHEHHs TPeOOBaHHUM K CHCTEME 3aIIUThI
uHpopManuu HH(GOPMAITMOHHOW CHCTEMBI B COOTBETCTBMM C TEXHHYECKMM 33JaHHEM Ha CO3JaHHe
MH(POPMALIMOHHOHN CUCTEMBI U (MJIN) TEXHUYECKUM 33JJaHUEM (YaCTHBIM TEXHHYECKUM 33JaHHEM) Ha CO3JJaHHe
CHCTEMBI 3alIUTHl HH(POpMANK HHPOPMAITMOHHOW CUCTEMBI.

ATtTecTtauns nHcpopmMaLMOHHON CUCTEMbI U BBOA, €e B fieCTBNe

17. Arrectanus MHOOPMAIIMOHHON CHCTEMBI OpraHu3yercsi obsiagareneM MHPOpMaLUU (3aKa3uuKoOM)
WIM ONEPATOpPOM M BKJIIOYAET IPOBEIECHUE KOMIUIEKCA OPraHU3alMOHHBIX M TEXHUUYECKUX MEPONPUATHI
(aTTecTalMOHHBIX HCHBITAaHUI), B pe3yibTaTe KOTOPBIX IMOATBEPKAAETCS COOTBETCTBHE CUCTEMBI 3aIMTHI
nHpopManuy HHGOPMAITMOHHOMN CHCTEMbI HacTOSIIIUM TpeGoBaHUSIM.

[IpoBeneHne aTTECTAMOHHBIX HCHBITAHUH HH(OOPMALMOHHONH CHUCTEMBI JOJDKHOCTHBIMHU JIMIIAMU
(paboTHHKAMM), OCYHIECTBIISIOMIMMEI MPOEKTUPOBaHUE W (WIIM) BHEIPEHHE CHCTEMBI 3aIIUTHI WH(POPMAIHH
MH(POPMAIIMOHHOM CUCTEMBI, HE JIOMTYCKaeTCs.

(abzany BBemen lpumkazom ®CTIK Poccum ot 15.02.2017 N 27; B pea. Ipukaza ®CTIK Poccum ot
28.05.2019 N 106)

17.1. B kadecTBe HMCXOJHBIX MAaHHBIX, HEOOXOIWMBIX HJisi aTTeCTallud WH(POPMAIIMOHHOW CHCTEMBI,
WCIIOJIB3YIOTCS MOJIEIb YIPO3 0€301acHOCTH MH(POPMAIIUH, aKT KiIacCU(UKAITUU HHPOPMAIIMOHHON CHCTEMBI,
TEXHUYECKOE 3a/laHue Ha CO3/1aHue HH(POPMAIIMOHHOW CHUCTeMBbl M (WJIHM) TeXHUYECKOoe 3aJaHue (4acTHOe
TEXHUYECKOE 3aJJaHUE) Ha CO3JaHKME CUCTEMBbI 3aIUThl HHGOPMAIUU UH(OOPMAIIMOHHONW CHCTEMBI, TPOEKTHAs
M DKCIUTyaTallMOHHAsh JOKYMEHTAIlMs Ha CHCTEMY 3alluThl wHpOpManwu HHOOPMAIIMOHHOW CHUCTEMBI,
OpraHU3AIMOHHO-PACTIOPSAIUTENbHBIE  JOKYMEHTHI 10 3aluTe HWHPOPMALMH, pE3yibTaThl aHaIM3a
yS3BUMOCTEH WHOOPMAIMOHHOW CHCTEMBI, MaTepUalibl TPEIBAPUTEITBHBIX M TPHEMOYHBIX HCIBITAHUNA
CHUCTEMBI 3aIUThl HHPOPMAIUU HHOOPMAITMOHHOW CUCTEMBI, a TAKXKE WHBIE JOKYMEHTHI, pa3padaThiBacMbIc B
COOTBETCTBUU C HACTOSIIIUMU TpeOoBaHUSIMH.

17.2. Attecranuss WMH(POPMALMOHHOM CHCTEMBI TNPOBOAMUTCS B COOTBETCTBUM C IPOrpaMMON U
METOJIMKAMH AaTTECTAIIMOHHBIX HWCIBITAHUN JO Havana oOpaboTKu WHGOpMAIUU, MOJJICKAIICH 3aluTe B
nHpopManMoHHON cucteme. [l mpoBeneHus arTecTali MH()OPMAIMOHHOW CHUCTEMBI TPUMEHSIOTCS
HallMOHAJIbHBIE CTAHAAPTHI, a TAaK’KE€ METOJIUYECKHE JOKYMEHTHI, pa3paboTranHbie U yTBepxkaeHHble DCTOK
Poccun B cootBercTBUM ¢ noanyHkToM 4 nyHkTa 8 [Tonoxenus o denepanbHoii ciryk0e Mo TEXHUYECKOMY U
9KCIIOPTHOMY KOHTPOJIIO, YTBEp)KIAeHHOro Yka3zoM IIpesunenra Poccuiickoit @enepanuu ot 16 asrycra 2004
r. N 1085.

[To pemennro 3aka3umka (omeparopa) aTTECTAMOHHBIE WCIBITAHUS MOTYT OBITH COBMEIICHBI C
MIPOBEJIEHUEM PUEMOUYHBIX UCTIBITAHUI MHPOPMALIMOHHON CUCTEMBI.
(a63an BBeneH [Ipukazom ®CTIOK Poccun ot 28.05.2019 N 106)

Ilo pe3yipTaTaM aTTCCTaAlluOHHBIX HUCIIBITAaHUI O(bOpMJ'IHIOTC?[ IMPOTOKOJIbI ATTCCTAIMOHHBIX I/ICHI)ITaHI/If/'I,
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3aKJIIFOYCHHUEC O COOTBCTCTBUU HH(I)OpMaHHOHHOﬁ CHCTCMBbI Tpe6OBaHI/I${M O 3aIuTe I/IH(i)OpMaI_II/II/I Hn aTTeCTar
COOTBCTCTBUA B CJIy4ac MMOJOXKUTCIIbHBIX PE3YJIbTATOB ATTCCTAIMOHHBIX HUCHBITAaHUH.

[Tpu mpoBeACHUH ATTECTAIIMOHHBIX UCIBITAHUHN JOJKHBI IPUMEHSATHCS CICAYIONINE METOIBI IPOBEPOK
(ucnbITaHMil):
(a63arm BBeneH [pukazom @CTIK Poccun ot 15.02.2017 N 27)

HKCTIEPTHO-TOKYMEHTAIBHBII METOJ, MPEeAyCMaTPUBAIOIINIA TPOBEPKY COOTBETCTBUSI CHCTEMBI 3aIUTHI
nHpopManuu HH(POPMALMOHHON CHUCTEMBI YCTAaHOBJICHHBIM TpPEOOBAHUSAM IO 3alIMTe HHGPOPMAIMH, Ha
OCHOBE OLIEHKH SKCIUTYaTallMOHHOM JOKYMEHTAIlU{, OPraHMW3alMOHHO-PACIIOPSAUTENBHBIX TOKYMEHTOB IO
3anuTe HHPOPMALUH, a TAKKE YCIOBUH (PyHKIIMOHUPOBAHHS HH(POPMALIMOHHON CUCTEMBI,

(a03an BBeneH [Ipukazom ®CTOK Poccun ot 15.02.2017 N 27)

aHAIHN3 YSA3BUMOCTEH MH(DOPMAITMOHHOW CUCTEMBI, B TOM YHCJI€ BBI3BAHHBIX HEMPABUILHOW HACTPOUKOU
(koH(pUTYpHUpPOBAHHUEM) TTPOTPAMMHOTO O0ECIICUEHUS U CPEJICTB 3alIUThl HH)OpMAINK;
(a63arn BBeneH [pukazom @CTOK Poccun ot 15.02.2017 N 27)

UCTIBITAHUSL CUCTEMBI 3aIIUThl HH(OPMAIMU ITyTEM OCYIIECTBICHUS MOIMBITOK HECAHKIIMOHHUPOBAHHOTO
noctyna (Bo3aeHCTBHS ) K HH(POPMAIIMOHHOM CUCTEME B 00XO0/1 €€ CUCTEMBI 3aIIUThl HHPOPMAIIHH.
(a03an BBeneH [Ipukazom ®CTIOK Poccun ot 15.02.2017 N 27)

17.3. JomyckaeTcst artectanusi WHQOPMAIMOHHOW CHCTEMBI Ha OCHOBE PE3YyJhTAaTOB aTTECTAIIMOHHBIX
UCTIBITAHUN BBIIECJICHHOIO Ha0opa CEerMeHTOB HH(OPMALMOHHOW CHCTEMBI, pEANTH3YIOIIUX MOJIHYIO
TEXHOJIOTHIO 00pabOTKU HHPOPMAITHH.

B stom ClIydyac paclupoCTpaHCHUC aTTeCTaTa COOTBCTCTBHUA HaA APYTIHC CCIMCHTLI I/IH(I)OpMaI_II/IOHHOI\/'I
CUCTCMbI OCYHICCTBIIACTCA IIpHU YCIOBHU HX COOTBCTCTBUA CCIMCHTaAM HH(i)OpMaLIHOHHOI;'I CHUCTCMBEI,
npomeamuM aTTECTAHMOHHBIC UCITBITAHUA.

CerMeHT cumMTaercs COOTBCTCTBYIOIIIUM CCTMCHTY HH(l)OpMaHI/IOHHOP'I CHUCTEMBI, B OTHOLICHUH KOTOPOIro
ObLIN IIPOBCACHBI AaTTECTALITMOHHBIC UCIIBITAHUA, €CJIW AJIA YKa3aHHBIX CEIMCHTOB YCTAaHOBJICHBI OJMHAKOBBIC
KJIaCChl 3alllUIICHHOCTH, YI'PO3bI 0€e30macHOCTH I/IHq)OpMaI_II/II/I, pCaIn30BaHbl OAWHAKOBBIC IIPOCKTHBIC
peuICHuA 1o PIH(I)OpM&I.[HOHHOI’I CHUCTEME U €€ CUCTCMC 3alllUThI I/IH(i)OpMaI_II/II/I.

CoOTBETCTBUE CETMEHTAa, Ha KOTOPBIA pacHpoCTpaHsETCSs aTTecTaT COOTBETCTBHUS, CETMEHTY
MH()OPMAIIMOHHOW CHCTEMBI, B OTHOIICHWH KOTOPOTO OBUIM TPOBEICHBI ATTECTAIMOHHBIC HWCIBITAHUSA,
MOATBEPKIACTCA B XOJE TMPUEMOYHBIX HWCHIBITAHUA WHOOPMAITMOHHOW CHUCTEMBl WU CETMEHTOB
UH(GOPMAITMOHHON CHCTEMBI.

B cermeHnrax uH(OpManMOHHOW CHCTEMBI, Ha KOTOPBIE PACIPOCTPAHSETCS aTTECTaT COOTBETCTBHA,
OIIepaTopoM O0ecreYnBaeTCsl COONIIOJICHHE SKCIUTyaTallMOHHOM JOKYMEHTAIllMM Ha CHCTEMY 3alllUThl
nHpopManuyu MHPOPMALMOHHOW CHUCTEMBI U OPTaHU3AIMOHHO-PACHOPSAUTEIBHBIX TOKYMEHTOB IO 3aIIUTe
nHpOpMaIUH.

OcoOeHHocTH aTTecTallud MH(POPMAIIMOHHON CHCTEMbl Ha OCHOBE pE3YyJbTaTOB aTTECTALIMOHHBIX
UCIIBITAHUHN BBIJICJIEHHOIO HabOpa €e CerMEHTOB, a TAKXKe YCJIOBUS U MOPSAAOK paclpoCTpaHEHHs aTTecTara
COOTBETCTBUS Ha JIpyrMe CerMeHThl MH(POPMAIIMOHHON CHCTEMBbI ONPEAEISIOTCS B MPOrpaMMe U METOAMKAX
aTTECTAllMOHHBIX UCIIBITAHUMN, 3aKIIFOUEHUH U aTTECTATE COOTBETCTBUS.
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17.4. AtrectaT COOTBETCTBHS BBIAETCSI Ha BECh CPOK HKCIUTyaTalluM HH()OPMAIMOHHOW CHUCTEMBI.
Omnepatop (obnmamarens HWHGOpPMAUMM) B XOJ€ OKCIUTyaTalMd HH(GOPMAIIMOHHONM CHUCTEMbI JOJKEH
o0ecreynBaTh MOJAECPIKKY COOTBETCTBHSI CUCTEMBI 3alIUThl MH(OPMAIMK aTTECTaTy COOTBETCTBHS B PAMKax
peanu3zany MepoIIpUATHH, IPeTyCMOTPEHHBIX MyHKTOM 18 HacTosiux TpeboBaHuil.

(. 17.4 B pen. lpukaza ®CTIK Poccun ot 28.05.2019 N 106)

17.5. BBox B gelictBue HWH(POPMAIMOHHON CHCTEMBI OCYIIECTBISETCS B COOTBETCTBHUU C
3aKoHonarenbcTBOM Poccuiickoii @eneparuu 06 nHbopMaIuu, HHOOPMALIMOHHBIX TEXHOJIOTHSIX U O 3aIIUTe
uHpopmanuu u ¢ yueroM ['OCT 34.601 u npu HaIMYUM aTTecTaTa COOTBETCTBHUSI.

17.6. ndpopmManmoHHbIe CUCTEMBI, (YHKIMOHUpYIOIME Ha 0aze oOmieil nHMpacTpyKTyphl (CpeacTB
BBIUMCIIUTEIFHOW TEXHUKH, CEPBEPOB TEICKOMMYHHUKAIIMOHHOTO OOOPYIOBAaHWS) B KAa4eCTBE MPHUKIIATHBIX
CEPBHICOB, TIOJIC)KAT ATTECTAIIMN B COCTaBe YKa3aHHOW HH(PPACTPYKTYPHI.

B ciy4ae eciu uH(pOopMaMOHHAs cucrema cozzaercs Ha 0aze
MH(pOPMAIMOHHO-TEJIEKOMMYHHUKAIIMOHHON MH(PACTPYKTYpHI IIEHTpa 00paObOTKH JaHHBIX YIIOJIHOMOYEHHOTO
JMIa, Takas MHQpAcTpyKTypa LEeHTpa oOpaOOTKM JaHHBIX JOJDKHA OBITh aTTECTOBAaHA HAa COOTBETCTBHE
HactosmuM TpeGoBaHHSM.

(B pen. Ilpukaza ®CTOK Poccuu ot 28.05.2019 N 106)

[Tpu arrecraruu WHHOPMAITMOHHONW CHUCTEMBI JTOJKHBI HCITOJIB3YIOTCS PE3yibTaThl aTTeCTAllN O0MIei
UHPPACTPYKTYPHI OniepaTopa HHPOPMAIIMOHHOMN CUCTEMBI.
(m. 17.6 BBeaen [pukazom ®CTIK Poccun ot 15.02.2017 N 27)

O6ecneyeHue 3aWwnTbl MHhOpMaUuM B XxoA4e 3KCniyaTauum
aTTecCToBaHHOW MHPOPMALIMOHHOWN CUCTEMbI

18. Obecneuenne 3ammThl WHPOPMAIMK B XOJE€ JKCIUTyaTalid MH()OPMAIMOHHOW CHCTEMBI TOJKHO
OCYLIECTBIISAATBCS ~ ONEPAaTOPOM B COOTBETCTBMM €  OKCIUTyaTallMOHHOM  JOKyMEHTanued
OpraHU3aIMOHHO-PACHIOPSIUTEIbHBIMU JIOKYMEHTaMHU TI0 3aluTe HMH(GOpMAIMM U BKIIOYATH CIIEIyIOIue
MEpPOTPUATHS:

TUTAHUPOBAHHUE MEPOTIPUATHIA IO 3amuTe HHPOpMaIy B WHPOPMAIIMOHHOM CUCTEME;

aHaJn3 yrpo3 6e3onacHocTy HHGOpMaluu B THPOPMAIIMOHHON cHCTEME;

ynpasieHne (aIMUHUCTPUPOBAHUE) CUCTEMOMN 3aIUTHI HH(POPMaIK HHPOPMAIMOHHON CUCTEMBI;

ynpaBlieHne KOHPHUTypanuei NHGpOpManOHHON CUCTEMBI M €€ CUCTEMOH 3aIUThl HHPOPMAIHH;

pearupoBaHHe Ha WHIUJICHTHI;

uHpOpMHpOBaHUE U 00yUeHHE EpCOHaNa NH(POPMALIMOHHON CUCTEMBI,

KOHTPOJIb 332 00€CIIeYCHHEM YPOBHSI 3alTUINIEHHOCTH HH(OPMAIINH, CoAepkKaIielcss B MHPOPMAITMOHHON
cHucTeMe.

(. 18 B pen. [Ipukaza ®CTIK Poccum ot 28.05.2019 N 106)

18.1. B xoze muiaHupoBaHMS MEpPONPHUATHH MO 3aluTe WHPOpMaUUU B HH(POPMALMOHHON cUCTEMeE
OCYILECTBIIIOTCS:
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Olpe/ielIeHue JIML, OTBETCTBEHHBIX 3a IUIAHUPOBAHME M KOHTPOJIb MEPONpPUATHI MO 3amuTe
uHpopManuu B MHGOPMAITMOHHON CHCTEME;

OIpPCACICHUC JINI, OTBCTCTBCHHBIX 3a BBIABJIICHUC MHIUACHTOB U PCArupOBAHUC HA HUX;

pa3paboTka, YTBEp)KACHHWE U aKTyalW3alus IUTAHA MEpPONPHUSATHHA 10 3amuTe HHpopMamuu B
MH(OPMALIMOHHON CUCTEME;

olpeielIeHue MopsAKa KOHTPOJIs BBINOJIHEHHUSI MEPONPUATHIA 110 00€CIIeUeHHIO 3alUThl HHPOPMALIUU B
UH(POPMALIMOHHON CUCTEME, NTPEyCMOTPEHHBIX YTBEP)KICHHBIM IITAHOM.

[Tnan meponpusaTUil 1O 3amyTe UHPOPMALUU B MH(OOPMAIIMOHHON CHCTEME YTBEpPXIAaeTCsl BMECTE C
MIPABOBBIM aKTOM OpTaHa MCIOJHUTEIHHOM BIACTH O BBOAE MH(POPMALIMOHHON CUCTEMBI B SKCILTyaTaIHUIo.

KoHTpoNb BBIMONMHEHHUS MEPONPHUATHH, MPEIyCMOTPCHHBIX IUIAHOM MEPONPHUATHNA 110 3aIlluTe
nH(popManuy B HPOPMAITMOHHOHN CHCTEME, OCYIIECTBIISCTCS B CPOKH, ONIPE/ICIICHHBIC YKa3aHHBIM TUIAHOM.
(m. 18.1 B pen. [Ipukaza ®CTIK Poccunu ot 28.05.2019 N 106)

18.2. B xoxe ananmu3a yrpo3 Oe3omacHOCTH HWHpopManuud B MH(OPMAIMOHHOM CHCTEME B XOJlle €€
9KCILTyaTaluy OCYIECTBISIOTCS:

BBISIBIICHHE, aHATIN3 M YCTPAHEHUE YSA3BUMOCTEH HH()OPMAITMOHHON CHCTEMBI;
aHaJIN3 U3MEHEHUs yrpo3 0e3omacHocTy HH(popMaIiy B ”HPOPMAIIMOHHOMN CUCTEME;

OIICHKa BO3MOYKHBIX MOCJIEICTBUN peaju3alu yrpo3 6e30macHocTd nHpopMaluun B HHPOPMAITMOHHOMN
cucTeme.

[TeproanaHOCTH MPOBEICHUS yKa3aHHBIX pabor OIIpeIeTsIeTCS OIIepaTopoM B
OpraHU3aIMOHHO-PACHOPSAUTENBHBIX JOKYMEHTAX 110 3aIUTe HH(OPMAIIHH.
(n. 18.2 B pea. [puxaza PCTIK Poccun ot 28.05.2019 N 106)

18.3. B xozme ympaBneHus (aJMHHHUCTPUPOBAHUS) CHCTEMON 3amIUThl WH(pOpMAIMA HH()OPMAITMOHHON
CHCTEMBbI OCYIIECTBIISIFOTCS:

ONpe/ie]IeHNe JIML, OTBETCTBEHHBIX 3a YIpaBjeHHE (aJAMUHUCTPUPOBAHHME) CHCTEMOM 3allUTHI
UHpOpMaLUU UHOOPMALIMOHHON CUCTEMBI;

YIIPaBJICHUE YUYETHBIMHU 3allUCSAMH II0JIb30BATEIICH U IMOAJCPKAHUE B AKTYaJIbHOM COCTOSHUM IIPaBUII
pasrpaHuyeHHs JOCTyIa B MHOOPMAIIMOHHON CHCTEME;

yIpaBlieHUE CpeACTBaMU 3alllUThl HH(QOpMALUK HHPOPMALIMOHHON CUCTEMBI;

yIpaBiieHue OOHOBJICHUSMH MMPOTrPAMMHBIX U NMPOTrPaMMHO-aNMapaTHBIX CPEICTB, B TOM UHUCIIE CPEICTB
3aluThl HH(OPMALIUH, C YI€TOM 0cOOeHHOCTEN (QYHKIIMOHUPOBAHUS HHPOPMAIIIOHHOMN CUCTEMBI;

[ICHTPAIM30BAHHOE YIPABJICHHUE CHUCTEMOMW 3aIlUThl MH(MOPMAIUK HHPOPMAIIMOHHOW CHUCTEMBI (IIpH
HEOOXOIUMOCTH);

MOHUTOPHHT M aHAJIM3 3apETUCTPHUPOBAHHBIX COOBITHH B MH()OPMALMOHHOW CHCTEME, CBS3aHHBIX C
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COCTaBNAI...

obecrieueHreM 0€301TacHOCTH (J1ajiee - COOBITHS 0€30MMacHOCTH);

obecrnieueHre (yHKIIMOHUPOBAHHS CUCTEMBI 3aIIUTHl MH(pOpMau WHOOPMAIIMOHHONW CUCTEMBI B X0/
ee SKCIUTyaTalu, BKJTIOYAs BEJICHUE IKCIUTYaTaIMOHHON JIOKYMEHTAIU! u
OpTraHHU3allMOHHO-PACIIOPAAUTCIIBHBIX JOKYMCHTOB I10 3allIUTC I/IH(bOpMaHI/II/I.
(m. 18.3 B pen. IIpukaza ®CTOK Poccun ot 28.05.2019 N 106)

18.4. B xome ympaBieHus KoHpurypanued HWHOOPMAIMOHHOW CHCTEMBI M €€ CHCTEMbl 3allUThI
uHGOpPMAIIUU OCYIIECTBISIOTCS:

OIMPCACIICHUC JINI, KOTOPBIM pPA3pPCIICHbI HeﬁCTBHﬂ II0 BHECEHHUIO H3MCHCHUU B KOH(I)I/IpraL[I/IIO
HH(l)OpMaHHOHHOfI CHUCTCMBI U €€ CUCTCMBI 3alllUThI I/IH(bOpMaI_II/II/I, n ux HOJIHOMO‘-IHﬁ;

OTpeNieieHne KOMIIOHEHTOB WH(OPMAIIMOHHONH CHUCTEMBI M €€ CHCTeMbI 3alluThl HH(OpMAIuH,
MOJJISKAIUX W3MEHEHHIO B paMKax yIpaBlieHUs KOHQUrypauued (uaeHTHUUKalus oOBbEKTOB YHpPaBIICHUS
KOH(Urypauuen): NporpaMMHO-alNapaTHble, IPOrpaMMHBIE CpEICTBA, BKIIOYAs CPEACTBA  3aLUThHI
UH(POPMAaLIMKU, UX HACTPOHKHU U MPOrpaMMHBIN KO, 3KCIUTyaTallMOHHAs JOKyMEHTalus, uHTepdencsl, daibt
U MHBIE KOMIIOHEHTBI, IOIJIEKALTNE U3MEHEHUIO U KOHTPOJIIO;

yIOpaBJICHUE HM3MEHEHUSIMH HH(OPMAIIMOHHONH CHCTEMBI M €€ CHCTEMBbI 3alUThl HH(OpPMAIIH:
pa3paboTka TapaMeTpoB HACTPOWKH, OOECIEYMBAIOIINX 3alIUTy WH(GOpPMAIMH, aHAIH3 ITOTCHIUAILHOTO
BO3/ICHCTBUS TUIAHUPYEMBIX HM3MEHEHUH Ha o0ecledeHrne 3aiuThl HH(QOpPMAalu, CaHKIHOHUPOBAHHE
BHECEHMS U3MECHEHHH B MHOOPMALMOHHYIO CUCTEMY U €€ CHCTEMY 3alUThl HHPOPMAIMU, TOKYMEHTHPOBAaHHE
JEUCTBHI 1O BHECEHHIO M3MEHEHHMH B MH(MOPMALMOHHYIO CHCTEMY M COXPaHEHHE TAaHHBIX 00 M3MEHEHHSX
KOH(UTyparmu;

KOHTPOJIb JIEHCTBUI 1O BHECEHUIO M3MEHEHHMH B MH(POPMALMOHHYIO CUCTEMY M €€ CHCTEMY 3allHUThI
nHpOpMaIUH.

Peanm3oBaHHBIE TIPOIECCHl YIPABICHUS H3MEHEHUSMH WH(OOPMAIIMOHHOH CHUCTEMBI W €€ CHUCTEMBI
3aMUTHl THPOPMAIMK JOKHBI BKIIFOUATh MPOLECCH TapaHTUHHOTO M (WJIM) TEXHHYECKOTO OOCTYKUBaHHS, B
TOM YHCJIE TUCTAHIMOHHOTO (yIAJIEHHOTO), MPOrPaMMHBIX U TPOrPaMMHO-ANIapaTHBIX CPEICTB, BKIIOYAs
CpeZCTBa 3alUThl HHPOPMAaLUU, UHHOPMAIIHOHHON CHUCTEMBI.

(n. 18.4 B pen. [Ipukaza PCTIK Poccum ot 28.05.2019 N 106)

18.5. B xone pearnpoBaHusi Ha UHIIUIAEHTHI OCYIIIECTBIISIOTCS:

oOHapyxeHHEe W UACHTHU(UKAIMS WHIUICHTOB, B TOM YHCIE OTKa30B B OOCITy)XHBaHWHU, COOEB
(mepe3arpy3ok) B paboTe TEXHUYECKHX CPEJACTB, MPOTrPAMMHOIO OOECleYeHUs U CPEACTB 3aIIUThI
uHbOpMaIlMU, HapyIIEHUH TMpaBWI pa3rpaHUYeHHs] JOCTyMNa, HENPaBOMEPHBIX JEHCTBUH 1o cOopy
uH(pOpMalMY, BHEJAPECHUN BPEIOHOCHBIX KOMIBIOTEPHBIX MpOrpaMM (BUPYCOB) U UHBIX COOBITHH,
MPUBOSAIINX K BOSHUKHOBEHUIO MHIIUJICHTOB;

CBOCBPCMCHHOC I/IHCpOpMI/IpOBaHI/Ie MMOJIB30BATCIIIMU U aIMUHUCTpPATOpAMU JIML, OTBCTCTBCHHBLIX 3a
BBIABJIICHUEC HWHIHUJACHTOB W pCarupOBaHUC Ha HHUX, O BO3HUKHOBCHUHW HHIHUJICHTOB B HH(i)OpMaHHOHHOﬁ
CHUCTEME,

AHAJIN3 UHIUJACHTOB, B TOM YUCJIC OIIPECACIICHUC NCTOYHHUKOB U ITPUYINH BOZHUKHOBCHUSA MHIIUJACHTOB, a
TAaKXC OLCHKA X HOCHGI{CTBHfI;
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IUTAHUPOBAHUE M TPUHATHE MEp MO YCTPAHEHUIO HMHIUIEHTOB, B TOM YHCJIE IO BOCCTAaHOBIECHUIO
MH(OPMAIIMOHHONW CHCTEMBI M €€ CETMEHTOB B Ciy4dae OTKaza B OOCITYyXMBaHUM WM TMOCie CcOOeB,
YCTPAHEHUIO TOCIEACTBUNM HAPYIIEHUs MpaBWUJ pasrpaHUUYCHUs JOCTyNa, HEMPABOMEPHBIX JCHCTBUN IO
coopy uH(pOpMAIUU, BHEIPEHUS BPEIOHOCHBIX KOMITBIOTEPHBIX TpPOrpamMMm (BUPYCOB) M HHBIX COOBITHH,
MPUBOAIINX K BOSHUKHOBEHHUIO WHIIUICHTOB;

IUTAHUPOBAHKE U MIPUHSTHAE MEP T10 MPEJTOTBPAIICHUIO TTIOBTOPHOT'O BO3HUKHOBEHUS HHITUICHTOB.
(m. 18.5 BBeaen [pukazom ®CTIK Poccun ot 28.05.2019 N 106)

18.6. B xone nndopmupoBanus u 00ydeHHs: IepcoHana HHPOPMALMOHHON CUCTEMBI OCYIIECTBIISIOTCS:

WHPOPMHUPOBAHUE TEepcoHaa HH(MOPMAIIMOHHONH CHUCTEMBl O TIOSBICHUH aKTyalbHBIX yrpo3ax
0e30macHOCTH HH(POPMAIINH, O TIPaBUIIaX 0e30MacHON IKCILTyaTalnd HHPOPMALMOHHOW CUCTEMBI;

JIOBeJIeHNE JI0 MepcoHana MHGOPMAIMOHHON CUCTeMbl TpeOOoBaHUI MO 3amuTe MH(pOpMalMU, a Takke
HOJIOKEHUH  OpPraHU3alMOHHO-PACHIOPSAUTENBHBIX JOKYMEHTOB 10 3aliMTe HHPOpPMALUU C  Y4eTOM
BHECEHHBIX B HUX U3MEHEHHUI;

o0yyeHHe NepcoHana WHGOPMAIMOHHON CHUCTEMBbl TNpaBWIaM OSKCIUTyaTallMd OTICNIBHBIX CPEICTB
3alIUThI HH(OPMAIIIH;

MPOBE/ICHUE TPAKTUYECKUX 3aHATUH W TPEHHUPOBOK C IMEPCOHAIOM HH(POPMAIMOHHON CHCTEMBI IO
OJIOKHPOBAHUIO YTPo3 0€30MacHOCTH HH(OPMAITUK U PearupoBaHUIO HAa WHIIUJICHTHI;

KOHTPOJb OCBEJOMJICHHOCTH Ie€pcoHala HH(GOPMALMOHHON CHUCTeMbl 00 yrpo3ax 0e3011acHOCTH
UH(QOPMALIMU U YPOBHSI 3HaHUH NepcoHaa 1o Borpocam odecreueH st 3alUThl UH()OPMAaLHH.

IleproaYHOCTG MPOBEAEHUS MPAKTUUYECKUX 3aHATHI U TPEHUPOBOK C MEPCOHAIOM, MEPONPUATUHN T10
OOy4YeHHMIO TIepCOHAla W KOHTPOJIO OCBEJIOMIICHHOCTH TII€PCOHAJIa YCTAHABIMBAETCS OINEPAaTOPOM B
OpPTaHU3aIMOHHO-PACTIOPSIUTENILHBIX JJOKYMEHTAaX MO 3aluTe WHQPOpPMAIMA C Y4YETOM OCOOCHHOCTEH
(GbyHKIIMOHUPOBaHUS UH(POPMAIIMOHHOW CUCTEMBI, HO HE pexe 1 pas3a B 1Ba roja.

(. 18.6 BBeneH [Ipukazom ®CTOK Poccun ot 28.05.2019 N 106)

18.7. B xone koHTponsi 3a oOecrieueHHeM YPOBHS 3alIUIICHHOCTH HH(OpPMAIMH, COJepKalleiics B
MH(OPMAIIMOHHON CUCTEME, OCYIIIECTBIISIOTCS:

KOHTPOJb (aHaIM3) 3alIMIICHHOCTH HH(OpMAIMK C y4eTOM OCOOCHHOCTEH (PYHKIMOHUPOBAHHS
WH(POPMAIIMOHHON CUCTEMB,

aHaJIu3 U OlIeHKa (PYHKIIMOHUPOBAaHUS MH(OPMALIMOHHON CUCTEMBI M €€ CUCTEMbI 3alIUThl HH(OpMaIuH,
BKJIIOYasl aHAJIU3 U YCTPaHEHHE YA3BUMOCTEH M MHBIX HEJOCTATKOB B (DYHKIIMOHHMPOBAHUU CUCTEMBI 3aLUThHI
UHpOpMaLUU UHOOPMALIMOHHON CUCTEMBI;

JIOKYMEHTUPOBAaHUE TPOLEAYp U PE3yJIbTaTOB KOHTPOJS 3a 00ECleYeHHEeM YPOBHS 3alMIEHHOCTH
nH(popMaIuu, coaepKamieiics B UHOOPMAIIMOHHON CUCTEME;

MPUHSATHE PEIICHUs 0 Pe3yIbTaTaM KOHTPOJIS 32 00ECTIeYeHHEM YPOBHS 3aIUIIEHHOCTH HH()OpMaIuH,
coJiepkanieiicss B MHQOPMAIIMOHHONW CUCTEME, 0 HEOOXOAUMOCTH TOpadOTKH (MOJEpPHHU3AIMHN) €€ CHCTEMBbI
3alUThI UH(OPMALIHH.
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Kontpons 3a obecriedeHnemM ypoBHs 3allIMIIEHHOCTH HH(POPMALIUH, COAEpIKallelcss B ”HPOPMALIMOHHOM
cucTeMe, MPOBOAMTCS OMEPaTOpOM CAMOCTOSTENBHO M (WJIM) C MPUBJICUEHHEM OpraHu3alld, HUMeroIei
JMILIEH3UIO Ha ESATEIbHOCTD 110 TEXHUYECKOH 3a1uTe KOHPUACHIINATLHON HHDOpMAIIH.

[lepromu4HOCTE TPOBENEHHUS] KOHTPOJS 3a oOOecrnedeHHMeM YpOBHS 3allMIIEHHOCTH HWH(OpMaIu,
coJepxalieiicas B MH(QOPMAIMOHHOM cucTeMe | Kiacca 3alUIEHHOCTH, YCTaHABIMBAETCS ONEPaTOPOM B
OpraHU3alMIOHHO-PACHOPSAUTENIBHBIX JJOKYMEHTaX MO 3aliuTe HHGOpMAlMU C Y4YETOM OCOOEHHOCTEH
(YHKIMOHMPOBaHUS MH()OPMAIIMOHHON CHCTEMBI, HO HE pexe 1 pa3a B rof.

[leproM4HOCT TPOBEIEHHUS] KOHTPOJS 3a oOOecrneueHHMeM YPOBHSA 3alIMIIEHHOCTH HH(OpMaIu,
coaepxaiieiics B THGOPMAIMOHHBIX cUCTEMax 2 M 3 KJIacCOB 3aIIMIICHHOCTH, YCTAaHABIMBACTCS ONIEPATOPOM
B OpPraHU3al[MOHHO-PACHOPSAAUTENbHBIX JOKYMEHTaxX IO 3amure HHGPOpMaluu C YYETOM OCOOEHHOCTEH
(yHKIIMOHUPOBaHMS UH(POPMAIIMOHHBIX CHUCTEM, HO He pexe 1 pas3a B 1Ba roja.

(m. 18.7 BBenen [Ipukazom ®CTIK Poccun ot 28.05.2019 N 106)

O6ecne4yeHue 3aWwmMTbl UHhOopMaUuM Npu BbiBOAE U3 IKCNyaTauum
aTTecToBaHHON MH(POPMALMOHHOMN CUCTEMbI UITN NOCTIe NMPUHATUA
pewweHusi 06 OKoH4YaHMU 06paboTKN MHpopMaLm

19. OoOecnedenne 3amMThl HMHQOPMALMU IPU BBIBOAE M3 OKCIUIyaTallMd aTTECTOBAHHOU
UHQOPMALIMOHHOM CHCTEMBl WM IIOCJ€ TPHHATUS pelleHuss 00 OKOHYaHUM 00paboTKM HH(pOpMALUU
OCYIIECTBJISIETCSI ONEPAaTOPOM B COOTBETCTBHUHU C JKCIUTyaTallMOHHOM TOKyMEHTallUeHd Ha CHCTEMY 3allUThI
nHpopManruy HHPOPMALMOHHONW CUCTEMBI U OPTaHU3ALMOHHO-PACTIOPSINTEIEHBIMU IOKYyMEHTaMH 10 3aIIUTe
WHPOPMAIIMY ¥ B TOM YHCJIE BKIIOYAET:

apXUBUpOBaHKE UHPOpPMAIUH, coiepKalieiicss B ”HPOPMAIIMOHHOM cucTeME;

YHUUTOXKEHUE (CTUpaHUE) JaHHBIX U OCTATOYHON MH(GOPMAIlMU C MAIIMHHBIX HOCUTENeH nHdopmanuu u
(M) YyHUYTOKEHHE MAITMHHBIX HOCUTENEH HHPOpMAITHH.

19.1. ApxuBupoBaHue HUHPOpPMALUHU, cojepxKameiics B HWHPOPMALMOHHOW CHCTEME, JOJKHO
OCYILECTBIISATBCSL TPU HEOOXOJMMOCTH JaJIbHEUIIEr0 HCIOJb30BaHUS HH(POPMALUU B JIEATEILHOCTH
oreparopa.

19.2. VuHuuroxeHue (CTHpaHWE) JAaHHBIX W OCTAaTOYHOM WH(GOPMAIMK C MAIIMHHBIX HOCHTENICH
uHbOpMaIlMU MPOU3BOAUTCA MPU HEOOXOIMMOCTH MEepeladdl MAIIUHHOTO HOCHUTENS MH(POpPMAIUH JIPYTroMy
MOJIb30BaTENI0 MH()OPMAIIMOHHOW CHUCTEMBl WM B CTOPOHHUE OPTraHU3alUU A PEMOHTa, TEXHUYECKOTO
00CITyKUBAHUS WM AalTbHEHIIET0 YHUUTOKEHUS.

[Ipu BBIBOJE W3 IKCIUTyaTalldd MAIIUHHBIX HOCHUTENEH HMH(OpPMAIUU, HA KOTOPBIX OCYIIECTBIISIIUCH
XpaHeHHe © 00paboTka WH(MOPMANNU, OCYIIECTBISICTCS (U3NYECKOE YHHUYTOKEHUE OTUX MAIIUMHHBIX
HOCHUTENEeH HHPOPMAIIHH.

lll. TpeboBaHMA K Mepam 3awWnTbl MHOPMaL MK, coaepKallencsa
B MHPOPMaLMOHHOWN cUcCTEMe

20. OpraHu3allMOHHBIE ¥ TEXHHYECKUE MephI 3aIIUTHl HH(OpMAINH, peaTn3yeMble B MHPOPMAIIMOHHOM
CHUCTEME B paMKax €€ CHUCTEMbI 3alIUThl UH(POpPMALMK, B 3aBUCUMOCTH OT yrpo3 0e30MacHOCTH HHpOpMaIuy,
UCIOJIb3YeMBbIX ~ MH()OPMALMOHHBIX  TEXHOJOTMH U  CTPYKTYpHO-(YHKLUHMOHAJBHBIX  XapaKTEPUCTHK
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UH(POPMALMOHHOM CUCTEMBI JJOJKHBI 00€CIeYNBAaTh:
UICHTU(PHUKAIMIO U ayTEHTU(UKALIUIO CYOBEKTOB JOCTYIa U 0OBEKTOB JJOCTYTIA;
yIpaBJIEHUE JTOCTYTIOM CyOBEKTOB JOCTYIA K 00BbEKTaM JIOCTYTIA;
OTpaHUYEHHUE IPOTPAMMHON CPEJIbI;
3alIATy MallIMHHBIX HOCUTEIECH HHPOPMAIINH;
peructpanuo coObITui 0€30MacCHOCTH;
aHTHUBUPYCHYIO 3allUTY;
oOHapyskeHHe (pea0TBpalleHne) BTOPKESHUH;
KOHTPOJIb (QaHAJIN3) 3aIUIIICHHOCTH HH(DOPMAIINH;
[EJIOCTHOCTh MH(POPMAIIMOHHOW CUCTEMBI U HH(OpMAInH;
JIOCTYITHOCTh UH(POpMAIUH;
3alIUTy CpeJibl BUPTYyalu3alui;
3alIUTy TEXHUYECKUX CPEJICTB;
3alUTy UH(OPMAIIMOHHON CUCTEMBI, €€ CPE/ICTB, CUCTEM CBSA3H U Tepeiadl JaHHBIX.

CoctaB Mep 3ammthl uHGOpManmuu W UX 0a30Bble HAOOPBHI IS COOTBETCTBYIOIIMX KIIACCOB
3aIUIICHHOCTH HH()OPMAIIMOHHBIX CHCTEM MIPHUBEICHBI B MPWIOKeHUH N 2 K HacTosIIuM TpeOoBaHHsIM.

20.1. Mepsl 1o uaeHTU(GUKAIMY U ayTeHTUPHUKAIMN CyOBEKTOB JIOCTyNa U 0OOBEKTOB JOCTYyNa JOKHbI
obecrieunBaTh MPHUCBOCHHE CYOBEKTaM M OOBEKTaM JOCTyNa YHHKAJIbHOTO TpH3HaKa (MIeHTH]HKaTopa),
CpPaBHEHHE MPENBSIBISIEMOr0 CYOBEKTOM (0OBEKTOM) JOCTYIa HACHTU(UKATOpa C MEepeyHeM MPHUCBOECHHBIX
UACHTU(PUKATOPOB, a TAKXKE MPOBEPKY MPUHAIIECKHOCTH CYyObeKTy (0OBEKTY) AOCTyHa MPEIbsSBICHHOTO UM
uaeHTupuKaTopa (MOATBEPIKACHHE IOUIMHHOCTH).

20.2. Mepsl 10 yIpaBICHUIO JOCTYNIOM CYOBEKTOB JOCTyma K OOBEKTaM JOCTyMHa JOJKHBI
oOecrieunBaTh YINpaBICHHE TPaBaMH M TPHBWICTHSAMH CyOBEKTOB JIOCTyIa, pPa3TpaHUYCHHE JIOCTyIa
CyOBEKTOB JOCTyna K OOBEKTaM JIOCTyIla Ha OCHOBE COBOKYITHOCTH YCTAaHOBJICHHBIX B HMH()OpPMAIIMOHHON
cUCTeMe MPaBUII pa3rpaHUYCHUS IOCTYIIA, a TAKXKE 00eCIIeUNBATh KOHTPOIIb COOJIIOJICHHS ATHX TPABHIL.

20.3. Mepbl 110 OTpaHUYEHUIO POTPAMMHON Cpeibl JOKHBI 00ecTIeYrBaTh YCTAHOBKY U (MJIH) 3aIyCK
TOJILKO PAa3pelIeHHOTO K HCIOJIb30BaHUIO B MH(POPMALMOHHOM CHCTEME MPOrpPaMMHOTO OOECTIeYECHUs WU
HCKJTF0YaTh BO3MOXXHOCTh YCTAHOBKHU U (MJIM) 3aIyCKa 3alpemeHHOTO K NCIOIb30BAHUIO B HH()OPMAITMOHHON
CUCTEMeE MTPOrPAMMHOI0 00eCIIeUEHHSI.

20.4. Mepbl 1o 3amuTe MAIIMHHBIX HocHTeNed uHbopmanuu (cpeacTBa oOpabOTKH (XpaHEHHS)
UHPOpPMALIMK, CHEMHBIC MAIIMHHBIC HOCHTEIM WH(POPMAIUU) JIOJDKHBI HCKJIIYaTh BO3MOXKHOCTh
HECAaHKIMOHUPOBAHHOTO JOCTyNMa K MAaIIMHHBIM HOCHUTENISIM W XpaHsIIelcs Ha HUX MH(pOpMaluH, a Takxke
HECaHKIIMOHHPOBAHHOE UCTIOIb30BAHUE ChEMHBIX MAIIMHHBIX HOCHTENCH HH(OpMAIIHH.
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20.5. Mepsl 110 perucTpauy coObITHH 0€30MacHOCTH I0JIKHBI 00ecreunBaTh cOOp, 3aM1Ch, XpaHEHUE U
3anMTy MHQOpPMAUM O COOBITUSAX Oe30macHOCTH B WMHGOPMAIMOHHON cHuCTeMe, a TakkKe BO3MOXKHOCTh
MIPOCMOTPA ¥ aHAIN3a HHPOPMALIUHU O TAKUX COOBITHIX M PEaripoOBaHUE HA HUX.

20.6. Mepsl 1O aHTHBHPYCHOW 3alIUTe JODKHBI OOecreunBaTh OOHApYyXeHHWe B WH(POPMALHMOHHOM
CHCTEME KOMIBIOTEPHBIX TPOTpaMM JIMOO WHOW KOMITBIOTEPHOW WH(OpPMAIUK, TpeaHa3HAYCHHOW s
HECAHKIIMOHWPOBAHHOTO YHHYTOXXEHHS, OJIOKMPOBAHMSA, MOIU(HUKANH, KONMPOBAHHUS KOMIIBIOTEPHOU
MH(pOpMaNNU WM HEUTpaIM3aluK CPEACTB 3AIIUTH HH(POPMAINH, a TAaK)Ke pearnpoBaHUe Ha OOHapy)KeHHE
9THUX MPOrpaMM U HHPOPMALIUH.

20.7. Mepsl 110 0OHapyX)eHUIO (IIPEIOTBPAIICHUIO) BTOPKEHUN JOHKHBI 00€CleuynBaTh OOHApPYKEHUE
neicTBUil B MH(OPMAlMOHHONW CHCTEME, HalpaBiICHHBIX Ha NpPEeJIHAMEPEHHBbIM HeCaHKUMOHHPOBAHHBIN
JoCTyn K uH(popmanuy, crenuaibHble BO3eCTBUS Ha HHGOPMAIIMOHHYIO CUCTEMY M (W) HHPOpPMAIUIO B
Hensx ee JOObIBaHUS, YHHUTOXKEHMS, MCKaKeHHs W OJOKMpPOBaHHUS JOCTyna K HH(pOpPMaLUHM, a Takke
pearupoBaHUE Ha 3TU JACHCTBUSL.

20.8. Mepbl IO KOHTPOJIIO (aHAIM3Y) 3AIIMIICHHOCTH MH(OpPMAIMU JTOJIKHBI 00ecrieuuBaTh KOHTPOJIb
YPOBHSI 3alIUIIEHHOCTH WH(POPMALNHU, COAEpKaIleics B MH(OPMAIIMOHHON CHCTEME, IIyTeM IPOBEICHUS
MEPOIPHUATHH 110 aHAJIU3Y 3ALUIIEHHOCTH UH(POPMAIIMOHHON CUCTEMBI U TECTUPOBAHUIO €€ CUCTEMBI 3aLUTHI
nH(pOpMaLINH.

20.9. Mepnl 1o 0OOeCneYeHUIO IEJOCTHOCTH HH(POPMAIIMOHHONW CHCTEMbI W HH(GOPMAIMH JTOJDKHBI
obOecrieunBaTh OOHapykeHHE (PAKTOB HECAHKIIMOHHPOBAHHOTO HApYIICHHUS IEIOCTHOCTH MH(POPMAIMOHHON
CUCTEMBI U cofepiKalleiics B Hell nHpopMaluy, a Takke BO3MOKHOCTh BOCCTAHOBJICHHS] MH(POPMAIMOHHON
CHCTEMBI U CO/IeprKalleics B Hel HH(pOopMaIi.

20.10. Mepsl mo oOecre4eHuI0 JOCTYIHOCTH HH(GOpPMAIMK JODKHBI 00eCTieuuBaTh aBTOPU30BAHHBIN
JOCTYIl TIONB30BaTeNIel, WMEIONIMX TMpaBa IO TaKOMYy JOCTYNy, K WH(OpMAIMH, CoAep)Kamencs B
MH(pOPMAMOHHON CHCTEME, B IITATHOM peXuMe ()yHKIMOHUPOBAHUS HHPOPMAIIHOHHOW CHCTEMBI.

20.11. Mepsl 1o 3amuTe cpeabl BUPTYaTU3aluu JOJKHBI HCKIIIOUaTh HECAHKIIMOHUPOBAHHBINA JTOCTYII K
nHpopmanuu, oOpabaTbiBaeMOW B BHUPTyalIbHOM HWHQPPACTPYKType, U K KOMIIOHEHTaM BHUPTYyaJIbHOU
MHQPACTPYKTYphI, a TaKXKe BO3JCHCTBHE Ha HMH()OPMAIMIO W KOMIIOHEHTBHI, B TOM YHCIE K CpEICTBaM
YIOpaBJICHUS BUPTYaJbHON HMHPPACTPYKTYpPOH, MOHHTOPY BHUPTYaIbHBIX MAIIUH (TUIIEPBHU30pY), CHUCTEME
XpaHEHMS JTaHHBIX (BKJIIOYAs CHCTEMY XPaHCHHsS 00pa30B BUPTYaJbHON HHPPACTPYKTYPHI), CETH MEpeaadn
JTaHHBIX Yepe3 AJIEMEHThl BHUPTYyaJlbHOM WM (U3MUecKON HHPPACTPYKTYPHl, TOCTEBBIM ONEPALMOHHBIM
CUCTeMaM, BUPTyaJbHBIM MalllMHaM (KOHTEHHepaM), CHUCTEeME€ W CETHU PeIUIMKAllUU, TEePMHUHAIbHBIM U
BUPTYaJIbHBIM YCTPONUCTBAM, a TAK)KE CUCTEME PE3EPBHOIO KOMMMPOBAHUS U CO3/IaBAEMBIM €10 KOTTUSIM.

20.12. Mepsl 110 3a1IUTE TEXHUYECKUX CPEJCTB JOJIKHBI UCKIIIOUaTh HECAHKIIMOHUPOBAHHBIM JOCTYN K
CTallMOHAPHBIM TEXHUYECKHM CpeacTBaM, oOpalaThIBaroOlIMM MH(OpPMALMIO, CPEACTBAM, 00ECTIEUUBAIOLIIM
(GbyHKIIMOHMpOBaHHE UH(DOPMAIIMOHHONW CUCTEMBI (Jajiee - cpecTBa obecriedeHus] PyHKIIMOHUPOBAHUS), U B
IIOMEIIEHUs,, B KOTOPBIX OHU IIOCTOSHHO pPAacCIIOJIOKEHBI, 3alUTy TEXHUYECKUX CPEICTB OT BHELIHMX
BO3/CUCTBHM, a Takke 3allUTy MH(POPMAaLUH, MPEICTaBICHHON B BHUJE HMH(OPMATUBHBIX SJEKTPUUECKUX
CUTHAJIOB U (PU3NYECKUX TTOJIEH.

20.13. Mepsb! 1o 3ammre UHOOPMAIIMOHHONW CHCTEMBI, €€ CPEJICTB, CUCTEM CBSI3HM M Tepeadd JaHHBIX
JOJDKHBI 00eCTIeYMBaTh 3aIIUTy HH(DOpPMAIMK MPU B3aUMOJCUCTBHM WH(OPMAIMOHHOW CUCTEMBl WIH €€
OTJICITBHBIX CETMEHTOB c UHBIMH UH(POPMAITMOHHBIMHU CUCTEMaMH u

www.consultant.ru Crpanuua 21 mn3 38
HafeXHasa npaBoBan noaAepXxkKa


http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru

Mpukas ®CTIK Poccun ot 11.02.2013 N 17

(pea. ot 28.05.2019) [JokyMeHT npepocTasneH KoHcynbTaHTnoc
"06 yTBepxaeHun TpeboBaHUi 0 3aluTe MHDOPMaLUK, He [lata coxpaHeHus: 25.10.2019
COCTaBNAI...

MH(OPMAIIMOHHO-TEICKOMMYHUKAIMOHHBIMU ~ CETSIMH ~ TIOCPEICTBOM  TNPHUMCHEHHS  apXHTEKTyphl
MH(POPMAIIMOHHOW CHCTEMBI, TIPOSKTHBIX PEIICHUH 10 €€ CUCTEME 3allUThl HH(OPMAIIUH, HAIIPABICHHBIX Ha
o0ecrieyeHne 3auThl THPOPMALIUH.

21. Be1bop mep 3amuThl HHGOpMALMK JUIsl MX peaiu3allid B MHPOPMAIIMOHHOM CHCTEME B paMKax ee
CUCTEMBI 3alIUThl HHPOPMAIIUHN BKIIOYAET:

omnpeneneHue 6a3o0Boro Habopa Mep 3aIUThl UH(OPMAIMK I YCTAHOBJIEHHOT'O KJIacca 3alUIEHHOCTH
UHQOPMALIMOHHOM CHUCTEMBl B COOTBETCTBMM C ©0a30BbIMH HaOopamMM Mep 3allMThl HHGOpMalHH,
MPUBECHHBIMU B IpriiokeHnu N 2 k HacTosmM TpeboBaHMsIM;

aJanTaluo 6a30BoOro Habopa Mep 3aIUTHI UHpOpMALIUU IIPUMEHUTEIBHO K
CTPYKTYPHO-(DYHKIIMOHAIBHBIM ~ XapaKTepUCTUKaM  HH(POPMAIMOHHOW  CHCTEMBI, HH(OPMAIIMOHHBIM
TEXHOJOTHSIM, OCOOCHHOCTAM  (GYHKIMOHHPOBAHHUS HH(MOPMALMOHHOW CHCTeMBI (B TOM  4YHCIIE
IpeaycMaTpUBAOILYI0 MCKIIOYeHHne 13 0a30Boro Habopa Mep 3alluThl HHPOPMALUU MEp, HEOCPEICTBEHHO
CBSI3aHHBIX C WH(GOPMALMOHHBIMHM TEXHOJIOTUSIMHM, HE HUCIIOJIb3YyeMbIMH B MH()OPMALMOHHOW CHUCTEME, WU
CTPYKTYPHO-(DyHKIIMOHAJIBHBIMU XapaKTEPUCTUKAMU, HE CBOMCTBEHHBIMU HH(POPMALIMOHHON CHUCTEME);

YTOUYHEHHUE AJaNTUPOBAHHOTO 0a30BOr0 HabOpa Mep 3alMThl WHPOPMALMU C YYETOM HE BBIOPAaHHBIX
panee Mep 3amuTHl MH()OPMAIMK, TPUBEACHHBIX B NpwiokeHnd N 2 K HactosmuMm TpeOoBaHUSM, B
pe3ynbTaTe dero ONpENeNsoTCs Mephl 3aluThl  HMH(GOpPMAluH, obecneynBarone OJIOKHpOBAaHHUE
(HeiTpanu3anuio) Bcex yrpo3 0e3omacHOCTH HMH(GOPMAILUH, BKIIOYCHHBIX B MOJENb YIpo3 0€30IacHOCTH
uHbOopMaIuy;

JIOTIOJTHEHUE YTOYHEHHOTO aJalTUPOBAaHHOTO 0a30BOro Habopa Mep 3aIluThl MHGOpPMALUU Mepamu,
o0eCTeynBaOIMMH  BBIIIOJHEHWE TpeOoBaHWl 0 3amuTe HHGOpMAIMM, YCTAaHOBJICHHBIMH HWHBIMHU
HOPMATHBHBIMH TIPAaBOBBIMH aKTaMH B 00JAacTH 3amuThl WHGOpPMAIMK, B TOM 4YHCIE B OOJIACTH 3aIIUTHI
MIEPCOHAIBHBIX JTAHHBIX.

Jns  BbIOOpa Mep 3amuThl  HUHGOpMANMM JUISI  COOTBETCTBYIOLIErO Kijacca 3allMIIEHHOCTH
UHGOPMAITMOHHON CHCTEMBbI MPUMEHSIOTCS METOJUYECKHE TOKYMEHTHI, pa3paOOTaHHbIE U yTBEPKIACHHBIE
OCTIK Poccun B coorBercTBuM ¢ moanmyHkToM 4 myHkta 8 Ilomokenus o PenepaiibHO# ciyx0e Mo
TEXHUYECKOMY U DKCIIOPTHOMY KOHTPOJIIO, YTBEPKIAECHHOTO YKa3zoM [Ipesunenra Pocculickor denepanuu ot
16 aBrycra 2004 r. N 1085.

22. B uHbOpMAIMOHHON CHCTEME COOTBETCTBYIOIIETO KJIacca 3alMIIEHHOCTH B paMKaX €€ CHUCTEMBI
3amuThl UHQOPMALIMK TOJIKHBI OBITH PEAIM30BaHbI MEPHI 3alIUTHl HH(OPMalUH, BEIOpaHHbIE B COOTBETCTBUU
¢ nmyHktoM 21 Hacrosmmx TpeOoBanuii u obecreynBaromiyre OIOKUpOBaHHE (HEHTpaIH3aIUIo) BCEX yrpo3
6e30macHOCTH HH(pOPMALIUH.

[Tpu sToM B MH(GOPMAIIMOHHON CHUCTEME JOJDKEH OBITh, KAK MUHHMYM, PEaIM30BaH aJalTHPOBAHHBIN
0a30BbIii HAOOp Mep 3amuThl WH(GOPMAIMH, COOTBETCTBYIONIMN YCTAaHOBJICHHOMY KIIACCy 3aIIWIIEHHOCTH
MH(OPMALIMOHHON CUCTEMBI.

22.1. B ciy4ae eciu Mepbl 3aIIUThI nHpopmanuu, peannu30BaHHbIC B
UH(GOPMAIMOHHO-TEIEKOMMYHHUKAIIMOHHON HH(PPACTPYKType LEeHTpa OOpaOOTKH JaHHBIX, 00ECIeYHBAIOT
ONIOKMpOBaHUE Yrpo3 O€30MacHOCTH WH(GOpPMAIMU, aKTyallbHBIX I (YHKIMOHHMpYIOIIEW Ha ero 0Oase
MH()OPMAIIMOHHONW CHCTEMBI, TIPUHSATHE JOMOJHHUTEIBHBIX MeEp 3almuThl HHDOpMamMu B JaHHOU
nH()OpPMAMOHHON cucTeMe He Tpedyercs. [Ipu 3TOM MOJTHOMOYHMS B YacTH 3aIIUTHI WHOOPMAIIUU JTOJIKHBI
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OBITh  pacmpelelieHbl ~ MEXIy  OmeparopoM  HMHPOPMAIIOHHOM  CHCTEMBI M ONEpaTopoM
MH(POPMAIMOHHO-TEIEKOMMYHUKAITMOHHONW UHPPACTPYKTYPBI LIEHTPa 00paOOTKHU TaHHBIX.
(m. 22.1 BBeneH [pukazom ®CTIK Poccuu ot 28.05.2019 N 106)

23. Tlpu HEBO3MOXXHOCTH peaju3alii B MH(OOPMAIIMOHHONH CHUCTEME B pPaMKax €€ CHCTEMBI 3alIUThI
nH(pOpMalIMK OTEIbHBIX BRIOPAHHBIX MEp 3alIUTHl HHGOPMAIIUU Ha 3Tarax ajanTtaiuu 0a3o0Boro Habopa mep
3aMUTHl THPOPMAIMU WIKM YTOYHEHHUS aIalTHPOBAHHOTO 0a30BOT0O HAOOpa Mep 3alUThl HHYOPMALUH MOTYT
pa3pabaThIBaThCsl MHBIE (KOMIICHCHUPYIOIIUE) MEphl 3alIMThl MH(OpMalnuH, 00ECICUMBAIONINE aJeKBATHOE
OJ0KMpOBaHKE (HEHTpAIN3aLUIO) YIpo3 6€301MacHOCTH HH(OPMALIHH.

B sTOM cityuae B xoj1e pa3pabOTKH CUCTEMBI 3aIIUTHl HHPOPMAUU HH)OPMAITMOHHON CHCTEMBI JOJKHO
OBITh TPOBEACHO OOOCHOBAaHWE NPUMEHEHHS KOMIIEHCHPYIOIIMX Mep 3alluThl WHPOpPMALWHU, a TpHU
aTTECTAIIMOHHBIX MCIBITAHHUIX OIICHEHA JJOCTATOYHOCTh M aJIEKBATHOCThH JTAHHBIX KOMICHCUPYIOIINX MEp IS
0JIoOKMpOBaHUS (HEUTpaIU3allun) yrpo3 6€301macHOCTH HHPOPMAIIUH.

24. Meps! 3amuThl HH(GOpMAIMK BEIOUPAIOTCS U peau3yroTcs B HHPOPMALIMOHHOM CUCTEME B paMKax
€€ CHUCTEeMbI 3alUThl MH()OPMAIMH C YYEeTOM YIrpo3 0e30MacHOCTH MH(OpMAIMM MPUMEHHUTEIBHO KO BCEM
00BEeKTaM U CyOBEKTaM JIOCTyIa Ha annapaTHOM, CHCTEMHOM, TIPUKJIATHOM U CETEeBOM YPOBHSIX, B TOM YHCIIE
B CpeJle BUPTyalIn3aliy U 00JauHbIX BBIUUCICHUM.

25. OpraHu3alluOHHBIE MEpbl M CPEACTBA 3alllUThl MH(OpPMalMU, MTPUMEHsSIEeMble B MHPOPMAIMOHHOMN
cucTeMe, JOJKHBI 00eCeunBaTh:

B I/IHCI)OpMaI_[I/IOHHHX cucremMax 1 Kmacca 3alMUICHHOCTH - 3aluTy OT YI'po3 0€e30macHOCTH
I/IH(I)OpMaI_[I/II/I, CBSI3aHHBIX C ACUCTBUSIMU HapymHTeneﬁ C BBICOKHM ITIOTCHIIMAJIOM;

B WHPOPMALMOHHBIX CHCTeMax 2 Kjacca 3allUIIEHHOCTH - 3allUTy OT Yrpo3 O0e30MacHOCTH
nH(OPMAIINH, CBSI3aHHBIX C EHCTBUSAMHU HAPYIIUTENIEH C MOTEHIIHAIOM HE HIKE YCHIICHHOTO 0a30BOTO;

B MH(OpPMAIMOHHBIX CHUCTeMax 3 Kjacca 3allMIIEHHOCTH - 3allUuTy OT YIrpo3 O0e30MacHOCTH
uH(bOpMaInK, CBSI3aHHBIX C IEHCTBUSMU HapyIIUTEIeH ¢ MOTEHLIMAIOM HEe HIKe 6a30BOroO.

[loreHnuan HapymuTene ompenensieTcs B XOAE€ OLUEHKH HMX BO3MOXKHOCTEH, MPOBOJUMON MpHU
oTpeieNieHUH Yrpo3 0e30MacHOCTH HH(OPMAIIMK B COOTBETCTBUU C MMyHKTOM 14.3 Hactosmmx TpeboBaHumii.

OneparopoM MOXET OBITh MPHHITO pEHICHHE O TMPUMEHEHUH B HHPOPMAIMOHHOW CHCTEME
COOTBETCTBYIOIIETO KJIACCA 3AIUIIEHHOCTH MEp 3aIUThl HH()OpMAIH, 00ECTIeYMBAIOIINX 3aIIUTY OT YIpo3
Oe30MmacHOCTH HH()OPMAIIHHN, PeaTU3yeMbIX HAPYIITUTEIIIMU ¢ 00JIee BEICOKHM ITOTCHITHAIOM.

(. 25 B pen. [pukaza ®CTIK Poccum ot 15.02.2017 N 27)

26. TexHuueckue Mephl 3alUThl WHPOPMALUU PEATU3YIOTCA IOCPEACTBOM INPUMEHEHUS CpEICTB
3alUThl MHPOPMALMU, B TOM YHCIE MPOTPaMMHBIX (IPOTrPaMMHO-ANMApaTHBIX) CPEACTB, B KOTOPBIX OHHU
peanu30BaHbl, UMEIOMKX Heo0XoauMble GyHKIMU O6e30nmacHocTh. [pu 3ToM:

B MH(GOPMAIIMOHHBIX CUCTeMaX | Kjacca 3alUIeHHOCTH TPUMEHSIOTCS CPEICTBA 3alUThl HHGOpMAIIH
HE HIKE 4 Kj1acca, a TaKKe Cpe/ICTBA BHIYMCIUTEIbHOW TEXHUKU HE HIKE S Kilacca;

B I/IH(l)OpMaI_[I/IOHHBIX cucTeMax 2 Kjacca 3alMMIICHHOCTH IIPUMCHAOTCA CPEACTBA 3allIUThL I/IH(bopMaI_[I/II/I
HE HIXKE 5 KJIaCCa, a TaK¥XK€ CpcACTBA BBIUMCIIMTEILHOM TEXHUKHU HE HIKE 5 KJ1acca,
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B I/IHCI)OpMaI_[I/IOHHbIX cucTreMax 3 Kjacca 3AIMUIICHHOCTH IIPUMCHAKOTCA CPEACTBA 3alIUTHL I/IHCI)OpMaI_[I/II/I
6 KJ1aCcCa, a TaKiK€ CpCACTBa BBIYMCIIMTEIILHOM TEXHUKU HE HIXKE 5 Kilacca.

Koncynsrantlntoc: mpumeuanue.
C 01.06.2020 a63. 5 . 26 uznaraercsa B HoBou peaakiuu ([pukaz ®CTIK Poccun ot 28.05.2019 N 106).

B undopmannoHHbix cucreMax 1 W 2 KIacCOB 3alIUIICHHOCTH MPUMEHSIOTCS CpPEICTBA 3aIIUThHI
UH(OPMALINH, POLIEININE MPOBEPKY HE HIDKE YeM 110 4 YPOBHIO KOHTPOJISI OTCYTCTBHSI HEJICKIAPHUPOBAHHBIX
BO3MOYKHOCTEH.

KoncynwsrantlIoroc: mpuMedanue.
C 01.06.2020 B a63. 6 1. 26 BHOCcsTCs n3MeHeHus ([Ipukaz PCTIK Poccun ot 28.05.2019 N 106).

Krnaccel 3amuThl OnpenensioTcss B COOTBETCTBMM C HOPMAaTUBHBIMHM MpaBoBbIMH akTaMu PCTOK
Poccun, nznanubiMu B cooTBeTCTBUM ¢ moanyHKTOM 13.1 nyHkTa 8 [Tonoxenus o denepanpHO Ciy)K0e 1o
TEXHUYECKOMY U 3KCIIOPTHOMY KOHTpOJIIO, yTBepkaAeHHOro YkazoMm Ilpesunenra Poccuiickoit denepanuu ot
16 aBrycra 2004 r. N 1085.

B uH(bopManMoHHBIX CHCTEMaX MPUMEHSIOTCS CPEICTBA 3alIUThl MHPOPMAIUH, CePTU(GUIIMPOBAHHBIE
Ha COOTBETCTBUE O00S3aTEIbHBIM TPeOOBaHMAM IO Oe30macHOCTH MHGopmanuu, ycraHoBieHHbIM PCTOK
Poccumn, wnmm Ha cOOTBETCTBHE TpPEOOBAHMSM, YKa3aHHBIM B TEXHHYECKUX YCIOBHSX (3aJaHHUSX I10
o6e3onacHocTH). [Ipu 3TOoM (yHKIIMM O€30MAaCHOCTH TaKUX CPEACTB JOJDKHBI OOECIIEYMBATH BBIMOJHEHUE
HacTosmux TpeOoBaHMIA.
(1. 26 B pen. [Ipukaza ®CTIK Poccun ot 15.02.2017 N 27)

26.1. IIpu mpOEKTUPOBAHWU BHOBH CO3/]aBAEMbIX MJIM MOJEPHU3UPYEMBIX WH(POPMAIMOHHBIX CHCTEM,
UMEIOIIMX JIOCTYNl K WH(POPMALMOHHO-TEIEKOMMYHUKAIIMOHHONW ceTH "WHTepHeT", MOIKHBI BBIOMPATHCS
MapHIPyTU3aTOPBI <2>, cepTU(UIIMPOBAHHBIE HA COOTBETCTBHE TPEOOBAHMSIM IO 0€30MaCHOCTH UH(POPMAIIUU
(B yacTH peaqu30BaHHBIX B HUX (DYHKIUI O€30TIaCHOCTH).

(1. 26.1 BBeneH [Ipukazom ®CTIK Poccun ot 28.05.2019 N 106)

<2> [yskT 4 rnasel I Knaccudukanum cpeacTB nporpaMMHOT0O, TEXHUYECKOTO obecriedueHusi, padoT u
yenyr (npunokenue N 2 Kk MeToauecKuM yKa3aHHUsSIM 110 OCYIIECTBICHHUIO yueTa HHPOPMALMOHHBIX CUCTEM
U KOMIIOHEHTOB HH(OPMAIMOHHO-TEIEKOMMYHHUKAIIMOHHON HMH(PACTPYKTYpbl, YTBEPKACHHBIM IPUKA30M
Munkomcsizu Poccun ot 31 mas 2013 . N 127).

(cHocka BBeneHa [Ipukazom ®CTOK Poccun ot 28.05.2019 N 106)

27. B cayyae o0paboTku B HMH(OpPMAIMOHHOW cHucTeMe HH(pOpMAIMM, COAEp)Kalleld NepCOHaNbHbIE
JIAHHBIE, pealln3yeMble B COOTBETCTBMM C TyHKTamMu 21 m 22 Hacrosmux TpeOoBaHMiA Mephl 3aIUTHI
nH(popMaLuu:

U1 MHPOPMAIMOHHOM cHUCTeMbl | Kjacca 3alMIIeHHOCTH oOecrieuuBaloT 1, 2, 3 u 4 ypoBHU
3alUIIEHHOCTH MEPCOHATBHBIX TaHHBIX <1>;
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(pea. ot 28.05.2019) [JokyMeHT npepocTasneH KoHcynbTaHTnoc
"06 yTBepxaeHun TpeboBaHUi 0 3aluTe MHDOPMaLUK, He [lata coxpaHeHus: 25.10.2019
COCTaBNAI...

<I> VYcraHaBIMBaeTCsl B COOTBETCTBUHM C TpeOoBaHMAMHU K 3allUTEe MEPCOHAIBHBIX AAHHBIX NPU UX
00paboTke B HH(POPMALMOHHBIX CHUCTEMax NEPCOHAIBHBIX JaHHBIX, YTBEPKJICHHBIMH MOCTaHOBJICHHUEM
[IpaBurensctBa Poccuiickoit deneparmu ot 1 HosOps 2012 r. N 1119.

JUisl MHQOPMAIIMOHHOW CHCTeMbl 2 Kjlacca 3alllMIIeHHOCTH obecneunBaor 2, 3 u 4 ypoBHHU
3aLUIIEHHOCTH NEPCOHANIBHBIX JAHHBIX <*>;

JUTsE ”HPOPMAIIMOHHOM CHCTEeMBI 3 Kilacca 3alUIIeHHOCTH 00eceunBaoT 3 U 4 ypOBHH 3aIUILEHHOCTH
MePCOHANBHBIX JaHHBIX <*>;

a63ar uckimoueH. - [Ipukaz @®CTIK Poccun ot 15.02.2017 N 27.

28. Ilpm ucnonb30BaHUU B HH(POPMAIMOHHBIX CHCTEMaX HOBBIX HH(OPMAIMOHHBIX TEXHOJIOTHH W
BBISIBJICHUH JIOTIOJIHUTENBHBIX YIpo3 Oe30macHOCTH HMH(OpManuu, sl KOTOPBIX HE OINPEACICHBl MEpPBI
3aIUThl HHPOPMAIIMH, JOJKHBI pa3padaThIBaThCsl KOMIICHCUPYIOIIUE MEPhl B COOTBETCTBHM C ITYHKTOM 23
HacTosAumx TpeGoBaHMiA.

[Ipunoxenue N 1

K TpeboBaHusM 0 3amuTe HHPOPMALIUH,

HE COCTaBJIAIOIIEH IOCYJapCTBEHHYIO TaliHy,
COZIepKaLICICS B TOCYAapCTBEHHBIX
MH(GOPMALIMOHHBIX CHCTEMaX

OMPEOENEHME KNACCA 3ALWLMULWEHHOCTU UHOOPMALIMOHHON CUCTEMbI

CIuCcOK N3MEHSIONINX TOKYMEHTOB
(B pexn. lIpukaza ®CTOK Poccun ot 15.02.2017 N 27)

1. Knacc 3ammmienHocty nHpopMamoHHoO#M cucteMsl (repsbiit kinace (K1), Bropoit knace (K2), tpernit
knacc (K3)) ompenensiercss B 3aBHCUMOCTH OT ypOBHs 3HaunMMOCTH uMH(popmanuu (¥Y3), oOpabaTeiBaeMoil B
9TON MH(POPMALMOHHON cHcTeMe, U MacmTabda HHQOPMAIIMOHHON cUCTeMBI ((enepanbHblid, peTHOHANBHBIM,
00BEKTOBBIN).

(B pen. [Ipukaza ®CTIK Poccuu ot 15.02.2017 N 27)

Knace 3amumennoctu (K) = [ypoBeHb 3HaUUMOCTH HH(pOpMALMK; MacIITad CUCTEMBI .

2. YpoBeHb 3HAYMMOCTH WH(GOPMAIMH OTIPENEISICTCSI CTENIEHBI0 BO3MOXKHOTO yIiepOa st o0sagaress
nHpopMmanuu (3akazumka) W (WIM) omeparopa OT HapyUIeHUs KOH(GUIECHIIMAILHOCTH (HEIpPaBOMEpHBIC
JOCTYN, KOIHUPOBAaHUE, TPENOCTABICHWE WM pACIpPOCTPAHEHHUE), LEIOCTHOCTH (HENpaBOMEpHbIC
YHUYTOXKEHUE WU MOAUDUIIMPOBAHKE) UM JOCTYITHOCTHU (HEPaBOMepHOe OJIOKMPOBaHUE) HHPOPMALIUH.

V3 = [(koH(UAEHIHMATBHOCTb, CTENEHb yiepOa) (LeTOCTHOCTh, CTENeHb yiepOa) (IOCTYIHOCTS,
CTeTICHb yIiepoa)],
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Mpukas ®CTIK Poccun ot 11.02.2013 N 17

(pea. ot 28.05.2019) [JokyMeHT npepocTasneH KoHcynbTaHTnoc
"06 yTBepxaeHun TpeboBaHUi 0 3aluTe MHDOPMaLUK, He [lata coxpaHeHus: 25.10.2019
COCTaBNAI...

r7ie CTeTeHb BO3MOXKHOTO yIiepOa ompenensercs oOmamateneM HHpopManuu (3akazuukom) U (WIIH)
OTIepaTOPOM CaMOCTOSITEIBHO IKCIIEPTHBIM UM MHBIMH METOAAMH U MOKET OBITh:

BBICOKOW, €CIH B pe3ylbTaTe HAPYIICHUS OJHOTO €3 CBOHCTB 0€30mMacHOCTH WHGOpMAIUU
(KOH(UICHITNATHHOCTH, TEIOCTHOCTH, TOCTYITHOCTH) BO3MOXKHBI CYIIICCTBCHHBIC HETaTHBHBIE ITOCIICJICTBUS B
COITMAIPHOM, TIOJUTHYECKON, MEXIYHAPOJHOW, SKOHOMUYECKOW, (UHAHCOBOM WJIM WHBIX 00JIaCTAX
NEeATEIbHOCTH W (Min) uHpOpManMoHHas cucTema U (Wim) orepatop (oOsanarenb WHPOPMAIMKH) HE MOTYT
BBITIOJIHSATH BO3JIOKEHHBIE Ha HUX (DYHKIINU;

CpeAHel, eclli B pe3ylbTaTe HapyLIeHHs OJHOTO U3 CBOMCTB Oe3omacHOCTH HH(pOpMaIUU
(KOH(UACHIMAIBHOCTH, LEIOCTHOCTH, TOCTYITHOCTH) BO3MOXKHBI YMEPEHHBIC HETaTHBHBIC IOCIECIACTBUS B
COIIMAJILHOM, TOJIMTUYECKONW, MEXIYHAPOJAHOH, 3KOHOMUYECKOW, (MHAHCOBOW WM WHBIX O0JAaCTIX
nesTeNbHOCTH U (Win) nHpopManroHHas cuctemMa U (win) oneparop (obimaaarens WHGOPMAILMK) HE MOTYT
BBINOJIHATH XOTs ObI OZIHY U3 BO3JIOKEHHBIX Ha HUX (DYHKIIMH;

HU3KOH, ecin B pe3ynbTaTe HapylIEHUS OIHOIO M3 CBOMCTB 0e30macHOCTH HH(OpMaruu
(KOH(UACHINAIBHOCTH, LEIOCTHOCTH, JOCTYITHOCTH) BO3MOXKHBI HE3HAUUTEIbHbIE HETaTUBHBIE MTOCIEICTBUSL
B COIMAIILHOM, TMOJIUTHYECKOH, MEXKIYHAPOTHOW, SKOHOMHYECKOH, (MHAHCOBOM WM HHBIX OO0JACTAX
NesTeNbHOCTH W (WiH) WH(pOpManuoHHas cuctema W (wim) omeparop (obOnamaTens WH(POpMAIUH) MOTYT
BBITIOJTHATH BO3JIOKEHHbIE Ha HUX (DYHKUUHU C HEJOCTaTOUYHOU 3()(hEeKTUBHOCTHIO WIIM BHINOJHEHHE (PyHKUINN
BO3MOKHO TOJIBKO C ITPUBJICYCHUEM JOTIOTHUTEIBHBIX CUII U CPEACTB.

WNudopmanvs nMeeT BbICOKHI ypoBeHb 3HauuMocTd (Y3 1), ecnu XOoTs Obl AJiE OJAHOTO U3 CBOMCTB
6e3onmacHocTH HMHGpOpMaAK (KOH(GHUAESHIIMATBHOCTH, LEJIOCTHOCTH, JOCTYIHOCTH) OIpeJesieHa BBICOKas
creneHs ymepba. Mudopmarus nmeer cpenuuil ypoBeHb 3HaYUMOCTH (Y3 2), eciu XOTs Obl JJIsi OJHOTO M3
CBOWCTB Oe3omacHocTH WH(poOpMayu (KOHOUACHIUAIEHOCTH, IEIOCTHOCTH, JOCTYITHOCTH) OIpeneIeHa
CpeIHsisl CTeNeHb yuiepOa U HeT HU OJHOI0 CBOMCTBA, JJIi KOTOPOIO ONpejesieHa BhICOKasl CTENeHb yuiepoa.
Nudopmanus mmeeT HHM3KHK ypoBeHb 3HauuMoctd (Y3 3), ecim s BCeX CBOWCTB 0€30MacHOCTH
uHbopMaIuu (KOHGUIEHITNATBHOCTH, IEIOCTHOCTH, IOCTYITHOCTH) OTNIpeAeTICHbl HU3KHE CTENEHH yIepoa.

A63ar uckmtodeH. - [Ipukaz ®CTIK Poccun ot 15.02.2017 N 27.

[Tpu o6paboTke B MH(POPMAITMOHHOW CHCTEME JBYX M Oosee BHI0B MHpOpManuu (ciykeOHas TaiiHa,
HaJoroBasi TallHa M MHbIE YCTAHOBJIEHHBIE 3aKOHOMATeNbCTBOM Poccuiickoit denepaunu Buasl nHpopManuu
OTPaHMYEHHOTO JIOCTYIa) YPOBEHb 3HaUMMOCTU HH(popmManuu (Y3) onpeaensTcs OTASNbHO A KaXKA0ro BUa
uHpopmanuu. HMTOroBbelii ypoBeHb 3HAUMMOCTH HHGpoOpMauuu, oOpabaTbiBaeMOW B HH(MOPMALMOHHON
cUCTeMe, YCTaHABIUBAETCS 110 HAMBBICIIMM 3HAYEHHUSM CTENEHHM BO3MOXKHOTO ylepOa, onpeAeeHHbIM s
KOH(HIEHIINATIBHOCTH, [IEIOCTHOCTH, TOCTYITHOCTH HH(OPMAITUK KaXKA0T0 BUIa HH(POpMAIUH.

3. HuadopmanmonHas cucremMa wuMeeT QenepanbHblii MacmTad, eciu oOHa (YHKIMOHHPYET Ha
tepputopuu Poccuiickoit ®enepanmu (B mpenenax (eaepaibHOro OKpyra) U UIMEeT CerMEHTHI B CYyOBEeKTax
Poccuiickoit @enepanun, MyHUIIUIAIBHBIX 00pa30BaHUIX U (UJIM) OpraHU3aUsX.

WNudopmaninoHHasi cucTeMa UMEEeT PerHOHaIbHBIA MaciiTad, eciii oHa (PYHKIHOHUPYET Ha TEPPUTOPUHU
cyorekta Poccuiickoit denepaniii W HMEET CErMEHTHI B OJHOM WJIM HECKOIBKUX MYHHIIMIAIbHBIX
00pa30oBaHMIX U (MITK) MMOABEIOMCTBEHHBIX M UHBIX OpTaHHU3AIHIX.

HNudopmanronHas cucreMa HMeEeT OOBEKTOBBIM MacmTald, eciau OoHa (PyHKIHMOHUpPYET Ha OOBEeKTax
OHOTO (eAepaTbHOTO OpraHa TOCYJApCTBEHHOH BIIACTH, OpraHa TOCYIapCTBEHHOW BJIACTH CyOBEKTa
Poccuiickoit denepannn, MyHUIIMNAILHOTO 00pa3oBaHus U (WJIM) OpraHU3allid U HE UMEET CEerMEHTOB B
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Mpukas ®CTIK Poccun ot 11.02.2013 N 17

(pea. ot 28.05.2019)

"06 yTBepxaeHun TpeboBaHUi 0 3aluTe MHDOPMaLUK, He

COoCTaBni4lto...

[okyMeHT npeaocTasrieH

KoHcynbTaHTlnoc

[aTta coxpaHeHus: 25.10.2019

TCPPUTOPHUAIIBHBIX OpraHax, IIPCACTABUTCIIbCTBAX, (I)I/IJ'II/IaJ'IaX, NOABCAOMCTBCHHBIX U UHBIX OpraHU3alUigX.

4. Knacc 3alllUIICHHOCTHU HH(I)OpMElLIPIOHHOfI CUCTCMBI OIIPCACIISICTCA B COOTBETCTBUU C Ta6ﬂPIL[efII

YpoBeHb 3HAUUMOCTH Macmtad nHpOPMAIIMOHHON CUCTEMBI
uHbOopMaIuu
denepanbHbIN PervonanbHbId OOBEKTOBBIN
V31 K1 K1 K1
v32 K1 K2 K2
V33 K2 K3 K3

(tabnuua B pen. [Ipukaza ®CTIK Poccun ot 15.02.2017 N 27)

[Tpunoxenne N 2

Kk TpeGoBaHusAM 0 3aIUTe HHPOPMALIHH,

HE COCTaBJIAIOIIEH roCyJapCTBEHHYIO TaiiHy,
coJieprKalleiicst B rocyapCTBEHHBIX
MH(POPMALMOHHBIX CHCTEMAX

COCTAB

MEP 3AWLNTbI UHOOPMALIUN U UX BA3OBbIE HABOPbDI
ANA COOTBETCTBYIOWEINO KNACCA 3AWLMUWEHHOCTH
NMHO®OPMALIMOHHOU CUCTEMBDI

Crucox HU3MCHAKOMIMINX JOKYMCHTOB

(B pen. [pukaza ®CTIK Poccum ot 15.02.2017 N 27)

YcioBHOE
0003HaYeHH
€ ¥ HOMED
Mepbl

Mepsb! 3amuThl HHPOPMAIMKU B UHPOPMALIMOHHBIX

CHUCTEMax

Kiaccet
3alUIIEHHOCTH
UH(POPMALIMOHHO
1 CUCTEMBI

3 2 1

I. Unentudukanus u ayreHTU(DUKAIUS CyOBEKTOB TOCTyNa U 00beKTOB fAoctyna (M1AD)

YUCJIC CTAlIMOHAPHBIX, MOOMJILHBIX U MMOPTAaTUBHBIX

HNAD.1 Nnentuduxanus v ayTeHTU(UKAIUSA TOJIB30BATENCH, | + + +
ABIISAIOLIMXCSI paOOTHUKAMU oTiepaTopa
NAD.2 Nnentuduxanus u ayrTeHTUPUKALINAS YCTPOICTB, B TOM + +
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Mpukas ®CTIK Poccun ot 11.02.2013 N 17

(pea. ot 28.05.2019)

"06 yTBepxaeHun TpeboBaHUi 0 3aluTe MHDOPMaLUK, He

COoCTaBni4lto...

[JokymeHT npepoctasneH KoHcynbTaHTAOC

[aTta coxpaHeHus: 25.10.2019

NAD.3

VYnpasienue wuaeHTH(PUKATOpaMH, B TOM YHCIE
CO3/1aHHE, IPUCBOEHUE, YHUUTOKEHNE UIEHTU(HUKATOPOB

NAD.4

VYnpaBiaeHue CpeacTBaMu ayTEHTH(HKAIWKA, B TOM
qyucie XpaHEeHue, BbI/1aya, VMHULAJIA3a1Ms,
OJIOKHUpPOBAaHUE CPEICTB AyTEHTH(PHUKAUUU U MTPUHATHE
Mep B ciydae yTparbl U (WIM) KOMIPOMETAMH CPEICTB
ayTeHTU(UKaUN

NAD.5

3amura oOpaTHoO CBSI3U npu BBOJIE
ayTeHTU(UKAIUMOHHOU HHPOpMaIIUU

NAD.6

Unentuduxanus v ayTeHTHPHUKAIUS TOJIb30BaTENECH,
HE SBJSIOMIMXCA pPaOOTHHKaMHU oreparopa (BHEITHHX
M0JI30BATENECH )

NAD.7

Unentudukamus u  ayTeHTHQHUKAIUS  OOBEKTOB
GaitioBoil  CHUCTEMBI, 3alyCKaeMbIX M HUCHOIHSIEMBIX
MoOJTIyJiel, 0OObEKTOB CHCTEM YIIpaBJIeHUs 0a3aMu JTaHHBIX,
00BEKTOB, CO37aBACMBIX MPHUKIAIHBIM W CIEIHAATHHBIM
MIPOrPaMMHBIM 00€CIIeYCHIEM, HHBIX O0OBEKTOB JIOCTYIIA

II. Yopasnenue noctynom cyOBeKTOB A0CTymNa K oobekTam nocryma (Y1)

VI 1

VYnpasienue (3aBeieHUE, aKTUBALUS, OJIOKUPOBAHUE H
YHUUTO)KEHNE) YYETHBIMH 3alMCSIMH I0JIb30BaTeseH, B
TOM 4YHCJIE BHEIIHUX I0JIb30BaTENIeH

+

+

VIIL.2

Peanmu3arust HEOOXOIUMBIX METOJIOB (JTUCKPEIIMOHHBIM,
MaHJIaTHBIN, POJICBON WMJIM MHOW METOJ), THUIIOB (YTEHHUE,
3allCh, BBIIOJIHEHWE WM MHOW THUII) M TPaBHI
pasrpaHuveHus JOCTyma

VL3

VYnpasnenue (punpTpanus, MapIIpyTU3anus,
KOHTpPOJIb COEIMHEHUM, OJHOHAIIPABJICHHAs Iepejada U
UHBIE  CHOCOOBI  yHpaBjieHHs) HHPOPMALMOHHBIMU
IOTOKaMU MEXIy yCTpOMCTBaMH, CerMeHTaMu
UHQOPMALIMOHHOM  CHUCTEMBI, a  TaKke  MEXIy
MH(GOPMaIMOHHBIMU CHCTEMaMU

VIIJ1.4

Paznenenne monmHomouunii  (poJiel) TMOB30BaTENEH,
aJIMHHHCTPATOPOB " JIUTI, 00eCTIeYMBArOIINX
(GYHKIIMOHUPOBaHUE NH(POPMAIIMOHHON CUCTEMBI

VIIJLS

Haznauenne MHUHHMalbHO HEOOXOAUMBIX TIPaB U
IPUBUJIETHH 110JIb30BATENSAM, aJMUHUCTPATOPAM U JINLAM,
o0ecreynBaroIuM (yHKIIMOHMPOBaHUE
UH(POPMALIMOHHOM CUCTEMBI
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VIIJL6

OFP AHUYCHHUC HCYCIICHIHBIX IIOIIBITOK BXOaa B
UHPOPMALMOHHYIO CHCTEMY (moctymna K
MH(GOPMaAILIMOHHOMN CHCTEME)

VIIJL7

[IpenynpexacHue MOJIB30BATENs TPU €ro BXOJE B
WHPOPMAITMOHHYIO  CHCTEeMy O  TOM, 4YTO B
UHGOPMAIMOHHON CHCTEME PeaIi30BaHbl MEPhI 3alTUTHI
uHbOpMallMu, U O HEOOXOIUMOCTH COOIIOACHUS UM
YCTaHOBJICHHBIX  OMEPATOpoM  TpaBuil  00pabOTKU
UHpOpMALIUU

VIII.8

OmnoBelieHre MOIb30BATENS MOCTE YCIEITHOTO BX0Aa B
UH(POPMALMOHHYIO CUCTEMY O €r0 IpeAbIAYIIEM BXOJE B
UH(POPMALMOHHYIO CHCTEMY

VIIJL.9

OrpanuyeHue 4yuclila NapaulebHbIX CEaHCOB JIOCTYIA
Ul KaXJOM  YYeTHOM  3alucu  I0Jb30BaTels
MH(GOPMAIIMOHHON CHCTEMBI

VIIJL10

brnokupoBanue ceanca goctyna B MHGOPMAIIMOHHYIO
CUCTEMY IIOCJIEé YCTaHOBJIEHHOI'O BpeMeHH Oe3/eNcTBus
(HEeaKTMBHOCTH) MOJI30BATENS WIIU IO €r0 3arpocy

V11

Pazpemienne (3amper) HAEWCTBUI  TMOJB30BaTENCH,
pa3pelICHHBIX 10 UACHTU(DUKAIMH U Ay TCHTU(DUKAITIH

VIIL.12

[Tognepxka W coxpaHeHue aTpuOyTOB O€30MACHOCTH
(MeTOoK 0€30macHOCTH), CBSI3aHHBIX C HWH(pOpMmaruend B
npoIliecce ee XpaHeHus1 1 00paboTKH

VIIJL13

Peanmaunﬂ 3alUIICHHOI'0  YAAJICHHOTO  J0CTyIIa
CY6’LCKTOB AO0CTYyIIa K 00BeKTaM A0CTYyIIa 4Y€pe3 BHCIIHUC
I/IH(bOpMaI_[I/IOHHO-TGHCKOMMYHI/IKaLII/IOHHLIe CETHU

VIIJL.14

PernameHtanuss M KOHTPOJb  HCIIOJIb30BAaHUS B
UH(POPMALIMOHHON CHCTEME TEXHOJIOTUH OecIpOBOIHOTO
J0CTyIa

VIII.15

PermameHTanuss ¥ KOHTPOJb  HCIONB30BaHHUS B
WH(POPMAIIMOHHONW CHUCTEME MOOWIBHBIX TEXHUYECKHX
CpeacTB

VIIJL16

VYnpasieHue B3auMoJecTBUEM ¢ WH(POPMAITMOHHBIMH
CUCTEMaMM  CTOPOHHMX  OpraHu3auuii  (BHEIIHHE
MH(GOPMaILIMOHHBIE CUCTEMBI)

V17

OOlecrieueHne  JOBEPEHHOM  3arpy3Kd  CpPEICTB
BBEIYHCIUTETLHONM TEXHUKHU
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III. Orpannuenue nporpammuoii cpensl (OIIC)

OIIC.1

VYnpasienue 3amyckoM (0OpalieHussMU) KOMIIOHEHTOB
IPOTPaMMHOTO OOECTIeYeHHs, B TOM YHCIIE ONpeeTICHHUE
3allyCKaeMbIX KOMIIOHEHTOB, HAacTpoilka mapaMeTpoB
3alycka  KOMIIOHEHTOB, KOHTpOJIb  3a  3allyCKOM
KOMIIOHEHTOB MPOTPaMMHOI0 00eCIIeYeHHUSI

OIIC.2

VYnpasnenue YCTaHOBKOM (uHCTAMNIALKEN)
KOMIIOHEHTOB IPOrPaMMHOI0 00€CleYeHus, B TOM YUCIIe
Olpe/ielIeHue KOMIIOHEHTOB, MOJJIEKAIIUX YCTAHOBKE,
HACTpOilKa IapaMeTpoB  YCTAHOBKM  KOMIIOHEHTOB,
KOHTpPOJIb 33 YCTAaHOBKOM KOMIIOHEHTOB IPOIrPAMMHOIO
obecrieueHus

OIIC.3

VYcraHoBKa (MHCTAUIALMS) TOJIBKO PA3pPELIEHHOIO K
UCIIOJIb30BAaHUIO [TPOrPaMMHOT0 oOecrieueHus U (WIn) ero
KOMIIOHEHTOB

OIIC.4

VYnpaBieHnne BpeMEHHBIMU (aiimamMu, B TOM YHCIE
3allpeT,  paspelleHue,  IEPCHANPABICHUE  3allHCH,
yJajeHue BpeMeHHbIX (ailiioB

IV. 3amura mammuHbIX Hocutenei nudopmanuu (3HN)

3HU.1

VY4er MalIMHHBIX HOCUTENEH HHPOpMaLUU

3HU.2

VYnpaBiaeHue JOCTYNIOM K MAalIMHHBIM HOCHTEISIM
UHPOpPMALIUU

3HN.3

Kontposns mepeMelieHuss MalIMHHBIX — HOCUTENEH
UH(POPMALINH 32 MPeIeNTbl KOHTPOIUPYEMOM 30HBI

3H.4

Ucknrouenne BO3MOXKHOCTH HECAHKIIMOHUPOBAHHOTO
03HAaKOMJICHHUS c coJiepKaHUEM uH(pOpMAaITUH,
XpaHsAMICHCS Ha MAIIMHHBIX HOCUTENSAX, ©  (WIH)
UCIIONB30BAaHUsl  HOcHUTeNnell uHpopMamuu B HHBIX
UH(GOPMAIIMOHHBIX CHCTEMaX

3HU.5

KonTponbe  wucrosib3oBaHMsS  HMHTEP(EHCOB  BBOJA
(BpIBOa) uWHPOpPMAIMM HAa  MAIIUHHBIE HOCHTEIH
UHpOpMALIUU

3HU.6

Kontpons BBOma  (BeiBoga) wuH(oOpMamuu  Ha
MAaIIMHHbIE HOCUTENN UHPOpMAITUU

3HN.7

KoHTposns  MOIKIIOYEHMS MAIIWHHBIX — HOCUTEJEH
UHpOpMALIUU
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3HHN.8

YHUUTO)KEHUE (cTupanue) nH(popMauu Ha
MAIIMHHBIX ~HOCUTENSIX TMpH HX Teperade MExXIy
MOJB30BATEISIMA, B CTOPOHHHWE OpTaHW3aIlH  JUIs
pEMOHTa WIM  yTUIM3alMM, a TakkKe KOHTPOJb
YHUUTOXKEHUS (CTHpAHUS)

V. Peructpanus coowrtuii 6e3omacuoctu (PCh)

PCb.1

Onpenenenne CoOBITHI 0€30MACHOCTH, TMOJICKAITUX
pETUCTpAIMH, K CPOKOB MX XPAHCHUS

PCB.2

Omnpenenenue cocrtaBa M cojaepkaHus MHGOpMaLUU O
COOBITUSIX O€30IIaCHOCTH, MOJICKALINX PErHCTPALUN

PCB.3

COop, 3amuce U XpaHeHHe MH(POpPMAIMU O COOBITHUAX
0€30I1aCHOCTM B TEYEHUE YCTAaHOBJIEHHOIO BpPEMEHHU
XpaHEHUS

PCb.4

PearmpoBanne Ha cOOM NpH pPEruCTpanvé COOBITHHA
0€30MacHOCTH, B TOM YHCJIE alllapaTHbIE M MPOrpaMMHBIE
om0k, cObon B MexaHM3Max cOopa WHPOpPMALUU U
JOCTHXKEHUE TIpefesia WIM IepenojHeHus o0beMa
(eMKoOCTH) MaMsITH

PCB.5

MounuTtopuHr  (IPOCMOTpP, ~ aHAIM3)  Pe3yJIbTATOB
perucTpanyu coObITHI 0€30IaCHOCTH M pearnpoBaHUe Ha
HUX

PCBb.6

l'enepupoBanue  BpeMEHHBIX METOK U (WiIH)
CUHXPOHM3AIHS CUCTEMHOTI'0 BpEMEHU B
UH(POPMALIMOHHOM cucTeme

PCB.7

3ammura nHPOpMaIUU O COOBITHSIX 0€30MaCHOCTH

PCB.8

ObecrieueHne BO3MOXKHOCTM IIPOCMOTpa M aHajlIM3a
uHbOpMallMU O JAEUCTBUAX OTACIBHBIX MOJb30BaTENIeH B
nH(pOpMaMOHHON cUCTEME

VI. AutuBupycHas 3amuta (AB3)

AB3.1

Peann3anus aHTUBHPYCHON 3aILUTHI

AB3.2

OO6HoBiieHHe 0a3bl JAHHBIX MPU3HAKOB BPEIOHOCHBIX
KOMIIBIOTEPHBIX TPOrpaMM (BUPYCOB)

VII. O6napy:xenue Bropxenuit (COB)

COB.1

OO6Hapy:xeHne BTOPKEHHIA
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COB.2

Oo6HoBNEHNE 0a3bl pelIatOIINUX IPABUI

VIII. KonTpons (ananu3) 3amuiieHHocty nHdopmarun (AH3)

AH3.1

Brisinenue, ananus ys3BUMOcCTeH WH(OpPMalMOHHON
CHUCTEMBI U OIIEpaTUBHOE YCTPAaHEHUE BHOBb BBISBJICHHBIX
yA3BUMOCTEHN

+

AH3.2

KonTpons ycTaHOBKM OOHOBICHHMH MPOrpaMMHOTO
oOecrieyeHus, BKJIIOYas OOHOBJICHHE MPOTPAMMHOTO
oOecrnieyeHus CpeiCTB 3alUThl UHPOpMaAUU

AH3.3

Konrpons paboTococoOHOCTH, napamMeTpoB
HACTPOMKM W  TPAaBWIBHOCTH  (PYHKIIMOHUPOBAHUS
MPOrPaMMHOTO  OOCCTICUEeHUsST W CPEICTB  3alTUThI
uHhopmauu

AH3.4

KoHTpoib cocraBa TEXHUYECKUX CPEACTB,
IPOrpaMMHOr0  OOeCHeueHHss U CPEACTB  3allUThI
uHbOopMaIuu

AH3.5

KoHTpons mpaBuia TreHepalud M CMEHBI Hapojen
HOJIb30BaTeNeH, 3aBeICHHS U yIAIICHHUs YUYETHBIX 3amucei
NOJIb30BATENCH, pealn3aluy TMpaBWI  pa3TpaHUYCHUs
JOCTYTIOM, MOJTHOMOYU I HoJIb30BaTENeH B
UH(POPMALIMOHHON CUCTEME

[X. OGecnieuenue 1eI0CTHOCTH HHPOPMAIIMOHHOM cucTeMbl 1 nHpopmaruu (OLLJT)

OLJI.1

KoHTponb 11e0CTHOCTH MPOrpaMMHOI0 OOecreueHus,
BKJIIOYass NPOTPaMMHOE OOECIIEYCHHE CPEICTB 3aIUTHI
UHPOpPMALIUU

+

OLlJI.2

KonTtpons nenoctHocTi nHpOpMaIum, coaepxameics
B 0a3ax NaHHBIX WH(POPMAIIMOHHOMN CHCTEMBI

OLJL3

Obecneuenue BO3MOYKHOCTHU BOCCTAHOBJICHUS
HpOFpaMMHOFO O6€CH€'—ICHI/I$I, BKJIrO4Uasda HpOFpaMMHOG
o0OecriedeHUe CpeACTB 3alUThl HMHQOpPMAIUH, MpU
BO3HUKHOBEHUH HEIITATHBIX CUTYaIHi

OLJL.4

OOHapyXeHHE W pearupoBaHHWE Ha TOCTYIJICHHE B
nH(pOpMaMOHHYIO cucTeMy He3anpannBaeMbIX
JNIEKTPOHHBIX COOOIIEHHH (TIHCEM, TOKYMEHTOB) U WHOM
UHPOPMALIUU, HE OTHOCAMMXCS K (DYHKIIMOHHUPOBAHUIO
UH(POPMALIMOHHOM CUCTEMBI (3aIlIUTa OT criama)

OLJL5

Kontpons copepxanust uHopMaiuu, nepeaaBaeMoi
U3  UHOOPMAIIMOHHONW  CHUCTeMbl  (KOHTEHHEPHBIH,
OCHOBaHHBIM Ha CBOMCTBaXx oOOBEKTa JOCTyHa, U
KOHTCHTHBIM, OCHOBAaHHBI Ha IIOMCKE 3alpelIeHHON K
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nepenade uHGOpMAMM C WCHOJIB30BAHWEM CUTHATYD,
MacCOK ¥ MHBIX METOJIOB), U UCKITIOUEHNE HEMPABOMEPHOMN
nepeaadn nHopmaIuu u3 HHPOPMaIMOHHON CUCTEMBI

OLJL.6

OrpanuueHue TMpaB IoJIb30BaTeleil 1O  BBOAY
uHbopMaluu B THPOPMAILIMOHHYIO CUCTEMY

OLJL.7

KoHTposib TOYHOCTH, TIOJHOTBI MW IPABUIBHOCTH
JTAaHHBIX, BBOJUMBIX B HTHPOPMAIIHOHHYIO CUCTEMY

OLJI.8

KoHnTponbs ommOouHbIX AecTBUM IMosb30BaTeneil mo
BBOAY u  (wim)  mepemaye — uHQopManmuu U
OpeynpexaeHue  mosib3oBaresiedl 00  OMMOOYHBIX
NEeNCTBUSIX

X. O6ecnieuenue gocrynHocta uHpopmanmu (OT)

OJIT.1

Hcronb3oBaHWE  OTKAa30yCTOMYMBBIX  TEXHMYECKHUX
CPEICTB

OJIT.2

PesepBupoBanue TEXHUYECKUX CpPEICTB,
IpOrpaMMHOr0  o0ecledyeHus, KaHaloB  Iepeladu
uHpOpMaLuu, cpeacTB obecrieueHust (yHKIIMOHUPOBAHUS
UH(POPMALIMOHHOM CUCTEMBI

OHT.3

KonTpoas 0€30TKa3HOTO (bYHKLIMOHUPOBAHUS
TEXHUYECKHUX CPEJCTB, OOHApPYKEHHE U JIOKAJIU3AIHs
OTKa30B  (PyHKIIMOHUPOBAHHSA, MPHUHATHE Mep IO
BOCCTAHOBJICHMIO  OTKa3aBIIMX  CPEACTB U HX
TECTUPOBaHUE

ONT.4

[lepuonnveckoe pe3epBHOE KOITUPOBaHUE
uHPOpMAIMM HA pEe3epBHBIC MAIIMHHBIC HOCUTEIN
uHdopmauu

OJT.5

Obecnieuenue BO3MO>KHOCTH BOCCTaHOBJICHHS
uHpOpMaMUu C PE3EepPBHBIX MAIIMHHBIX HOCHTENEH
uHbpopManmu  (pe3epBHBIX  KOMHI) B  TEYEHHUE
YCTaHOBJICHHOT'O BPEMEHHOT'O MHTEpBaja

OHT.6

Knacrepuzanust uHpopMaIMoHHOM CUCTEMBI U (UITH) ee
CErMEHTOB

OJT.7

KoHTposb COCTOSIHMST W KauecTBa NPEIOCTaBIICHHS
YIOJHOMOYEHHBIM JIUIIOM BBIUUCIUTEIBHBIX PECypCOB
(MoIHOCTE}T), B TOM YHCIIE TI0 TIepeiade nHpopManun

XI. 3ammra cpenst BupTyanuzaiuu (3CB)
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3CB.1

Unentupukanust u  ayTeHTHQHUKAIHUA CYOBEKTOB
JIOCTyra W OOBEKTOB  JOCTYNa B  BHPTYAJIbHOU
UHPPACTPYKType, B TOM HYHCIC aJMHHHACTPATOPOB
YIIPaBIICHUS CPEJICTBAMU BUPTYaIH3aLUH

3CB.2

VYmopaBieHue JAOCTYNIOM CyOBEKTOB  JlocTyma K
00BEKTaM JOCTylla B BHUPTYalbHOH MH(pPACTPyKType, B
TOM YMCJI€ BHYTPH BUPTYAJIbHBIX MAIINH

3CB.3

Peructparmus coObITuii 0€30MaCHOCTH B BHPTYaJIbHOM
uHPPACTPYKTYpe

3CB4

VYnpasnenue (punpTpanus, MapIIpyTU3anus,
KOHTPOJIb COCIUHEHHUs, OJHOHAIpaBJIEHHas mepeaaya)
NoTOKaMM  HMH(OpManmuu  MeXAy  KOMIOHEHTaMHU
BUPTyaJbHOH MH(PACTPYKTYpBI, @ TAKKE IO HEPUMETPY
BUPTyalIbHON HH(PPACTPYKTYPHI

3CB.5

JloBepeHHass 3arpy3ka CEpBEpOB  BHUPTyaJIM3alUH,
BUPTy&IbHOW  MamuHbl  (KOHTEHHepa), CEpPBEPOB
yIpaBJICHUS BUPTYyaIn3auei

3CB.6

VYrpasnenue mnepeMenieHUEM BUPTYAIbHBIX MAaIIuH
(koHTEITHEPOB) U 00pabaThIBAEMBIX HA HUX JTAHHBIX

3CB.7

KonTposb LEJIOCTHOCTH BUPTYaJIbHOU
UHGPACTPYKTYpPHI U ee KoH(pUrypamuit

3CB.8

PesepBHOE KomMpoBaHME JAHHBIX, PE3EPBUPOBAHUE
TEXHUYECKUX CpEeACTB, MPOrpPaMMHOI0 oOecredeHus
BUPTYaJIbHONH MH(PACTPYKTYphl, a TaKKe KaHAJIOB CBS3U
BHYTPH BUPTYaJIbHOW HHPPACTPYKTYPbI

3CB.9

Peanu3zanus v ynpaBiieHHE aHTUBUPYCHOM 3alllUTON B
BUPTYaJIbHOU UHPPACTPYKTYpE

3CB.10

Paz0buenne  BupTyanbHOM  MHQPACTPYKTypbl  Ha
CErMEHTHI (cerMeHTUpOBaHME BUPTYyaJIbHOU
UHQPACTPYKTYypbl) I  oO0paboTkW  uH(pOpMaIUU
OTIENbHBIM  IIOJIb30OBaTeNeM U (Wiau)  Ipynmnou
II0JIb30BaTENIEH

XI1I. 3amura Texaunueckux cpeacts (3TC)

3TC.1

3amura UHpOpMaLINH, oOpabaTbiBaeMOi
TEXHUYECKUMHU  CpPEICTBAMM, OT €€ YyTE€YKH IO
TEXHUYECKUM KaHaJlaM

3TC.2

Opranuzanys KOHTPOJIUPYEMOW 30HBI, B TIpeaeiax
KOTOpPOH  TOCTOSHHO  pa3MEMIAloTCs  CTal[OHApHBIC
TEXHUYECKHE CPeICTBa, 0OpadaTkiBaromue nHMOpMaIio,
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U CpEeACTBA 3aIIUTHl MHPOPMALMHU, a TaKKe CpPeICTBa
obecrieueHns (HyHKIIMOHUPOBAHUS

3TC.3

Kontpons u ympaBnenue (GpU3MUECKUM JTOCTYIIOM K
TEXHUIECKUM CpeICTBaM, cpeacTBaM 3aIlUTHI
UHpOpMaINH, CpeacTBaM obecrieyeHus
(GYHKIIMOHUPOBAaHUSA, a TaKkKe B I[OMEIIEHUS U
COOpPYXEHHs, B  KOTOPbIX  OHH  YCTaHOBIIEHBI,
UCKJIIOYAIOIINE  HECAHKIMOHMPOBAHHBIA  (U3NUYECKUI
JOCTYTI K CpelICTBaM 00paboTKH MH(OPMAIUH, CPEICTBAM
3alUThl  MHQOpPMAMM M CPEACTBaM  OOecreyeHus
GyHKIMOHUPOBAHUS ~ WHOOPMAIMOHHOM  CHUCTEMBI |
MOMEILEHUS U COOPYKEHUs, B KOTOPBIX OHU YCTAHOBJICHBI

3TC.4

Pasmemienne yctpoiictB  BbIBOAa  (0TOOpakeHHs)
MH(POPMALIUK, UCKIIIOYAIOIIee €€ HEeCAaHKIIMOHUPOBAHHBIN
IPOCMOTP

3TC.5

3ammTa OT BHEIIHMX BO3JCUCTBUI (BO3IEHCTBUIA
OKpYXKaroIieu Cpelbl, HECTAOMIIBHOCTH
DIIEKTPOCHAOKEHHSI, KOHJAMIMOHUPOBAHUS W  WHBIX
BHEIIHUX (hPaKTOPOB)

XIII. 3amuTa nHGOPMAIIMOHHOM CUCTEMBI, €€ CPEACTB, CUCTEM CBSI3U U MEepeAaun JaHHbBIX

(31C)

3UC.1

Paznenenue B MHPOpMaMOHHON cucTeMe (QyHKIIHA 110
yIpaBJIeHUIO (aIMUHUCTPUPOBAHUIO) WH(POPMALMOHHOM
CHUCTEMOH, YIIPaBJICHUIO (aIMUHUCTPUPOBAHHUIO)
CUCTEMOH 3aIuThl HHGopMaluu, GyHKIUN Mo 00paboTke
uHpopmManui W HMHBIX (PYHKIUHA HHPOPMAIIMOHHON
CUCTEMBI

3UC.2

[IpenoTBpamienie  3afepKKd  WIUM  [pepbIBaHUS
BBITIOJTHEHHSI TPOIECCOB C BBICOKUM TMPUOPUTETOM CO
CTOPOHBI MPOIECCOB C HU3KUM MPUOPUTETOM

3UC.3

Obecnieuenue 3amUThl UHGOPMALMU OT PACKPBITHS,
MOIUGHUKAIMM M HaBsA3bIBaHUSA  (BBOJAA  JIOKHOMU
UH(OPMAaLIMKN) TIPH ee Tepeaade (MOJAroTOBKE K mepeaaye)
o KaHaJlaM CBA3HM, HMMCIOIIUMM BbBIXOA 3a MPCACIIbL
KOHTPOJIMPYEMOM 30HBI, B TOM 4YHCJIE OECIPOBOJIHBIM
KaHaJlaM CBSI3H

31UC.4

Obecnieuenne JTOBEpEHHBIX KaHalla, MapIIpyTa MEXITY
aJIMUHHCTPATOpOM,  IOJb30BaTeIeM H  CPEICTBAMHU
3amuTel  uHbopManuu  (QyHKUMAMH ~ 0e30MacHOCTH
CPEZCTB 3aLIUThI HH(OPMALIIH)
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3UC.5

3anper HeCaHKIIMOHUPOBAHHOMN Yy/IaJIEHHOW aKTUBALUU
BUZCOKaMep, MHUKPOQOHOB H WHBIX TEpH(PEPUITHBIX
YCTPOWCTB, KOTOPBIE MOTYT aKTUBUPOBATHCS YJIaJIE€HHO, U
ONOBELICHHE TMOojb30BaTeNied 00 aKTHBAllMM TaKHX
YCTPOMCTB

3UC.6

[lepemaya © KOHTPOJIb IEJIOCTHOCTH aTpUOYTOB
O0e3omacHOCTH (METOK O€30IacHOCTH), CBS3aHHBIX C
uHpopmanueil, nmpu oOMeHe wuH(pOpMaNMeld C HHBIMU
UH(POPMAITMOHHBIMU CHCTEMaMHU

3UC.7

KoHTponb  CaHKIMOHMPOBAaHHOIO M HMCKIIOYEHHE
HECaHKIMOHUPOBAHHOI'O  HCIIOJIb30BAHMSI  TEXHOJIOTUM
MOOWJIBHOTO KOJa, B TOM YHCJIE PETHCTpalus COOBITHIA,
CBSI3aHHBIX C HCIOJIb30BAHUEM TEXHOJOTUH MOOMIBHOTO
KO/Ja, WX aHalu3 M pearupoBaHUE Ha HapylEHUs,
CBSI3aHHBIE C HCIOJb30BAHUEM TEXHOJIOIMA MOOMIIBHOTO
Kozaa

3UC.8

KoHTponb  CaHKIMOHMPOBAaHHOIO M HMCKIIIOYEHHE
HECAaHKI[MOHMPOBAHHOI'O  MCIIOJIb30BAaHUS  TEXHOJIOTUU
nepefaayd pedd, B TOM YHUCIE DPErHcTpanus COOBITH,
CBS3aHHBIX C MCIOJIb30BAaHUEM TEXHOJIOTMM Iepenadn
peyn, HX aHalIM3 M pearupoBaHHE HA HaPYIICHHS,
CBA3aHHBIC C HCIOJb30BaHUEM TEXHOJIOIMM Iepenadu
peuu

3UC.9

KoHTpoib  CaHKIMOHMPOBAHHOM M HCKIIIOUEHHE
HECaHKLIMOHUPOBAHHOU Iepenadyu BHJEOWH(pOpMALUY, B
TOM 4YHCI€ PErucTpanusi COOBITHH, CBSI3aHHBIX C
nepepayeid  BuaeomHpopManMM, ~MX ~ AHAIW3 U
pearupoBaHM€ Ha HapyllIEHHUs, CBSA3aHHbIE C Meperadeit
BUJICOMH(OpMALIUU

31C.10

HOILTBep)KIIGHI/Ie MIPOUCXOKIACHUA HUCTOYHUKA
uH(opMaIuy, TMOoJydaeMol B TIPOLIECCE OMpeIeICHUs
CETEBBIX aJIPECOB IO CETEBbIM MMEHAM WM OMpeesIeHus
CETEeBBIX UMEH I10 CETEBBIM aJipecam

3UC.11

Oobecrieuenue INOAJIMHHOCTH CCTCBBIX COCI[I/IHCHI/Iﬁ
(CeaHCOB B3aHMOHeﬁCTBHH), B TOM 4YMCJIC IJIA 3alllUTBI OT
MNOAMEHBI CETCBBIX YCTpOﬁCTB " CCPBUCOB

31C.12

Ucknrouenue BO3MOKHOCTH OTpHLIAHUS
nojb3oBareneM (akra OTHpaBKU HHGOPMAIMU JIPYrOMY
HI0JIb30BATEIIO

3UC.13

Hcknrouenue BO3MOKHOCTHU OTpULIAHUS
nojp3oBareneM (akra TMoJydeHUs HHGOpMAIMH  OT
JIPYroro moJib30BaTelIs
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3UC.14

Hcnonp3oBanue yCTPOWCTB TEPMHUHAIBHOTO JOCTYyIa
Uit 00paboTKN HH(pOpMAITHH

3UC.15

3ammrTa apXWBHBIX (DaiIoB, MapaMeTpoB HACTPOUKH
CPeACTB  3alMThl WHPOPMAIUKU H  TPOTPAMMHOTO
oOecriedeHHss W WHBIX JIaHHBIX, HE TMOJUIKAIINX
HW3MEHEHUIO B Mpoliecce 00padoTKu HHPOPMAITTH

3UC.16

BrisiBnenue, aHaJIN3 u OJIOKUpOBaHUE B
MH(POPMALMOHHON CHCTEME CKPBITHIX KaHAJIOB Iepeladyn
uHpOpMaLMU B 00XOJ pEaTu30BaHHBIX Mep 3allUThI
UHPOPMALIMKM WJIM BHYTPH pa3pelICHHbIX CETEBBIX
IIPOTOKOJIOB

3UC.17

Pazbuenne mHPOPMALMOHHON CHCTEMBI Ha CETMEHTHI
(cermeHTHpOBaHWE  WH(MOPMALMOHHOW  CHCTEMBI) U
o0ecrnieueHue 3aIUTHI MEpUMETPOB CEerMEHTOB
MH(GOPMAIIMOHHON CHCTEMBI

3UC.18

Obecnieuenue 3arpy3ku U MCIOJIHEHUS TPOrPAMMHOIO
ofOecrieyeHHs C MaIIMHHBIX HOcHUTeNel uHpopManuu,
JOCTYIHBIX TOJIBKO JUISl YTEHHUS, © KOHTPOJIb IIEIOCTHOCTH
JAHHOTO TPOrPaMMHOT0 00eCTIeYeHUS

31C.19

W3omsitust  mporieccoB  (BBIMOJIHEHHWE MPOTrpamMMm) B
BBIJIETICHHON 00J1acTU MaMsITH

31C.20

3ammura O0eCrpOBOJAHBIX COCIMHEHHH, MPUMEHIEMBIX B
nH(GOPMAIMOHHOM cHCTeMe

31UC.21

HckiroueHne aocTyna Iosib30oBaTels K HHGOpMAIUH,
BO3HUKIIEH B pPE3yjbTare JIEUCTBUU MPEIbIAYILETrO
MIOJIB30BATENSl YEPE3 PEECTPhl, ONEPATUBHYK IAMSTh,
BHEIITHHE 3aTIOMUHAIOIIUE YCTPOUCTBA U MHBIC 00IIUE st
MOJIL30BaTENICH pecypchl HHPOPMAITMOHHON CHCTEMBI

3UC.22

3ammra HMHGOPMAIIMOHHOM CHUCTEMBI OT  yIpo3
Oe3omacHOCTH WH(pOpPMAIMH, HAIPABICHHBIX HAa OTKa3 B
00cITy>KUBaHUU UHPOPMAIIIOHHOM CHCTEMBI

31C.23

3amura nepuMerpa (puznueckux U (MiIu) JIOTHUECKUX
rpaHull))  WHQOPMALIMOHHOW  CHCTEMBl  IpH €€
B3aMMOJCHCTBUM €  HMHBIMH  HH(OPMAalMOHHBIMU
CUCTEMaMH u
UH(POPMALMOHHO-TEJIEKOMMYHHUKAITUOHHBIMU CETAMHU

31C.24

HperameHI/Ie CCTCBbBIX COeIMHEHUMN oo ux
3aBCPUICHUHN HJIM 11O UCTCUYCHHU 3aJIaHHOT'O OIICPATOPOM
BPCMCHHOI'O HHTCPpBAJIa HCAKTUBHOCTHU CETCBOI'O
COCAMHCHUA
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3UC.25

Hcnonb3oBanrne B MHPOPMAIIMOHHOW CHUCTEME WU €€
CEerMEHTaX  pa3IUYHbIX  TUIOB  OOIIECHUCTEMHOTO,
MIPHUKJIATHOTO " CIICITHATEHOTO MIPOrPAMMHOTO
obecrieueHus (CO31aHNe TETEPOTCHHOM CPEIbI)

31C.26

Hcnons3oBanne MIPUKIIAAHOTO u CrienuaJIbHOI'O
MporpaMmMHOI 0o O6CCHC‘ICHI/IH, HUMCIOIIIUX BO3MOKHOCTDH
q)yHKI_[I/IOHI/IpOBaHI/ISI B Cpcax pa3jIMYHbIX OINICPAIUOHHBIX
CHUCTEM

3UC.27

Cozpmanne (AMyJSIus) JOXKHBIX HMH(DOPMAIIMOHHBIX
CHUCTEM WM WX KOMIIOHEHTOB, IpeIHAa3HAYCHHBIX s
OOHapyXeHUs, PpETUCTpallid MW aHaiu3a JACUCTBUU
HapymIMTelIei B Mpolecce  peajau3alud  yrpo3
6e3omacHOCTH UH(pOpMALIUU

31C.28

BocnpousBenenne  JOXHBIX M (MJIM)  CKpBITHE
UCTHHHBIX OTIENBHBIX HH()OPMAIMOHHBIX TEXHOJIOTHH U
(MIM)  CTPYKTYPHO-(DYHKIMOHAJIBHBIX  XapaKTEPUCTHK
UHPOPMALIMOHHOM  CHUCTEMbl WJIM €€  CErMEHTOB,
o0ecrieunBaroliee HaBA3BIBAHHE HAPYIIUTENIO JIOKHOTO
npefcTaBieHuss 00  HMCTUHHBIX  HWH(GOPMAIMOHHBIX
TEXHOJIOTUSIX H (MJHM) CTPYKTYypHO-()YHKIIMOHAIBHBIX
XapaKTePUCTHKAX MHPOPMAITMOHHOW CUCTEMBI

31C.29

[lepeBox  wHDOPMAIIMOHHONW  CUCTEMBI WM €€
YCTPOMCTB (KOMIIOHEHTOB) B 3apaHee OMNpeACICHHYIO
KOH(UTypaluio, 00eCreunBaroIILyo 3alIUTy
uHbOpMaIlK, B CIy4ae BOSHUKHOBEHHH OTKa30B (COOEB)
B CHCTEeME 3alUThl HHpoOpMaUU HHYOPMAITMOHHON
CHUCTEMBI

31C.30

3amura MOOHMIIBHBIX TEXHUYECKUX CPEACTB,
NpUMEHSIEMbIX B MTH(POPMAITMOHHOW CCTEME

VV+||

3allUINCHHOCTHU HH(i)OpMaHHOHHOﬁ CHUCTCMBEI.

- MEpa 3allUThI I/IH(I)OpMaI_[I/II/I BKJIIOYEHA B 0a30BBIH Ha6op MEp 1A COOTBETCTBYIOLICIO KiracCa

Meps! 3amuTsl HHPOpMauM, He 0003HaYEHHBIE 3HAKOM "+, IPUMEHSIOTCS MPH aJanTaiuu 6a30BOTo

Ha0opa Mep M YTOYHEHHHM aJalTHPOBaHHOro 0a3oBoro Habopa Mep,

a TaKxke TMpu pa3paboTke

KOMITEHCUPYIOUIUX Mep 3aluThl MHpOpManuu B WHGOPMAIMOHHON CHUCTEME COOTBETCTBYIOLIEro Kiacca
3aLUILEHHOCTH.
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