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YTBEPKICHBI
pykxoBojctBoM § Llentpa ®Cbh Poccun
21 ¢espans 2008 . N 149/6/6-622

TUMNOBbIE TPEBOBAHUA
no OPrAHU3AUNN U OBECNEYEHUIO PYHKLIMOHUPOBAHUA
LWIMOPOBAJIbHBIX (KPUMTTOrPA®UYECKUX) CPEACTB, NPEAHA3HAYEHHbIX
AnA 3AWUTbl MUHOOPMALIMN, HE COOEPXALUEW CBEOEHUW, COCTABNAIOLWNX
rOCYOAPCTBEHHYIO TAUHY, B CNNYHAE UX UCTMNOJIb3OBAHUA
AnA OBECMNEYEHUA BE3OMNACHOCTU NEPCOHAJBbHbBIX AAHHbIX
NPU X OBPABOTKE B UH®OPMALIMOHHbIX CUCTEMAX
NEPCOHAIJIbHbIX AAHHbIX

1. O0OwIue noJI0XKEeHUs

1.1. Hacrosimue TpeGoBaHUs ONpenessioT NOPSAAOK OpraHu3aluu U ol0ecniedeHus QyHKIMOHUPOBAHUS
mHUPPOBANbHBIX  (KpUNITOTpapUUECKUX) CpPEACTB, NpPeJHA3HAYCHHBIX JUIS 3allUuThl WHGOpMalWu, HE
coJieprKalieil CBeeHH, COCTABISIONIMX TOCYIapCTBEHHYIO TaiiHy (Jajee - KpUITOCPEICTBO), B CIy4yae HUX
UCTOJNB30BaHUS sl oOecriedeHUs: O€30MAaCHOCTH TMEPCOHAIBHBIX JIAHHBIX NpH HUX 00paboTke B
MH()OPMAIIMOHHBIX CHCTEMaX MEePCOHATBHBIX JIAHHBIX (Jlaee - HHPOPMAIIMOHHAS CUCTEMA).

1.2. Hacrosimue TpebGoBanwst pa3paboTaHbl BO HCIIOJTHCHHUE:
- ®enepanbHOro 3akoHa "O nepcoHanbHbIX JaHHBIX" 0T 27 nrosst 2006 1. N 152-@3 (Crates 19);

- [onoxenus o006 oOecrieueHnH OE30MACHOCTH TMEPCOHANBHBIX JaHHBIX MPU HX 00paboTKe B
UH(QOPMAIMOHHBIX CUCTEMaX MEePCOHANBHBIX JaHHBIX, yTBEepKIAeHHOTo [locTanoBnenuem [paButenscTBa PO
ot 17 nosiopst 2007 r. N 781 (manee - [lonoxenue);

- [Tonoxenus o @enepanbHOl ciryxbe 6e3omacHocTr Poccuiickoit denepanuu, yTBepKISHHOTO YKa30M
[Ipesunenta Poccutickoit ®eneparuu ot 11 aBrycra 2003 . N 960.

1.3. Hactosimme TpeboBanust:

- SBJIAIOTCS] 0053aTENBHBIMU JJIsI OTIEPATOPa, OCYIIECTBISIOMIEr0 00padOTKY NEepCOHAIBHBIX JAaHHBIX, a
TaKKe JIMIA, KOTOPOMY Ha OCHOBAaHHMH JIOTOBOpA OIEpaTop MopydaeT 00pabOTKy MEepCOHATIbHBIX JaHHBIX, U
(unm) nuIa, KOTOPOMY Ha OCHOBAaHUM JOTOBOpa OINEpaTop MOpyyaeT OKa3aHUE YCIYyTr MO OpraHu3alud U
oOecrieyeHnt0 0e30MacHOCTH 3allUThl TEPCOHAIBHBIX JaHHBIX IMpPH HUX 00paboTke B HH(GOPMAIMOHHON
CHCTEME C HCIIOJNIb30BaHUEM KPHUNTOCPEACTB. lIpuM 3TOM CyIIEeCTBEHHBIM YCIOBHEM JOTOBOpA SBISAETCS
0053aHHOCTD YIOOJIHOMOYCHHOTO JIMIAa 00ecIeunTh KOH(bI/I)IeHHI/Ia.]'H)HOCTI) NEPCOHATIBHBIX JAaHHBIX H
0€30MacHOCTh NEepPCOHAJBHBIX JAHHBIX NpH HX 00paboTke B HMHPOPMAIIMOHHOW CHCTEME B CIy4Yasx,
IPEeTyCMOTPEHHBIX JAEHCTBYIOIINM 3aKOHOIATEIHCTBOM;

- pacmpoCTpaHSIOTCS Ha KPUITOCPEACTBA, NpeaHA3HAUYCHHBIE [UIsI oOecredeHus Oe30MacHOCTH
MEePCOHANBHBIX JTAaHHBIX TPH HUX 00paboTKe B WH(GOPMAIMOHHBIX CHCTEMaxX IEPCOHATBHBIX JTAHHBIX, BCE
TEXHUYECKHE CPEJICTBA KOTOPBIX HAaXOHATCS B mpenenax Poccuiickoit denepanuu, a TakkKe B CHCTEMAX,
TEXHUYECKHE CPEJICTBA KOTOPHIX YACTUYHO MJIU LETMKOM HaxoasTcs 3a npeaenamu Poccuiickor denepanni;

- HE OTMCHAIOT Tpe6OBaHI/I${ HHBIX JOKYMCHTOB, PErIIaMCHTUPYIOIIHUX IIOPAAOK O6paH_IeHI/IH (&)
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ciy>)keOHOl MH(popMareil orpaHUYEeHHOro PaclpoCTpaHEHUs B (enepajbHbIX OpraHax MCIOJHUTEIbHON
BJIACTH.

Omnepatop ¢ yueToM OCOOEHHOCTEW CBOEH NESTEIbHOCTH MOXKET pa3pabaThiBaTh HE NPOTHBOpPEYAINE
HacTosuM TpeOoBaHUAM METOINYECKUE PEKOMEHAALINHY IO UX IIPUMEHEHHUIO.

Hcnonp3yemble ns 1ened HacTtosmux TpeOoBaHMI TEpMUHBI M OINpEAETICHUS MpPHUBEICHBI B
[Tpunoxenuu 1.

2. Opranuzanus 1 obecneueHre 6e30macHOCTH 00pabOTKH
C MCIOJIb30BaHUEM IN(POBATBHBIX (KPUITOrpapruECKUX)
CPEJ/ICTB MEPCOHAIBHBIX JaHHBIX

2.1. be3omnacHOCTh 00PaOOTKH MEPCOHAIBHBIX JaHHBIX C UCIOJIB30BAHUEM KPHIITOCPEICTB OPraHU3YIOT
¥ 00eCleurBalOT OMEpaTopbl, a TAKXKE JHUIA, KOTOPbIM Ha OCHOBAaHHM JOTOBOpa OINEpaTrop MOpydYaet
00paboTKy MEpCOHANBHBIX JAaHHBIX, U (WJIM) JHIA, KOTOPBIM Ha OCHOBAaHMHU JOTOBOpA OINEpaTOp IMOpydYaeT
OKa3aHHME YCIyr MO OpTraHU3aIlMH U oOecredeHuro 0e30macHOCTH 00paboTKM B MH(POPMALMOHHOW CHCTEME
NEPCOHAJIBHBIX JAHHBIX C UCIIOJIB30BAHUEM KPUIITOCPCACTB.

ObecrieyeHre 0€30MACHOCTH MMEPCOHANBHBIX JAHHBIX C MCIOJIB30BAHUEM KPHUITOCPEACTB JOJKHO
OCYILECTBIIATHCS] B COOTBETCTBUMU C:

1) Ipukazom ®Cb Poccuu ot 9 despansg 2005 r. N 66 "O6 yrBepxaenun [lonoxenus o papaboTtke,
MPOU3BOJICTBE, peau3allMl W JKCIUTyaTalu MH(PPOBATbHBIX (KPUNTOrpaUUEecKrX) CpeICTB 3allUThI
nnpopmanuu (ITonoxenue [TK3-2005)";

2) locranosnenuem IlpaBurensctBa PO ot 29 nexabpst 2007 r. N 957 "OO0 yTBep»KACHUU MOJOKEHUH O
JMIIEH3WPOBAHUH OTNEIBHBIX BUAOB ACATEIBHOCTH, CBI3aHHBIX C MH(POBATHHBIME (KPUITOTPAPHISCKIMH)
cpeacteamu';

3) MeroanueckuMU PEKOMEHIAIMIMH MO O00ECIEYeHHIO C MOMOIIBI KPUIITOCPEACTB O€30MacHOCTH
MEPCOHANBHBIX JAaHHBIX TMPU WX 00paboTke B HMH(POPMAIMOHHBIX CHCTEMaxX NEPCOHAIBHBIX JaHHBIX C
WCIoJIb30BaHueM cpeacTB aBTomarusanuu (N 149/54-144, 2008, ®CB Poccun);

4) Hacrosimumu TpeGoBaHUSMH.

2.2. OmepaTopbl HECYT OTBETCTBEHHOCTb 33 COOTBETCTBHE IPOBOAMMBIX HWMH MEPONPHUATHH IO
OpraHu3alu 1 00ecrevyeHuI0 0e30MacHOCTH 00pabOTKU C UCIOJIb30BAHUEM KPUITOCPEICTB MEPCOHAIBHBIX
JAHHBIX JIMLEH3MOHHBIM TPEeOOBAHUSAM U YCJIOBHUSAM, 3KCILTyaTallMOHHONM M TEXHMYECKOW JOKYMEHTAlUH K
KPHUITOCPEACTBAM, a TaKKe HAcTOsIUM TpeGoBaHUsAM.

HpI/I OTOM OIICPATOPLI JOJIKHBI oOecneynBaTh KOMILUICKCHOCTD 3al0UTHI NCPCOHAIBHBIX NAHHBIX, B TOM
YHUCJIC TOCPEACTBOM ITPUMCHCHUS HerI/IHTOFpaCbI/I‘IGCKI/IX CpCACTB 3allIMThI.

2.3. Ilpu pa3paboTke U peanu3anyl MEpOINPHUITHI MO OpraHU3alMd U 00ecreYeHHI0 0e30MacHOCTH
IEPCOHATIBHBIX JaHHBIX MpPU MX 00paboTKe B MH(OPMALMOHHON CHUCTEME ONEpaTop WM YIOJIHOMOYEHHOE
OIIEPATOPOM JIUIO OCYLIECTBIISIET:

- pa3pa60TI<y OIS KaXKJIou HH(I)OpMaHHOHHOﬁ CUCTCMbI TMICPCOHAJIBHBIX IOaHHBIX MOJICIN YI'PO3
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0€e30macHOCTH NEPCOHAJIBHBIX NAHHBIX MTPHU UX 06pa60TKe;

- pa3paboOTKy Ha OCHOBE MOJEIH Yrpo3 CHCTEMBI 0€30MacHOCTH TMEPCOHANBHBIX JIAaHHBIX,
o0ecrneunBaroNIel HEHTPaTU3aIUIO BCEX MEPEUUCICHHBIX B MOJICIIN YyTPO3;

- OIpeJeNIEHue HEOOXOIMMOCTH HCIONb30BaHUS KPUITOCPEACTB sl oOecreueHHus Oe30IacHOCTU
NEPCOHATIBHBIX JaHHBIX U, B CIIydae MOJOKHUTEIBHOTO PEIICHNUs, ONIPEIeIEHUEe Ha OCHOBE MOJIENIN YIpo3 LN
UCIIOJIb30BAaHUS KPUIITOCPEACTB Ul 3aILUThl IEPCOHAIBHBIX JAHHBIX OT HEINPAaBOMEPHOI'O WIM CIy4YaiHOTo
JIOCTYIA K HUM, YHUUYTOXKEHUS, U3MEHEHHs, OJJOKMPOBaHUS, KOIMPOBAHHUS, PaCpOCTPaHEHHsI EPCOHATbHBIX
JAHHBIX ¥ (WJIM) UHBIX HETIPABOMEPHBIX JIeHCTBUI MpU UX 00paboTKe;

- YCTaHOBKY M BBOJ B 3KCIUIyaTallMK) KPHUIITOCPEICTB B COOTBETCTBHUM C JKCIUIYyaTallAOHHOM U
TEXHUYECKON JOKYMEHTAIMEN K 3TUM CPEACTBAM;

- TMPOBEpPKY TOTOBHOCTH KpHUIITOCPEACTB K HCIIOJB30BAHUIO C COCTABJICHHEM 3aKIIOYEHHH O
BO3MOXHOCTH UX 3KCIUTyaTalluy;

- o6yquI/Ie JIAL, UCITOJIB3YIOMIUX KPHUIITOCPCACTBA, pa60Te C HUMH,

- H03K3CMHH}IpHLII>'I YUCT MUCIOJB3YCMbIX KPHUIITOCPCIACTB, BKCHHyaTaHHOHHOﬁ U TEXHUYSCKOM
AOKYMCHTAIIMU K HUM, HOCHUTEICH NEPCOHANIBHBIX JAHHBIX;

- y4yeT JMIl, JONYLIEHHBIX K padoTe C KPUNTOCPEACTBAMH, IMPEAHA3HAUEHHBIMU AJIsl OoOecreyeHus
0€30MMacCHOCTH MEePCOHATBHBIX JAHHBIX B MHPOPMAIIMOHHOM cucTeMe (T10Ib30BaTeNu KPUITOCPEICTB);

- KOHTpPOJIb 3a CO6J'IIO,I[6HI/ICM YCJIOBI/II;'I HCIIOJIB30BaHUA KPHUITOCPECIACTB, IPCAYCMOTPCHHBIX
3KCHJ’Iy&T&HHOHHOﬁ U TeXHUYECKOMH ﬂOKYMCHTaHHeﬁ K HUM;

- pa36I/IpaTeJ'ILCTBO U COCTaBJICHHUE 3aKJIIOYCHMH I10 q)aKTaM HapyHICHUA YCJIOBI/Iﬁ XpaHCHUA HOCHTENeH
NCpCOHAJIBHBIX JAaHHBIX, HWCIOJb30BaAHUA KPUIITOCPCACTB, KOTOPLIC MOIyT IIPUBCCTH K HAPYUICHUIO
KOHCi)I/II[CHIII/IaJ'ILHOCTI/I NEPCOHAJIBHBIX JAHHBIX WX APYTUM HAPYIICHHUAM, IPUBOAAIINUM K CHUKCHUIO YPOBHA
3AIIUIICHHOCTHU TCPCOHAJIBHBIX JaHHBIX, pa3pa60TI<y U NPUHATUE MEP IO MPEAOTBPAIICHHUIO BO3MOXXHBIX
OITaCHBIX HOCJ'IGI[CTBI/II\/'I l'IOI[O6HBIX HapymeHI/Ifl,

- ONMCaHUE OPraHU3allMOHHBIX U TEXHUYECKUX MeEp, KOTOphIe omepaTrop 00s3yeTcs OCYIIECTBIATh MpU
obecrieyeHnn 6€30MacCHOCTH MEPCOHANBHBIX JAHHBIX C UCHOJIb30BAHUEM KPHUIITOCPEACTB MPHU X 00paboTKe B
MH(POPMALMOHHBIX CHCTEMAaX, C YKa3aHHEM B YaCTHOCTH:

a) HHJCKCA, YCJIOBHOI'O HAUMCHOBAHHA U PECTUCTPALUOHHBIX HOMEPOB UCIIOJb3YyEMbIX KPUIITOCPCACTB,

0) COOTBETCTBHS pa3MELICHMsT W MOHTaka ammaparypbl W OOOpYyIOBaHUS, BXOJAILIETO B COCTaB
KPHUIITOCPENICTB, TPEOOBAHNUAM HOPMATUBHOMN JTOKYMEHTALMU U NIPaBUJIaM I10JIb30BaHUS KPUIITOCPEACTBAMU;

B) COOTBCTCTBHUA HOMCIHGHHP’I, B KOTOPOM pa3sMCHOICHbI KPHUITOCPCACTBA U XPAHHUTCA KIIHOYCBAd
AOKYMCHTAaIUs K HUM, HACTOALIUM Tpe60BaHI/I}IM C OIMMCAHUEM OCHOBHBIX CPCACTB 3allIUThI;

r) BbINOJIHEHHUsT TpeOoBaHUil K MaTepUaIbHBIM HOCUTENISAM OMOMETPHUECKUX MEPCOHATIBHBIX JAHHBIX H
TEXHOJIOTHSIM XpaHEHUS TaKUX JIaHHBIX BHE MHPOPMAILIMOHHBIX CUCTEM II€PCOHATbHBIX TAHHBIX.

Onucanue MPUHATBHIX MEp JOKHO OBITh BKJIIOYEHO B YBEIOMIJICHHE, NMPEIYCMOTPEHHOE YacThio |
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crathu 22 PenepanbHOro 3akoHa "O nepcoHalIbHBIX JAHHBIX .

2.4. Tlonp3oBaTenu KPUIITOCPEJCTB JOMYCKAIOTCA K paboTe C HUMM IO PEIICHHUI0, YTBEPKIAEMOMY
orneparopoM. Ilpu Hanmmumm 1ByX U OoJiee Moyib30BaTeNeii KPUNTOCPEACTB 003aHHOCTH MEXK/TY HUMH JIOJIKHBI
OBITh pacHpEeeNICHbl C YUYETOM MEPCOHAIBbHON OTBETCTBEHHOCTH 33 COXPAHHOCTh KPUITOCPENICTB, KIIOUEBOH,
9KCIUTYyaTallMOHHON M TEXHUUYECKOHN TOKYMEHTAIIUH, a TAKXKE 32 MOPYUYEHHbIE YUaCTKH PabOThlI.

2.5. ITonp30BaTENM KPUITOCPEACTB O0SI3aHBI:

- HC pas3rjamarb I/IH(l)OpMaLII/IIO, K KOTOpOﬁ OHHU JOITYHICHBI, B TOM YHCJIC CBEACHUA O KPUIITOCPCACTBAX,
KIIFOYCBBIX JOKYMCHTAX K HUM U JPYTUX MEpax 3alllUThI,

- cobmromate TpeOOBaHUS K OOECIEYeHHI0 OE€30MacHOCTH TMEPCOHAIBHBIX JAaHHBIX, TPeOOBAaHUS K
o0ecrneyeHnIo 0€30aCHOCTH KPUIITOCPEICTB U KIIFOUEBBIX JOKYMEHTOB K HUM;

- COO6H_[aTI) 0 CTaBIIMX WM HU3BCCTHBIMHU IIONBLITKAX IMOCTOPOHHHUX JIUL IOJYYUTH CBCACHUA 00
HCIIOJIB3YCMbIX KPUIITOCPCACTBAX HNJIU KIIFOYEBBIX JOKYMECHTAX K HUM;

- HCMCIJICHHO YBCIAOMIIATH OIICpaTOpa O q)aKTaX yTpaTbl UKW HEAOCTAYHU KPUITOCPCACTB, KIIHOUCBBIX
JOKYMCHTOB K HHM, KJII04YeH OT HOMGH.[GHPIIZ, XpaHWJINI, JIUYHBIX neyaTred u o APyrux (baKTax, KOTOPELIC
MOTYT NPUBCCTHU K Ppa3rIalICHUIO 3alIUIIACMBIX IIEPCOHAJIbHBIX TAHHbIX;

- CAAaTb KPUIITOCPCACTBA, OSKCINIYyaTAIMOHHYIO H TCXHHUUYCCKYIO IAOKYMCHTAIIlMIO K HHM, KIHOUYCBBLIC
JOKYMCEHTBI B COOTBETCTBUHU C MOPAAKOM, YCTAaHOBJICHHBIM HACTOAIIMMU Tpe6OBaHI/I$IMI/I, IIpru YBOJIbHCHUU
HJIK OTCTPAaHCHHHU OT MCIIOJTHCHUA 065133HHOCTCI>'I, CBsA3aHHBIX C MUCIIOJIB30BAHUEM KPUIITOCPEACTB.

2.6. OGecneyeHue (yHKIMOHMPOBAHUSA W  OE30MACHOCTH  KPUNTOCPEJACTB  BO3Jaraercss Ha
OTBETCTBEHHOT'O II0JIb30BaTelNsl KPHUITOCPEACTB, HMEIOLIET0 HEOOXOMUMBIN YpOBEeHb KBalHM(UKaluy,
Ha3HayaeMoro MPUKa3oM oleparopa (fajee - OTBETCTBEHHbIHN 0JIb30BaTENIb KPUITOCPEACTB).

Jomyckaercst BO3NokeHHe ()yHKIIMKA OTBETCTBEHHOTO MOJIB30BATENsI KPUIITOCPECTB Ha!
- OJIHOTO U3 MOJb30BaTENEH KPUIITOCPEICTB;

- Ha CTPYKTypHOE TOJpa3felieHue WIH JODKHOCTHOE JHIO (paboTHHKA), OTBETCTBEHHBIX 3a
obecrnieueHre Oe30MaCHOCTH MEPCOHATBHBIX JaHHBIX, HA3HAYAEMBIX OIIEPATOPOM;

- Ha CIIeUaJIbHOE CTPYKTYpPHOE MOJpa3JielieHUe MO 3alllUTe rocyJapCTBEHHON TaiHbI, UCIIOJIb3YIOIIee
JUISL 3TOTO MH(PPOBATIEHBIE CPE/ICTBA.

2.7. OTBETCTBEHHbIE TOJH30BATENN KPUNTOCPEICTB JOJDKHBI UMETHh (PYHKIHMOHAJIBHBIE OOS3aHHOCTH,
pa3zpaboTaHHbIE B COOTBETCTBUH C HACTOAIUMHU TpeOOBaHUIMHU.

2.8. Ilpu ompeneneHuHn OOS3aHHOCTEH MOJIB30BATEN KPUIITOCPEACTB HEOOXOJUMO YUHUTHIBATH, YTO
0e30MacHOCTh 0OPaOOTKH C UCTIOIB30BAHUEM KPHUIITOCPECTB MEPCOHANBHBIX JAHHBIX 00€CIIeYrBACTCS:

- COONIOZICHHEM TOJb30BATEISIMA  KPUNTOCPEJACTB KOH(UICHIMAIBHOCTH MpHU OOpalleHuH Co
CBEJICHUSIMH, KOTOPbIE MM JOBEPEHBI WM CTalld HM3BECTHHI MO paboTe, B TOM YHUCIIE CO CBEICHUSIMH O
(YHKIIMOHMPOBAHUHU U TIOPAIKE OoOecredeHus: Oe30MacHOCTH MPHUMEHSEMBIX KPHIITOCPEICTB MU KITFOUEBBIX
JOKyMEHTaX K HUM;
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- TOYHBIM BBIIIOJIHCHUCM II0JIB30BATCIISIMU KPUIITOCPEACTB Tpe60BaHPIfI K o0ecrneyeHnIo 0e30IacHOCTH
NCPCOHAJIBHBIX JAHHBIX;

- HAJEKHBIM XPAaHEHHEM OKCIUIyaTallUOHHOM M TEXHUYECKOM JOKYMEHTAlMU K KPHUIITOCPEACTBaM,
KITIOYEBBIX JOKYMEHTOB, HOCUTENIEH HH(OPMAIH OTPAHUICHHOTO PACIIPOCTPAHECHHUS;

- o0OecreyeHneM INPUHATBEIX B COOTBETCTBUH C Tpe60BaHI/I$IMI/I K MaTCpruaJIbHbBIM HOCHUTCIIAM
6I/IOMeTpI/I‘ICCKI/IX NEPCOHATIPHBIX OAHHBIX W TCXHOJOIHUAM XpaHCHHSA TaKUX AaHHBIX BHE I/IH(i)OpMaI_II/IOHHBIX
CUCTEM IICPCOHAJIbHBIX JAaHHBIX MEP;

- CBOCBPCMCHHBIM BBIABJIICHUCM IOIIBITOK IMOCTOPOHHUX JIMI[ IMOJYYUTH CBCACHHA O 3alUIIACMBIX
NCPCOHAJIBHBIX JAHHBIX, 00 HCIIOJIB3YCMBIX KPHUIITOCPCACTBAX WJIM KIIFOYCBBIX JOKYMCHTAX K HUM;

- HEMEJUICHHBIM TMPUHATHEM MEp 10 TPEIyNpPEekKJACHUI0 pa3TIalliCHHs 3allAIIaeMbIX ITePCOHATBHBIX
JAHHBIX, a TAK)KE BO3MOXXHOW MX YTCUKH TPH BBISBICHUU (PAKTOB yTpaThl HIM HEJOCTAYM KPUITOCPEICTB,
KJIFOYEBBIX JIOKYMEHTOB K HHUM, yJIOCTOBEPEHHMH, MPOITYCKOB, KIIOYEW OT MOMEIICHUH, XpaHWIHII, cel(oB
(MeTammuueckux mKkadoB), TNIHBIX TeYaTeH U T.1.

2.9. Jluna, odopmisiemble Ha pabOTy B KadecTBE IMOJIb30BaTeneil (OTBETCTBEHHBIX MOJIB30BATENCH)
KPUIITOCPEACTB, JTOJKHBI OBITh O3HAKOMIICHBI C HACTOSIIIUMHU TpeOOBaHWSIMH M JIPYTHMH JTOKyMEHTAMU,
perIaMeHTHPYIOIIMMUA OpTraHu3aIuio U obecreueHne Oe30MacCHOCTH TEPCOHANBHBIX JaHHBIX TMPUH HX
00paboTke B MH(POPMAIMOHHBIX CHCTEMAaX, MO/l PACIIUCKY U HECYT OTBETCTBEHHOCTH 32 HECOOIOJCHUE UMU
TpeOOBaHMIl yKa3aHHBIX TJOKYMEHTOB B COOTBETCTBHH C 3aKOHOAATeIbCTBOM Poccuiickoit deneparuu.

2.10. Texymuit KOHTpOJb 3a OpraHU3anueil u oOecreueHHeM (PYHKIIMOHUPOBAHUS KPHUITOCPEICTB
BO3JIaraeTcsi Ha omepaTopa W OTBETCTBEHHOTO IOJI30BATENsl KPUIITOCPEACTB B Mpelenax HX CIyKeOHBIX
HOJIHOMOYHH.

2.11. KoHTpo:b 3a opranu3anuei, obecreueHneM QyHKIMOHUPOBAHKS U O€30MMaCHOCTH KPUTITOCPECTB,
MpeTHa3HAuYeHHBIX TSl 3alIMThI TIEPCOHANBHBIX JAHHBIX MPH UX 00paboTKe B MH(OPMAIIMOHHBIX CHCTEMax
IIEPCOHANIBHBIX JaHHbIX, OCYIIECTBIISAETCS B COOTBETCTBUHU C JIEHCTBYIOLIMM 3aKOHOAATENIbCTBOM Poccuiickoit
denepanuu.

2.12. B cayyae HEOOXOOUMOCTH B3aUMOJEHCTBHS OINEpPaTOpOB HH(POPMAIMOHHBIX CHCTEM IpH
WCTOJIB30BAHUU KPUNTOCPEACTB sl oOecrieueHus: 0e30macHOCTH 00pabOTKH MEPCOHAIBHBIX JAHHBIX IS
OpTaHU3aIH B3aMMO/ICHCTBHSI KPUIITOCPEACTB MO PEIICHHUIO OTIEPATOPOB MEPCOHAIBHBIX TAHHBIX BBIIEISIETCS
KOOPJMHUPYIOIINN OpraH, OTBETCTBEHHBIN 3a oOecriedeHrne 0€301MacHOCTH MEPCOHATBHBIX JTaHHBIX, YKa3aHUs
KOTOPOTO SIBJIIFOTCS 00s13aTEIbHBIMU JUIs BCEX MOJIb30BATENEH KPUIITOCPEICTB.

3. Iopsiiox obpalieHus ¢ KpUNTOCPEACTBAMH U KPUIITOKIIOYaMH
K HUM. MeponpusaTis Ipy KOMIIPOMETALUHA KPUIITOKIIIOYEH

3.1. [Tonb3oBaTenu KpUNTOCPEACTB O0S3aHbI:
- He pa3riiamarh MHGOPMAIUIO O KITFOUEBbIX JTOKYMEHTAX;
- HE JIOIyCKaTh CHATHE KOIHI C KIIIOUEBBIX JOKYMEHTOB;

- HE JIOIYCKaTh BBIBOJI KIIFOUEBBIX IOKYMEHTOB Ha quciuieit (Monutop) [I13BM unu npunrep;
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- He JIOIyCKaTh 3alliCH Ha KIF0YEBOIl HOCUTENb NOCTOPOHHEH HH(pOopMaIH;
- HE JI0ITyCKaTh YCTAHOBKH KJIFOYEBBIX JOKYMEHTOB B Apyrue [I9BM.

3.2. Ilpu HEOOXOAMMOCTH Tepenayd MO TEXHUYECKHM CpPEICTBaM CBSI3U CIIY>KEOHBIX COOOLICHUN
OTPaHUYEHHOTO JOCTYIA, KACAIOUIMXCS OpraHu3alMd W oOecredeHus (HyHKIMOHHUPOBAHUS KPHUIITOCPEICTB,
yKa3aHHbIE COOOILIEHHs HEOOXOOMMO IepeaBaTh TOJNBKO C HMCIIOJIb30BaHMEM KpunrtocpelcTs. Ilepenada mo
TEXHUYECKUM CpPEICTBAM CBSA3M KPUNTOKIIOYEH He JIONyCKaeTcs, 3a HCKIIOUYEHHEM  CIEIHaIbHO
OpPraHU30BaHHBIX CHCTEM C JCLEHTPATN30BaHHBIM CHA0KEHHUEM KPUITOKIIOUaMHU.

3.3. KpunrocpeactBa, ucnoibzyemsbie i obecredeHnss 0€30MacHOCTH MEePCOHATBHBIX JTaHHBIX TPU UX
00paboTke B WH(MOPMAIMOHHBIX CHCTEMaX, MOMJEKAT y4eTy C HCIOJIb30BAHMEM WHICKCOB WM YCIOBHBIX
HAaUMEHOBAHHI U PETUCTPALIMOHHBIX HOMEPOB.

[lepeyeHr WHIOEKCOB, YCIOBHBIX HAMMEHOBAaHWW M PETUCTPAIMOHHBIX HOMEPOB KPHUIITOCPEICTB
onpenensercs DeaepanbHOl Ciry»)00i 6e3omacHocTu Poccuiickoit denepanun.

3.4. Mcnonb3yeMble WM XpaHUMBIE KPUIITOCPEACTBA, IKCIUTyaTallMOHHAs U TEXHUYECKAs JOKYMEHTALUs
K HHMM, KIIFOYEBbIC JIOKYMEHTHI MOJJIeKAT MOAK3EMIUIAPHOMY yueTy. PekomeHmyemble (popMbl IPUBEICHBI B
[Ipmnoxxennn N 2. Ilpu 3ToM mNporpaMMHbIE KPUITOCPEACTBA JIOJDKHBI YUYUTBHIBATHCSA COBMECTHO C
amnmapaTHBIMA CPEJICTBAMH, C KOTOPBIMH OCYIIECTBIISIETCS WX INTaTHOe (yHKIHMOHMpoBaHWe. Ecmu
anmapaTHble WIH annapaTHO-IPOrpaMMHBIE KPHUIITOCPEICTBA MOAKIIOYAKOTCA K CHCTEMHOW IIMHE WIH K
OJTHOMY U3 BHYTPEHHHMX MHTEp(EHCOB amnnapaTtHbIX CPEJCTB, TO TAKUE KPUITOCPEACTBA YUUTHIBAIOTCS TAKKE
COBMECTHO C COOTBETCTBYIOILMMH alIAPATHBIMU CPEACTBAMM.

Enununeit mo3K3eMIUIIpHOTO ydeTa KIIOUEBBIX JOKYMEHTOB CUMTAETCA KIIFOUEBOW HOCHUTENb
MHOTOKPaTHOTO UCTIOJB30BaHUs, KITFOUEBOW OJIOKHOT. ECIIM OJIMH U TOT K€ KIIF0UEBOH HOCUTEIIb MHOTOKPATHO
WCTIONB3YIOT JUTSl 3aMMCH KPUTITOKITIOUEH, TO €T0 KaX bl pa3 CileayeT PeTuCTPUPOBATh OTJAEIBHO.

3.5. Bce nomydeHHbIe 3K3eMIUISIPhl KPUNTOCPEACTB, IKCIUTYaTAlIMOHHON U TEXHUYECKON JTOKYMEHTAIMU
K HUM, KJIIOYEBBIX JOKYMEHTOB JIOJDKHBI OBITh BBIJAHBI MOJI PACIHCKY B COOTBETCTBYIOLIEM >KypHaje
MO9K3EMIUISIPHOTO y4yeTa MOJb30BaTeIsIM KPUNTOCPEICTB, HECYIIUM MEPCOHATIBHYI0 OTBETCTBEHHOCTh 32 UX
COXPaHHOCTb.

OTBETCTBEHHBIA I10JIB30BATECIIb KpUIITOCPCACTB 3aBOAUT ©W BCACT HA KaAXIOro I10JIB30BATCIA
KpUIITOCPECACTB J'H/IIICBOﬁ C4CT, B KOTOPOM PETUCTPUPYCT UYHUCITAINHUECA 3a HHMHU KPUITOCPCIACTBA,
OKCILTYaTalHOHHYIO U TEXHUYCCKYIO JOKYMCHTAIIUIO K HUM, KITFOUCBBIC JOKYMCHTHI.

3.6. Ecnm skcIutyaTallMOHHOM M TEXHUYECKOW JTOKYMEHTAllMed K KPUMNTOCPEICTBAM MPELyCMOTPEHO
IPUMEHEHHE PAa30BbIX KIIOUEBBIX HOCHTENEH WM KPUNTOKIIOYM BBOAAT W XpaHAT (Ha BeCh CPOK HX
NEHCTBHS) HEMOCPEACTBEHHO B KPUIITOCPEJCTBAX, TO TAKOW Pa30BBINA KIIOYEBOM HOCHTEIh WU JIEKTPOHHAS
3alUCh COOTBETCTBYIOIIETO KPUNTOKIIOYA JIOJDKHBI PETUCTPUPOBATHCS B TEXHUYECKOM (ammapaTHOM)
KypHase, BEAyIIEeMCS HENOCPEICTBEHHO I0Jb30BaTENeM KPHUNTOCPEACTB. B TexHuueckom (ammapaTHOM)
KypHaJIe OTPAKAIOT TaKXKe JaHHBIC 00 IKCIUTyaTaIlliy KPUIITOCPEACTB U APYTHE CBEJACHUS, TPEAYCMOTPEHHBIC
IKCIUTYaTAIlMOHHOW M TEXHMYECKOW MTOKyMEHTalue. B WHBIX ciydasX TEeXHWYECKHUH (aImapaTHBIN) KypHaT
Ha KPUIITOCPEJCTBA HE 3aBOAMTCA (€CIIM HET MPSMBIX YKa3aHW O €ro BEJCHHH B AKCIUTYyaTal[MOHHON WU
TEXHUUYECKOHN JOKYMEHTAIlMH K KpunTocpeacTtBaMm). TumoBas gopma TEXHUYECKOTO (aIMapaTHOTo) KypHala
npuseaeHa B [Ipunoxennn N 3.
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3.7. Hepez[aqa KpHUIITOCPCACTB, SKCHHyaTaHI/IOHHOﬁ U TEXHUUYECKOM JOKYMCHTAallUU K HHUM, KIIFOUCBBIX
AOKYMCHTOB JOITYCKACTCA TOJIBKO MCKAY IMOJIb30BATCIIIMU KPUIITOCPCACTB U (I/IJ'II/I) OTBCTCTBCHHBIM
MOJIB30BATCJICM KPUIITOCPECACTB IO PACHHUCKY B COOTBCTCTBYIOIIUX JKYypHaJIaX ITO3K3CMINIAPHOIO YUCTa.
Taxas nepeaada MCEXay IHOJbL30BATCIIAMH KPUIITOCPEACTB AOJIKHA OBITH CaHKIIMOHHWPOBaHAa OTBCTCTBCHHBLIM
II0JIB30BATECJIEM KPUIITOCPEACTB.

3.8. ITons30BaTenu KPHUIITOCPEACTB XpaHAT HHCTAJUIMPYIOIIHUEC KpUIITOCPECACTBA HOCHTCIINU,
OKCIUTYATalUOHHYIO U TCXHUYCCKYIO JOKYMCHTALUIO K KPUIITOCPECACTBAM, KIIFOYCBBIC NOKYMCHTHI B H_IKaq)aX
(HIJ_II/IKaX, XpaHI/IHI/IH_[aX) WHAUBUAYAJIBHOT'O IIOJIb30BAHUSA B YCJIIOBUAX, HUCKIIHOYAROIINUX 6€CKOHTpOHBHBII>'I
AOCTYII K HUM, a TAKIKC UX HCIIPCAHAMCPCHHOC YHUYTOXKCHHUC.

[Tonmp30BaTenn KPUNTOCPEACTB MPEIYyCMATPUBAIOT TakXKe pasfelbHOoe Oe30MacHoe XpaHeHHe
JEHCTBYIONIUX W PE3CPBHBIX KIIOUEBHIX JOKYMEHTOB, MPEIHA3HAYCHHBIX I NPUMEHCHHS B CIydae
KOMIIPOMETAINH JEHCTBYIOMIUX KIFOUYEBBIX TOKYMEHTOB.

3.9. AmnmapaTHble CpeICTBAa, C KOTOPBIMH OCYIIECTBISIETCS INTaTHOE (DYHKIMOHUPOBAHUE
KPUIITOCPEACTB, a TaKXe amnmapaTtHble U alnapaTHO-MPOTPAaMMHBIE KPUIITOCPEACTBA JOJKHBI  OBITh
000pyI0BaHbI CPEACTBAMH KOHTPOJISI 32 HX BCKPBITHEM (OIeYaTaHbl, OTUIOMOMPOBaHBI). MecTo onevaTbiBaHUS
(orTOMOMpPOBaHMS) KPUTITOCPEJCTB, aMMapaTHBIX CPEICTB JOMKHO OBITh TaKUM, YTOOBI €r0 MOXHO OBLIO
BH3yaJIbHO KOHTPOJIMPOBATh. [Ipy HAMMUUKU TEXHUYECKON BO3ZMOXKHOCTH Ha BPEMSsI OTCYTCTBHS TIOJIb30BaTENICH
KPUITOCPE/ICTB YKa3aHHbIE CPEACTBA HEOOXOUMO OTKIIIOYATh OT JMHHUH CBS3H U yOHpaTh B OlNEeYaThIBAEMbIE
XpaHUIHIIA.

3.10. KpunrocpencTsa u KIOYEeBbIe JOKYMEHTBI MOTYT JOCTAaBISATHCS (DeIbABErepcKoil (B TOM 4YHCIIEe
BEJIOMCTBEHHOM) CBSI3bI0 UJIM CO CHEIUAIBHO BBIJICIIEHHBIMU OIEPATOPOM OTBETCTBEHHBIMH IMOJIb30BATEISIMU
KPUIITOCPEACTB M COTPYIHUKAMHU TIPH COONIOACHUU MEpP, HCKIIOYAIONIMX OECKOHTPOJBHBIH JOCTYyI K
KPUNTOCPEACTBAM M KIFOUEBBIM JOKYMEHTAM BO BPEMsI JIOCTABKH.

:‘)KCHJ'IyaTaI_[I/IOHHYIO U TEXHHUYCCKYHO JOOKYMCHTAIIMIO K KPHUIITOCPEACTBAM MOXKHO IIE€PECHIIATH
3aKa3HbIMHU WJIN NECHHBIMU TOYTOBBIMHU OTIIPABJICHUSMU.

3.11. Jlns mepechbUIKH KPUIMTOCPEACTB M KIIOUEBHIX JOKYMEHTOB OHHU JOJDKHBI OBITh MOMEIICHBI B
MPOYHYI0 YIAKOBKY, HCKIIOYAIONIYI0 BO3MOXHOCTh HX (DU3MUYECKOTO TOBPEXKICHUS U  BHEIIHETO
BO3/ICUCTBHS, B OCOOCHHOCTHM Ha 3alMCaHHYIO KIIOUeBYH HHQopmanuio. KpunrocpencrtBa mepechuialoT
OTJIETTHHO OT KJIFOYEBBIX JIOKYMEHTOB K HMM. Ha ymakoBKax yKa3bpIBalOT OIEpaTopa WM OTBETCTBEHHOTO
MOJIb30BATENsl KPUIITOCPEACTB, JJISi KOTOPBIX ATH YMAaKOBKU MpefHa3HauyeHbl. Ha Takux ynakoBKax JAenaroT
nomeTky "JInyHO". YIIaKkOoBKHM OMEYaThIBAIOT TAKUM 00pa3oM, YTOOBI HCKIII0YATACh BO3MOKHOCTD U3BJICUEHUS
W3 HUX COACPKUMOTo 0e3 HapyIIeHUs YIaKOBOK U OTTHCKOB MEYATH.

Jlo mepBoHAYANBHOW BBICHUIKM (WJIM BO3BpAIEHUS) aapecaTy COOOMIAIOT OTACTbHBIM MHCHhMOM
OIMCAaHNE BHICBUIAEMBIX €My YIIaKOBOK M IeYaTei, KOTOPBIMH OHH MOTYT OBITh OIleYaTaHBEI.

3.12. Jlma mepechbUIKM KPHUOTOCPEACTB, SKCILNTyaTAlMOHHOM W TEXHUYECKOW TOKYMEHTaluh K HHM,
KJIIOYEBBIX JJOKYMEHTOB CJIEIYET MOJATOTOBUTH COMPOBOIUTEILHOE MUCHMO, B KOTOPOM HEOOXOJUMO YKa3aTh:
YTO TOCHUTAETCSA W B KAKOM KOJUYECTBE, yUeTHbIE HOMEpa HU3JENHi WU JOKYMEHTOB, a TaKke Mpu
HE0OXOMMOCTH Ha3HAUYEHHE U TOPSIOK HCIOJNB30BAHMS BHICHUIAEMOTO OTmHpaBieHUs. ConmpoBOAUTEIHHOE
MHUCHMO BKJIQ/IBIBAIOT B OJIHY U3 YIAKOBOK.

3.13. IlomyueHHble YIMAKOBKM BCKpPBIBA€T TOJILKO OMNEPATOp WA OTBETCTBEHHBIH TOJB30BaTElb
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KPUNTOCPENACTB, MAJi1 KOTOPHIX OHM TMpelHa3HaueHbl. Eciu comepkuMoe TOTyYeHHOW YIaKOBKH HeE
COOTBETCTBYET YKa3aHHOMY B COINPOBOJMTEILHOM INMHCbME WJIM CaMa YINAaKOBKa M MEYaTh - MUX ONHCAHHIO
(OTTHCKY), a TaKKe €ClIi YIaKOBKa TMOBPEXKJICHA, B Pe3ybTaTe 4ero o0pa3oBajcsi CBOOOIHBIA OCTYI K €€
COACPIKMMOMY, TO IMOJYy4aTCb COCTABJIACT aKT, KOTOpLIfI BBICBUIACT OTIIPABUTECIIIO. HOJ’Iy‘-ICHHI)IG C TaKUMHn
OTIPABJICHUAMU KPUIITOCPCACTBA M KIIOYCBBIC JOKYMCHTBI 0 IIOJIYYCHUSA YKaBaHI/Iﬁ OT OTHPaBUTECIIA
NPUMEHSATH HE pa3peniaeTcs.

3.14. Ilpu oOHapy>XeHUM OpPaKOBAHHBIX KJIHOYEBHIX JTOKYMEHTOB WM KPUNTOKIIOYEH OAMH SK3EMIUIP
OpaKOBaHHOT'O M3AEIH CIEAYeT BO3BPATUTh U3TOTOBUTEIIO JUIsl YCTAHOBJICHHUS MIPUYUH MPOMCLIEIIIET0 U X
YCTpaHEHUs] B JAJbHEHIIEM, a OCTaBLIMECS OHK3EMIULIPbl XPaHUTh 1O IOCTYIUIEHUS JIONOJHUTEIbHBIX
yKa3aHUN OT U3TOTOBUTEIIS.

3.15. [lonydeHue KpUNTOCPEICTB, IKCIUTYATALIMOHHON U TEXHUYECKON JOKYMEHTAIIMU K HUM, KITFOYEBBIX
JOKYMEHTOB JOJKHO OBITh MOJATBEPXKIIEHO OTIPABUTENI0 B COOTBETCTBHM C MOPSAKOM, YKa3aHHBIM B
COMPOBOIUTENLHOM THchbMe. OTHpaBUTeNb 00s53aH KOHTPOJIUPOBATH JOCTABKY CBOUX OTHpaBIECHUM
aapecaram. Ecim oT ajgpecata CBOEBPEMEHHO HE TMOCTYIWJIO COOTBETCTBYIOUIETO TOJITBEPKACHUS, TO
OTMPABUTENIb JIOJDKEH HANpaBUTh €My 3alpoc M MPUHIATH MEpPhl K YTOUYHEHHIO MECTOHAXOXKICHUS
OTIPaBJICHHIA.

3.16. 3aka3 Ha W3rOTOBIICHHE OYEPEIHBIX KIIFOYEBBIX JOKYMEHTOB, MX M3TOTOBJIEHHE M PACCBUIKY Ha
MecTa MHCIOJb30BaHUSA JUIsI CBOEBPEMEHHOM 3aMEHbl JEWCTBYIOIIUX KIFOUEBBIX JOKYMEHTOB CIEIYyeT
NPOM3BOJIUTH 3a0JaroBpeMEeHHO. YKa3aHHEe O BBOJE B JIEHCTBHE OYEPEIHBIX KIIIOUEBBIX JOKYMEHTOB MOXKET
ObITh JAaHO OTBETCTBEHHBIM IIOJIb30BAaTEIEM KPHUIITOCPEACTB TOJIBKO IIOCIE TMOCTYIUICHHS OT BCeX
3aNMHTCPCCOBAHHBIX MOJIb30BaTEeNICH KPpHUIITOCPCACTB IMOATBCPKACHUA O TMOJIYYCHHU HMHU OUYCPCAHBIX
KIITOYCBBIX JOKYMCHTOB.

3.17. Heucnonb30BaHHbICE WM BBIBEJACHHBIE W3 JCHCTBUS KIIOYEBBIE JOKYMEHTHl TOJIEKAT
BO3BPAIIICHUIO OTBETCTBEHHOMY IIOJIb30BATEII0 KPUITOCPEJACTB WM IO €r0 YKa3aHWIO JIOJDKHBI OBITh
YHHAUYTOXEHBI HA MECTE.

3.18. YHUYTOXEHUE KPUIITOKIIIOUEH (MCXOIHON KIF0YeBOM MH(POPMALIMN) MOXKET IPOU3BOIUTHCS ITyTEM
(U3NYECKOTO YHUYTOXKEHHS KIIFOUEBOTO HOCHUTEIS, HA KOTOPOM OHM PACIIOJIOKEHBI, WU IyTeM CTUPAaHUS
(pa3pyIiieHus) KpUNTOKIIOYCH (MCXOAHOW KITF04YeBoi nH(popManun) 0e3 MOBPESKICHUS KITFOYEBOTO HOCHTEIS
(nns obecrnieueHuss BO3MOKHOCTH €M0 MHOTOKPATHOT'O UCTIOIb30BaHUS).

Kpunrokmtoun (MCXOJHYIO KIIOUEBYIO HMH(OPMAIMIO) CTUPAIOT IO TEXHOJOIMM, HNPUHATOW JUIs
COOTBETCTBYIOIIUX KIIFOUEBBIX HOCUTENEH MHOTOKPATHOTO MCIIOJIb30BAaHUS (JIUCKET, KOMIIAKT-IHUCKOB
(CD-ROM), Data Key, Smart Card, Touch Memory u T.1.). HenmocpencTBeHHble OeHCTBUS MO CTHPAHHIO
KPUNTOKIIOUEH (MCXOMHOW KIIIOYeBOH WMH(pOpMAIMK), a TaKKe BO3MOXKHBIE OrpaHMUYCHHsS Ha JajbHEHIIee
MPUMEHEHHE COOTBETCTBYIOIINX KITFOUEBBIX HOCUTENEH MHOTOKPATHOTO HCIOJIB30BAHUS PETIIAMEHTHPYIOTCS
IKCIUTYaTallAOHHOW M TEXHWYECKOW JOKYMEHTAIlMe K COOTBETCTBYIOIIMM KPHUITOCPEACTBAM, a TaKXKe
yKa3aHUSIMU OpraHU3aliK, IPOM3BOIUBIIEH 3aIIMCh KPUITOKIIOUEH (MCXOAHOM KIIt04eBON MH(OpMaIK).

KiroueBble HOCHUTENIM YHUUYTOXKAIOT MyTeM HAHECCHHS UM HEYCTPAHUMOTO (PU3UYECKOTO MOBPEKICHHUS,
HCKITIOYAIONIET0 BO3MOXKHOCTh WX HCIIOJNB30BAHMS, a TAaKKE€ BOCCTAHOBJICHUS KIIOYEBOW HWH(MOpMAIIUU.
HemocpencrBennple  NEHCTBUST 1O  YHUYTOXKCHHIO  KOHKPETHOTO  THMA  KIIOYEBOTO  HOCHUTEIS
PETTIAMEHTHPYIOTCS  OKCIUTyaTallAOHHOW H  TEXHWYCCKOW  JOKYMEHTAaIlie K  COOTBETCTBYIOIIUM
KPHUIITOCPEACTBAM, & TaKXKe yKa3aHWSIMH OPTaHU3AIHMH, IPOW3BOJIMUBIICH 3alMCh KPUNTOKITIOUEH (MCXOIHOU
KJIF0UeBOW MH(pOpMaIun).
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BymakHble W MpodYne CropaeMble KIIOYEBbIE HOCHUTENH, & TaK)Ke SKCIUTyaTAllMOHHYI0 U TEXHHUYECKYIO
JOKYMCHTAIIMI0 K KPUITOCPEJACTBAM YHHUUTOXKAKOT TYTEM CKUTAHUS WIH C TOMOIIbI0  JTFOOBIX
OyMarope3aTeIbHBIX MaIlliH.

3.19. Kpunrtocpenctsa yHUYTOXKAIOT (YTWIM3UPYIOT) TIO PEIICHUIO OIMEparopa, BIIAJICIONIETO
KpUIITOCPEACTBAMHU, U C YBEIOMIICHHMEM OpPraHHW3alMd, OTBETCTBEHHOW B cooTBercTBMM ¢ [IK3-2005 3a
OpraHU3aLMIO MO3K3EMIUIIPHOTO y4eTa KpUITOCPEICTB.

HameueHnHnble K yHHUTOXXKEHHUIO (YTHIW3alMK) KPUNTOCPEICTBA MOMJIEKAT H3BATHUIO M3 amMapaTHBIX
CPEICTB, C KOTOPbIMH OHH (YHKIHOHHUpOBaNU. [Ipy 3TOM KpUNITOCPEACTBA CUMTAIOTCA H3BATBIMU W3
almapaTtHblX CPEACTB, €CJIM  HCIOJIHEHA MPEAYyCMOTPEHHAas HSKCIUTyaTalMOHHOM H  TEXHUYECKOU
JMOKyMEHTAIlMel K KPHUMITOCPEACTBAM MpOLEaypa YAAJICHHUS MPOrpaMMHOTO OOECredeHus KPUIITOCPENICTB U
OHU TTOJTHOCTBIO OTCOEIMHEHBI OT armapaTHbIX CPEJICTB.

3.20. Ilpurogusle Ui AadbHEHUIIErO HMCIOJIB30BAaHUS y3/bl W JI€Tajld allapaTHBIX CPEACTB OOIIEro
Ha3HAueHMs, He TMpeJHa3HaueHHbIE CIELUUATbHO Ui allapaTHOW pealu3aluud KpUNTOrpaduyecKux
QITOPUTMOB WJIM MHBIX (YHKIMHA KPHUITOCPEACTB, a TAaKXKe COBMECTHO paboTaroliee ¢ KpUITOCPEACTBAMHU
o0opyaoBaHue (MOHHMTOPBI, NPUHTEPHI, CKAHEpHl, KJIaBHATypa M T.N.) Pa3pelIaeTcsl HMCIOJb30BaTh IOCIE
YHUYTOXKEHUSI KPUNTOCPEACTB Oe3 orpanmdeHuid. [Ipm sTomM mHpOpMamms, KOTOpask MOXKET OCTaBaThCS B
yCTpoicTBax mamsiTH o0OpyA0BaHuUs (HampuMep, B IPUHTEPAX, CKaHEPax), OJKHA ObITh HA/IEKHO yAalieHa
(cTepra).

3.21. KiroueBbie JOKYMEHTBHI IOJDKHBI OBITh YHUUYTOXKEHBI B CPOKHU, YKa3aHHBIE B OKCILTyaTallUOHHOW U
TEXHUYECKOM JOKYMEHTAallMM K COOTBETCTBYIOIIMM KPHUIITOCPEACTBAM. ECIM CpOK YHUUTOXKECHUS
SKCIUTyaTallMOHHOM M TEXHUYECKON JJOKyMEHTAIIMEH HE YCTAaHOBJICH, TO KIJIFOUEBBIC JOKYMEHTHI JIOJKHBI OBITh
YHUYTOXKEHbI He mo3aHee 10 cyTok mocie BbIBOAA WX U3 JEHUCTBUS (OKOHYAHMSI CpoKa NeucTBusi). Dakt
YHUYTOXKEHUS O0(QOPMIISIETCS B COOTBETCTBYIOIIMX KypHajaxX MOIK3EMIUIIPHOTO ydera. B 3T xe cpoku ¢
OTMETKON B TEXHUYECKOM (ammapaTHOM) KypHaye MOoJIeKaT YHUUTOKEHUIO Pa30BbIe KIIOUEBbIE HOCUTEIH U
paHee BBEJICHHAs M XpaHAIIAsCs B KPUIITOCPEACTBAX WJIM MHBIX JOMOJIHUTENbHBIX YCTPOMCTBAX KIHOYEBas
uH(pOpMaIKsi, COOTBETCTBYIOIIAs  BBIBEACHHBIM W3  JICUCTBUSA  KPHUITOKIIOYAM;  XpaHSIIHecs B
KpunTorpaguuecku 3aUIIeHHOM BUIC JaHHbBIE ClIeyeT nepemunpoBaTh Ha HOBBIX KPUTITOKITIOYAX.

3.22. PazoBble KIIOUEBBIE HOCHTEIHM, a TaKXe OJIIEKTPOHHBIE 3alMCH KIOYEBOMH HH(MOpMAIHH,
COOTBETCTBYIOIIECH BBHIBEACHHBIM W3 JCHCTBUS KPHIITOKIIFOYAM, HETIOCPEICTBEHHO B KPUITOCPEICTBAX WU
MHBIX JIOTIOJTHUTEIBHBIX YCTPOMCTBAX YHUUTOXKAIOTCS MOJIB30BATENSIMH ITUX KPUIITOCPECTB CAMOCTOATEIILHO
IO/ PACIIMCKY B TEXHHYECKOM (armapaTHOM) KypHaJe.

KntoueBble JOKYMEHTHI YHUUTOXKAIOTCS JTMOO MOJB30BATEISIMH KPHUIITOCPEACTB, MO0 OTBETCTBEHHBIM
MOJIb30BaTEIeM KPHUIITOCPEACTB MO PACIUCKY B COOTBETCTBYIOIIMX JKypHAlax IMOJK3EMIUIIPHOTO ydeTa, a
YHHYTOKEHHE OOJBIIOTO O0beMa KIFOYEBBIX JOKYMEHTOB MOXKET OBITh OQopmiieHO akToM. [Ipm sTOoM
MOJTE30BATEIISIM KPHUIITOCPENICTB Pa3pelIaeTcsl YHUITOXKATh TOJIBKO HMCIIOJIb30BAaHHBIE HETIOCPEICTBEHHO MMU
(mpenHa3HAUYEHHBIE I HUX) KpUOTOKIIOUH. Ilocie yHHUYTOXKEHHS MOJIb30BATEIH KPHUIITOCPEACTB JIOJDKHBI
yBEAOMUTh 00 3TOM (TenedOHOrpaMMOil, YCTHBIM COOOIIEHHEM MO TeneoHy M T.I.) OTBETCTBEHHOTO
MOJIb30BATENsl KPUITOCPECTB ISl CIIMCAHUST YHUUTOXEHHBIX JIOKYMEHTOB C MX JIMIEBBIX CYETOB.

YHUYTOXKEHHE [0 aKTy HPOM3BOJUT KOMUCCUS B COCTaBE HE MEHEE [BYX 4YEJIOBEK M3 4YHCJa JIULI,
JOTYIIEHHbIX K TOJb30BAaHUIO KPUNTOCPEACTB. B akTe yka3plBaeTcs, 4TO YHHUYTOXKAETCSI M B KaKOM
KoJuuecTBe. B koHIle akTa AenaeTcst uToronas 3anuch (udpamMu 1 IPONUCHIO) O KOJIMYECTBE HAMMEHOBAHUN
U SK3EMIUIIPOB YHUUYTOKAEMbIX KIIOYEBBIX JOKYMEHTOB, MHCTAJUIMPYIOLIMX KPUIITOCPEICTBA HOCHUTEIEH,
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3KCHHyaTaHHOHHOﬁ 1 TEXHUUYECKOM JAOKYMCHTAaIUU. I/ICHpaBHCHI/IH B TCKCTC aKTa AOJIXKHBI OBITE OT OBOPCHBI U
3aBCPCHBI MOAIMNCAMU BCCX YJIICHOB KOMHUCCHUHU, MPUHHUMABIIUX YYaCTHUC B YHUUYTOXCHHUMU. @) MMPOBCACHHOM
YHHUYTOKCHHUHU ACTAOTCA OTMETKH B COOTBCTCTBYIOIIUX KYypHaJIaX MO3K3CMINIAPHOIO yUcTa.

3.23. KpunrTokiato4yu, B OTHOIIEHHWH KOTOPHIX BO3HHUKIO MOJO3PEHHE B KOMIPOMETALMH, a TaKkKe
)ICI\/'ICTBYIOHH/Ie COBMCCTHO C HUMH leyrne KpI/IHTOKHIO‘II/I HCO6XO)II/IMO HEMCIJICHHO BBIBCCTH U3 )IGfICTBI/IH,
€CJIM MHOW TIOPSIJIOK HE OTOBOPEH B IKCIUTYaTallMOHHON M TEXHUYECKON JOKYMEHTAIMHM K KPUIITOCPEICTBAM.
B upes3BbUaliHBIX cloyyasX, KOTJa OTCYTCTBYIOT KPUINTOKIIOUM JUIsi 3aMEHBl CKOMIIPOMETHPOBAHHBIX,
JIOTYCKAaETCsl MO PELICHUI0 OTBETCTBEHHOI'O MOJIb30BATENSl KPUNTOCPEACTB COTVIACOBAHHOMY C OIEPATOPOM,
HNCIIOJIBb30BAHUC CKOMHpOMeTI/IpOBaHHBIX KpPIHTOKJIIO‘ICfI. B 3TOM cnyqae HepI/IOI[ HCITIOJIB30BaHUA
CKOMHpOMeTI/IpOBaHHI)IX KpHHTOKHIOqeﬁ JOJI’KEH 6I)ITI) MaKCHUMAJIBHO KOpOTKI/IM, a 3amuuiacMmast HHq)OpMaHHﬂ
KaK MOKHO MEHee [IEHHOM.

3.24. O HapylIeHUAX, KOTOpPbIE MOTYT NPUBECTH K KOMIIPOMETALMU KPUIITOKIIOYEH, X COCTaBHBIX
yacTell WM MepefaBaBIIMXCS (XpaHALIUXCA) ¢ UX HCTOJIb30BAaHUEM IMEPCOHANBHBIX JAHHBIX, MOJIH30BATENN
KPHUIITOCPEACTB 00s13aHBI COOOIATh OTBETCTBEHHOMY IMOJI30BATEII0 KPUITOCPEICTB U (UITH) ONIEPaTopy.

OcMOTp KIIIOUEBBIX HOCUTENIEH MHOIOKPAaTHOI'O HCIOJIb30BaHUS IOCTOPOHHUMH JHUIAMH HE CIENYET
paccMarpuBaTh Kak IOJO3PEHHME B KOMIIPOMETALMM KPUNTOKIKOYEH, €CIM NpPH 3TOM HCKIHYaIach
BO3MOYKHOCTbh MX KOTUPOBAHUS (UTEHUS, PA3MHOKECHHUS).

B ClIydasx HEAOCTauu, HCIPEABABIICHHA KIHOYEBBIX JOKYMCHTOB, a4 TAaKXC HCOIPCACICHHOCTH HX
MECTOHAXOKACHUA MPUHUMAIOTCS CPOUYHBIC MEPHBI K UX PO3BICKY.

3.25. MeponpusiTusi o po3bICKY U JIOKAIU3ALUHU MTOCIEICTBUI KOMIIPOMETAIIMHU KIIFOUEBBIX JOKYMEHTOB
OpPraHMU3YeT U OCYILECTBIISIET ONEPATOP.

3.26. KiroueBble JOKYMEHTBHI ISl KPHUITOCPEACTB MM HUCXOIHAs KIO4YeBas HH(popMarus s
BBIPA0OTKHM KITFOUEBBIX JTIOKyMEHTOB uiroraBnuBatorca O®Cb Poccun Ha 1OroBOpHOI OCHOBE WIIM JIMIIAMU,
umeronmu uneHsuro @Cb Poccun Ha [eATENBHOCT MO M3TOTOBJICHUIO KIIHOYEBBIX JOKYMEHTOB JUIS
KPUIITOCPENCTB.

H3roToBisITh KIIIOYEBBIE AOKYMCHTBI M3 HCXOHHOﬁ KJII0UEBOM I/IH(I)OpMaI_II/II/I MOTYT OIICpaTOpbl HIIN
OTBCTCTBCHHBIC IIOJIB30BATCIIM KPUIITOCPECACTB, TIIPHUMCHAA LITATHBIC KPUIITOCPECACTBA, CCJIM TaKasd
BO3MOXHOCTDB IMPEAYCMOTpPCHA 3KCHHyaTaHHOHHOfI H TeXHHYICCKOM ﬂOKYMeHTaHHGﬁ K KpUIITOCPEACTBAM.

4. PazmMerienue, crienaibHOE 000pyA0BaHUE, OXpaHa
Y OpraHM3allysl pexkrMa B MOMEIICHUSX, TI€ YCTAaHOBICHBI
KPUIITOCPEICTBA WM XPAHATCS KIFOUEBbIE TOKYMEHTHI K HUM

4.1. Pa3menieHue, crienuaibHOEe 00OpYyIOBAaHUE, OXpaHA W OpPTaHHU3AIMS PEKHMa B TIOMEIICHUSX, T
YCTaHOBJICHBI KPUIITOCPEICTBA WIIM XPAHATCS KITFOUEBBIC JOKYMEHTHI K HUM (J1ajiee - pe)KUMHBIE TIOMEIIICHHS ),
JOJDKHBI 00€CIeYrMBaTh COXPAHHOCTh MEPCOHAIBHBIX JAHHBIX, KPUIITOCPEACTB M KIFOYEBBIX JOKYMEHTOB K
HHM.

[Ipu oOOpynOBaHUU PEKHUMHBIX MOMEIIEHUH JOJKHBI BBIMONHATHCS TPeOOBaHMA K pa3sMELICHHIO,
MOHTaXy KPUIITOCPEJICTB, a TAKXKE APYroro 000pyaoBaHus, ((yHKIIMOHUPYIOIIET0 C KPpUITOCPEACTBAMHU.

HCpGLII/ICJ'ICHHI)IC B HAaCTOAIEM IOOKYMCHTC Tpe60BaHI/I$[ K PCXKHUMHBIM IIOMCHICHUAM MOI'YT HC
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NPEIBABIATHCS, €CIIH 3TO MPEIyCMOTPEHO MPaBUJIAMH TOJIb30BAHUS KPUNITOCPEACTBAMHU, COTJIACOBAaHHBIMU C
®dCB Poccun.

4.2. PexumHble TMOMEIIEHUS  BBIACISAIOT C  yY4ETOM  pa3MepoB  KOHTPOJIUPYEMBIX  30H,
pEerIaMEeHTHUPOBAHHBIX IKCIUTYaTAlIMOHHON U TEXHHUYECKOM TOKYMEHTAlUe K Kpunrocpeactsam. [loMemenus
JIOJKHBI UIMETh ITPOYHbIE BXOAHBIE JIBEPHU C 3aMKaMU, TapaHTUPYIOIIMMH HAJIE)KHOE 3aKphITHE MTOMEIICHUN B
Hepabouee Bpems. OKHA TTOMEIICHH, PACIIONOKEHHBIX Ha MEPBBIX MW MOCISTHUX dTa)kaxX 3JaHHM, a TaKKe
OKHA, HaXOISUIMECS OKOJIO IOXApHBIX JIECTHUL U JPYTUX MECT, OTKyJa BO3MOXXHO IPOHUKHOBEHHE B
pPEKUMHBIE TOMEIIEHUSI TOCTOPOHHUX JUI], HEOOXOJUMO OO0OpYyIOBaTh METANIMYSCKUMH PEIIeTKAMU WU
CTaBHSIMHM, WJIM OXPaHHOW  CHUTHAJIM3ALMEN, WIM  JAPYTMUMH  CPEACTBAMH, NPENSATCTBYIOIIUMH
HEKOHTPOJIMPYEMOMY NMMPOHUKHOBEHHIO B PEKUMHBIE TOMEUICHHUS.

4.3. Pa3Memenue, crnenuaibHOE OOOpYJAOBAaHHWE, OXpaHa W OPTaHM3AIUs pPEKMMa B TOMEIICHUSIX
JOJDKHBI  MCKJTIOYHUTh BO3MOXKHOCTh HEKOHTPOJIMPYEMOTO TIPOHMKHOBEHHUS WM TNpeObIBAHUS B HHUX
MOCTOPOHHUX JIHII, & TAKXKE MPOCMOTPa MOCTOPOHHUMHU JTUI[AMU BEAYIIMXCS TaM padoT.

4.4. PexxuMm oxpaHbl NMOMEUIEHUH, B TOM YHUCJE NpaBWIA JIOMYyCKa COTPYJHUKOB M IOCETUTENEH B
pabouee u Hepabouee BpeMs, YCTAHABIMBAET OTBETCTBEHHBIM IIOJIb30BATENIb KPHUIITOCPEACTB IO
COTJIACOBAHUIO TIPH HEOOXOIUMOCTH C ONEPaTOPOM, B MOMEIIEHUSX KOTOPOTO YCTAHOBJIEHBI KPUIITOCPEICTBA
WU XPAHSATCS KITIOUEBBIE JOKYMEHTHI K HUM. YCTAaHOBJICHHBIM PEKHUM OXPaHbBI JOJKEH MPEeIyCMaTpUBaTh
HNEPUOANYECKUN KOHTPOJIb 33 COCTOSIHUEM TEXHUYECKHX CPEJICTB OXpaHbl, €CIIM TaKOBbIE UMEIOTCS, & TaKKe
YUUTHIBATh MOJOKEHHs HacTOsIuX TpeboBaHui.

4.5. ]JlBepu CHEUNOMEIICHUN IOHKHBI OBITh TOCTOSIHHO 3aKpPBITHI Ha 3aMOK M MOTYT OTKPBIBaThCS
TOJBKO JUISl CAHKIIMOHUPOBAHHOI'O MPOXOJa COTPYIHHMKOB M mocetutTener. Kiroun OT BXOIHBIX JBEpEd
HYMEpYIOT, YUYUTHIBAIOT U BBIIAIOT COTPYAHUKAM, UMEIOIIUM IPABO JIOMyCKa B PEKUMHBIE MOMEIIEHUS, MO
paCIMCKyY B XypHaJie y4eTa XpaHuiauil. JlyOnuKaTel Kitouei OT BXOJAHBIX JBEPEH TaKUX MOMEIICHUN CIIeTyeT
XpaHUTh B ceilde oneparopa Wik OTBETCTBEHHOT'O MOJIB30BATENsI KPUIITOCPEACTBAMH.

4.6. I[J'ISI nNpeaoTBpaliCeHud HOPOCMOTpa H3BHC PEKUMHBIX MOMEIEHUH MX OKHA JOJKHBI OBITh
3alllUuIICHBI.

4.7. PexxuMHBIC TOMEIICHUsS, KaK MPaBWIO, JOJKHBI OBITh OCHAIICHBI OXPAaHHOW CHUTHAIM3AIMCH,
CBSI3aHHOM CO CIIyKOOW OXpaHbl 3aHUS WIM JECKYPHBIM IO OpraHu3anuu. McmpaBHOCTh CHUTHAIM3AIUN
MEPUOINYECKH HEOOXOAMMO TIPOBEPATH OTBETCTBEHHOMY IIOJIb30BATEI0 KPHUITOCPEACTB COBMECTHO C
MPEACTaBUTEIIEM CIIYKObl OXpaHbl WJIM JIEKYPHBIM 110 OpraHU3allMd C OTMETKOM B COOTBETCTBYIOIIHMX
KypHaJax.

4.8. g XpaHEHMs] KIIIOYEBBIX JOKYMEHTOB, OSKCIUIyaTallHOHHOM M TEXHUYECKOW JIOKyMEHTAllUH,
WHCTAJUIMPYIOMIUX KPHUITOCPEACTBA HOCUTENIEH JIOJDKHO OBITh TNPEAyCMOTPEHO HEOOXOIMMOE YHCIO
HAQ/ICKHBIX METAJUIMYECKUX XPAaHWINII, 00OpPYTOBAHHBIX BHYTPEHHHUMH 3aMKaMHU C IBYMS JK3EMIUIIpaMU
KJIFOYeld M KOJIOBBIMHU 3aMKaMHU WM TPUCIIOCOOICHUSIMM JUIsl ONEYaThIBAaHUS 3aMOYHBIX CKBaKMH. OnuH
9K3EMIUIIp KJIH04a OT XPAaHWIMIIA JIOJDKEH HAXOAUTBhCS Y COTPYJHHMKA, OTBETCTBEHHOI'O 3a XpPaHWIUILE.
JlyOGnukaTsl KiIro4ed OT XpaHWIMIL COTPYIHUKH XpaHAT B ceiie OTBETCTBEHHOIO IOJIb30BaTENs
KpunrocpeacTB. JlyOnaukar Kio4Ya OT XpaHWIMIIA OTBETCTBEHHOTO IIOJIb30BATENsl KPHUITOCPEACTB B
oleyaTaHHOM YIAKOBKE JOJDKEH OBITh IEpeljaH Ha XpaHEHHE OIepaTopy IOJ PACIUCKY B COOTBETCTBYIOLIEM
KypHaJe.

4.9. ITo okoHYaHUH pabOUYETo JTHS PEKUMHOE MTOMEIICHUE U YCTAHOBJICHHBIE B HEM XPaHWIHINA JTOJKHBI
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OBITb 3aKpBITHI, XpaHWJIUILA OrnedaTaHbl. Haxoasiuecs B MOIb30BAHUN KIIIOUM OT XPAHWINLL JOJDKHBI OBITh
CHaHbl 0] PACIUCKy B COOTBETCTBYIOILEM JKypHaJIE OTBETCTBEHHOMY I10JIb30BATENI0 KPUITOCPEIACTB HIIU
YIOJHOMOYEHHOMY (JI€KYPHOMY), KOTOPbIE XPAaHAT 3THU KJIIOYM B JMYHOM WIM CIELHUAIBHO BbIIECICHHOM
XPaHWIHLLE.

Kitroun ot pe:KuMHBIX TOMEUIEHHH, a TaKKe KJII0Y OT XpaHWJIHILA, B KOTOPOM HaXOASTCS KIIIOUU OT BCEX
JPYTUX XPAaHWIUIL PEKUMHOIO IMOMEILEHHs, B ONEYaTaHHOM BHJE JOJDKHBI OBITh CIAHBI IOJ PACIMCKY B
COOTBETCTBYIOIEM JKypHaJe CIyX Obl OXpaHbl WM JI€KYPHOMY 10 OPraHU3alMi OAHOBPEMEHHO C nepenadeit
MOJT OXpaHy CaMHX PEXHMMHBIX mnomemieHui. I[ledaTn, mpeaHasHaueHHbIE JUIS ONEYAaTHIBAHUS XPAHMIIUIIL,
JIOJKHBI HAXOAUTBHCS Y T0JIb30BaTENIEH KPUIITOCPECTB, OTBETCTBEHHBIX 32 3TU XPAaHWINIIA.

4.10. IIpu yTpaTe Kiro4a OT XpaHWIMILA WJIM OT BXOJHOW JBEPU B PEKUMHOE IMOMEILEHUE 3aMOK
HE0oOXOIUMO 3aMEHUTh WM TepeiesaTh €ro CeKpeT ¢ H3rOTOBIEHHEM K HEMY HOBBIX KIIIOYel ¢
JOKyMEHTalIbHbIM oopMmiieHHeM. Ecii 3aMOK 0T XpaHWIIUILA Iepe/ieaTh HEBO3MOXKHO, TO TAKOE XPaHWIIUILE
HE0O0X0UMO 3aMeHUTh. T1opsAIoK XpaHEeHHs KIIIOUEBBIX U IPYTHUX JOKYMEHTOB B XpaHWIHUILIE, OT KOTOPOTO
yTpadeH KJ04, 10 U3MEHEHHs CEKpeTa 3aMKa YCTaHAaBJIMBAET ONEPATOp WJIM OTBETCTBEHHBIN I0JIb30BAaTEIb
KpPUIITOCPEACTB.

4.11. B OOBIYHBIX YCIIOBUSIX PEKHMMHBIE TTOMEIICHHSI, HAXOISIIHUECS] B HUX OTNEYAaTaHHBIC XPAaHWIUIIA
MOTYT OBITb BCKPBITHI TOJBKO TIOJIb30BATEISIMH  KPUITOCPEJCTB, OTBETCTBEHHBIM TIOJB30BaTElIeM
KPHUIITOCPEJICTB WJIA OTIEPATOPOM.

[Tpu oOHapy>keHHM MPU3HAKOB, YKa3bIBAIOIIMX HAa BO3MOXKHOE HECAHKIIMOHMPOBAHHOE NMPOHUKHOBEHHE
B ATU MMOMEUICHUS WK XPaHWIIUILA TOCTOPOHHUX JIUL, O CIIyYUBIIEMCS JOJDKHO OBITH HEMEJIEHHO COOOIIEHO
OTBETCTBEHHOMY  TIOJIb30BATENI0  KPUOTOCPEACTB WM  omeparopy. [IpuOBIBIIMII  OTBETCTBEHHBIN
MIOJIB30BATEb KPUIITOCPEACTB JOKEH OLICHUTh BO3MOYKHOCTh KOMIIPOMETALUU XPAHSIIUXCSA KIHOYEBBIX H
JIPYTUX JOKYMEHTOB, COCTaBUTh aKT W MPHUHSITH NMPU HEOOXOJUMOCTH Mephl K JIOKAIM3AIMHU MOCIeICTBUN
KOMIIPOMETAIMH NIEPCOHAIBHBIX JAHHBIX U K 3aMEHE CKOMIIPOMETUPOBAHHBIX KPUIITOKIIIOUEH.

4.12. Pa3MenieHne 1 MOHTaX KPUITOCPEJACTB, a TaKXkKe APYroro 000pyaoBaHus, PyHKIHMOHUPYIOIIETO C
KpUIITOCPEACTBAMM, B DPEKUMHBIX IOMELIEHUSAX JODKHBI CBECTM K MHMHMMYMY BO3MOXHOCTb
HEKOHTPOJIMPYEMOTO JIOCTYIAa MOCTOPOHHMX JIUI] K YKa3aHHBIM CpeAcTBaM. TeXHHYEecKoe OOCIyKHMBaHHE
TAKOro O0OpYJOBaHMS W CMEHAa KPUNTOKIIOYEH OCYLIECTBIISIOTCS B OTCYTCTBHME JIMI, HE AOIMYIIEHHBIX K
paboTe ¢ TaHHBIMU KPUITOCPEICTBAMHU.

Ha Bpems oTcyTcTBUA mMOJb30BaTeNiell KPUIITOCPEACTB yKa3aHHOE OOOpYyJOBaHUE MPH HAIUYUU
TEXHUYECKON BO3MOXHOCTH [IOJDKHO OBITh BBIKIIOYEHO, OTKIIOYEHO OT JIMHUU CBS3W W yOpaHO B
OIleUYaThIBAEMbIE XPAaHWIMIA. B IPOTUBHOM ciydae IO COIVIACOBAHUIO C OTBETCTBEHHBIM I10JIb30BATEIEM
KpUIITOCPEACTB HEOOXOAMMO IPEILyCMOTPETh OPraHU3allMOHHO-TEXHUYECKUE MEPBI, HCKIHYAIOIINE
BO3MO>KHOCTb MCIIOJIb30BAHMSI KPUIITOCPEACTB TIOCTOPOHHUMU JINLIAMHU.

[Ipunoxenune 1

OCHOBHbLIE TEPMUHBbI U OITPEAEJIEHUA
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BHOKI/IpOBaHI/Ie NEPCOHAJIBHBIX TAHHBIX - BPEMCHHOC IIPCKPAIICHUC c60pa, CUCTEMAaTHU3aluu,
HaKOIIJICHHA, UCIIO0JIb30BAHUS, PACIPOCTPAHCHHUA IICPCOHAJIBHBIX JAHHBIX, B TOM YHCJIC UX IICPCaAAYU.

Joctyn K mHPOpMALIUH - BO3MOKHOCTD MOTYyYSHHU HHPOPMALIUU U €€ HCIIOJIb30BAHMS.

NudopmanmonHas cucTeMa - COBOKYITHOCTh COJEpiKamieiicss B 0a3aX HaHHBIX WHOOpMANUA U
obecreunBaronux ee 00padoTKy HHPOPMAIIMOHHBIX TEXHOJIOTHI U TEXHUYECKUX CPE/ICTB.

HH(bOpMaI_II/IOHHaH CUCTEMa NEPCOHAIBHBIX AJAaHHBIX - I/IH(l)OpMaI_II/IOHHaH CUCTCMA, IPCACTABJIANOIIAsA
coboit COBOKYITHOCTb NCPCOHAJIBHBIX HAHHBIX, COACPIKAIINXCS B baze JaHHBIX, a TAaKXC I/IH(1)OpMaI_II/IOHHBIX
TEXHOJIOTUH U TEXHUYSCKUX CpCACTB, MO3BOJIAOIINX OCYIICCTBIIATH 06pa60T1<y TAaKUX MECPCOHAJIBHBIX TaHHBIX
C UCIIOJIb30BAHUCM CPCACTB aBTOMATHU3aAllUN UJIN 0€3 MCIO0JIb30BAHUS TAKHUX CpCACTB.

Kontponupyemass 30Ha - NPOCTPAHCTBO, B Mpelenax KOTOPOro OCYIIECTBISETCS KOHTPOIb 3a
npeObIBaHUEM U JEHCTBUSAMU JIUI U (WJIH) TPAHCIIOPTHBIX CPEJCTB.

['panureii KOHTPOIUPYEMOM 30HBI MOXKET ObITh: NEPUMETP OXPaHAEMOH TEPPUTOPUU MPEATPUATHS
(yupexaeHus ), orpakJaroniie KOHCTPYKIIUN OXPAHIEMOTro 3/1aHusl, OXpPaHsIeMON YacTH 3AaHHUSI, BBIJEIIEHHOTO
MIOMEUICHUSI.

KondpuneHmaapHOCTh MEPCOHAIBHBIX JAaHHBIX - 00s3aTeNIbHOE IJIsi COONIONEHHS ONEpaTOpOM HWIIH
UHBIM TOJYYMBIIMM JOCTyH K TE€pPCOHAJIBHBIM JaHHBIM JIMIIOM TpeOoBaHME HE JOIMYyCKaTh MX
pacnpocTpaHeHusi 0e3 coryacusi CyObeKTa MEepCOHANBHBIX JAHHBIX WIM HaJU4usid HWHOTO 3aKOHHOIO
OCHOBAHUS.

Kpunrocpenctso - mmdpopanbHoe (KpUNTOrpaguuecKoe) CpeacTBO, MpelHa3HAuYe€HHOEe JUIs 3allHThI
uHpOpMalMK, HE COJAEpKalleld CBEIEHHH, COCTABISIONIMX TOCYIapCTBEHHYIO TaiiHy. B uacTHOCTH, K
KPHUITOCPEACTBAM OTHOCATCS cpelcTBa Kpuntorpapudeckoit 3aumrsl nHGopmarmu (CK3U) - mudposansHbie
(xkpunTorpaduveckre) CcpencTBa 3amUThl MH(QOPMAIMM C OTPAHWYEHHBIM JOCTYIIOM, HE COIeprKalnei
CBEJICHMI, COCTABIISIOLINX FOCYIapCTBEHHYIO TalHY.

MO,Z[GJ'II) HAapymuTeIsd - IMPEAIOJIONKCHHA O BO3MOXHOCTAX HAPYHIUTEIA, KOTOPBIE OH MOXKET
HCIIOJIB30BaTh AJIA p33pa60TKI/I U IPOBCACHUA aTaK, a TAKIKE 00 or PAHUYCHUAX HAa 3TH BO3MOKHOCTH.

Mopenb YTpo3 - ICPCUCHb BO3BMOKHBIX YTI'PO3.

O0paboTka NEpCOHANBHBIX NAHHBIX - JCHCTBUS (OMEpanuu) C MEePCOHATBLHBIMU JTAHHBIMH, BKJIIOYAs
cOop, cucTeMaTH3alHi0, HAKOIUICHWE, XpaHeHWEe, yTouyHeHHue (OOHOBJICHHE, M3MEHEHHE), WCIOJIh30BAaHUE,
pacrpocTpaHeHue (B TOM 4uCie mepenady), o0e3InuuBaHue, OJOKUPOBAHHUE, YHUUYTOKEHNE TEPCOHATBHBIX
JTAHHBIX.

OO01e0CcTyMHBIE TIEPCOHANBHBIE JTaHHBIE - MEePCOHANbHBIE JaHHBIE, JOCTYI HEOTPAaHHMUYEHHOTO Kpyra
JIMI] K KOTOPBIM MPEIOCTABIICH C COTIachs CyObeKTa MePCOHANBHBIX JAHHBIX WA HA KOTOPBIE B COOTBETCTBUU
¢ erepaIbHBIMU 3aKOHAMH HE PacpocTpaHsIeTcst TpeboBaHue COOIOICHNS KOH(PUICHIIMATLHOCTH.

Omneparop - ToCyJIapCTBEHHbIN OpraH, MyHHULMIAJIbHBIA OpPraH, IOPUINYECKOE WIN (PU3NYECKOE JIMILIO,
OpraHMU3YIOIIKE U (MJIK) OCYIIECTBISIONINE 00pabOTKy NepCOHANIBHBIX JaHHbBIX, & TAKXKE ONpeesSIoIie 1eau
U cofiepKaHre 00pabOTKH NePCOHAIBHBIX JTAaHHBIX.

[TepconanbHble JaHHBIE - J1t00ast HH(QOpPMAIHs, OTHOCSIIASCS K ONPEAeICHHOMY WIH OINpeesIieMOMY Ha
OCHOBAHMU Takoil mHpopManuu GU3NUECKOMY JHIY (CyOBEKTY MepCOHANbHBIX AAHHBIX), B TOM YHCJE €T
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dbamunus, UM, OTUECTBO, TOJl, MECSI, JaTa M MECTO pOXACHHUSA, aJpec, CEeMeWHOe, COIHUaNbHOE,
HMMYIIIECTBEHHOE MOJIOKEeHHE, 00pa3oBaHue, mpodeccus, T0X0Abl, Apyras HHPopMaIusl.

[Tonp3oBarens - M0, yY4aCTBYIOLIEE B AKCILUTyaTallul KPUITOCPEACTBA WK UCTIONb3YIOLIEE PE3YIIbTATHI
ero GyHKIIMOHUPOBAHHS.

PaCHpOCTpaHeHI/Ie NEPCOHATIbHBIX OAaHHBIX - )ICP'ICTBPISI, HampaBJICHHBIC Ha MCpEaady INICPCOHAJIIBHBIX
JaHHBIX OIPCACICHHOMY KpYyry JIMIL (nepez[aqa ICPCOHAJIbHBIX I[aHHBIX) WJIN Ha O3HAaKOMJICHHE C
INEPCOHAJIBHBIMU JAHHBIMH HCEOTPAHWUYCHHOI'O Kpyra JHI, B TOM YHUCIIC O6HapOI[OBaHI/Ie NEpCOHAIIBHBIX
JaHHBIX B CPCACTBAX MacCoOBOM I/IH(I)OpMaI_II/II/I, pasMCIICHUC B I/IH(I)OpMaI_II/IOHHO-TCJ'ICKOMMyHI/IKaLII/IOHHBIX
CCTAX HUJIU MPEAOCTABJICHUEC NJOCTYIIA K IICPCOHAJIBHBIM JaHHBIM KaKHM-JIH0O UHBIM CIIOCOOOM.

PexxumubIe IIOMCHICHUA - MNOMCHICHUSA, I'A€ YCTAHOBJICHBI KPHUIITOCPCACTBA WIIM XPAHATCA KIIIOYCBLIC
JOKYMCHTEBI K HUM.

CpenctBo 3amuThl HHGOPMAILUU - TEXHUYECKOE, IPOrPaMMHOE CPEJICTBO, BEIIECTBO U (MJIM) MaTepual,
npeIHa3HaYeHHbIE HIIM UCTIONIb3yeMbIe AJIs 3alUThl HHPOpMAIUH.

udposanbHble (KpunTorpaduueckue) CpesicTBa - KpUIITOCPEICTBA:

a) cpeacTsa mMQppoBaHus - anmapaTHble, IPOTPAMMHBIE U allapaTHO-IIPOTPAMMHBIE CPEJICTBA, CHCTEMBI
U KOMIUICKCHI, pealM3yIollue alroOpuTMbl KpHunTorpadguyeckoro mpeoOpa3oBaHus wuHpopMamuum u
MpelHa3HauYeHHble JJIs 3alMThl MHQOpPMAalLMKM NpU Tepeadye Mo KaHaldaM CBA3M U (MJIM) JUIS 3allUThl
UH(POPMALIMU OT HECAHKIIMOHUPOBAHHOTO JIOCTYIA IIpU ee 00paboTKe U XpaHEHUH;

6) cpeacTBa HMUTO3ALIUTBI - allldpaTHBIC, HNPOIpAMMHBIC U alllapaTHO-IIPOrpaMMHBIC CPCIACTBA,
CUCTCMbI U KOMIIJICKCHI, PCATIU3YIOIIUC AJITOPHUTMbIL KpI/IHTOI“pa(I)I/I‘-ICCKOI‘O npeo6pa3013aHI/151 I/IH(I)OpMaI_II/II/I )51
npCAHAa3HAYCHHBIC JJIA 3alIMThI OT HABA3bIBAHUA JIOXKHOM HH(i)OpMaI_[I/II/I;

Koncynprantlliroc: mpuMedaHue.

B cootBetrcTBUU ¢ DenepanbubiM 3ak0oHOM OT 06.04.2011 N 63-®3 (pen. ot 02.07.2013) B cioydasx, ecinu
dbeneparbHBIMUA 3aKOHAMU M WHBIMH HOPMATHBHBIMU NMPABOBBIMU aKTaMH, BCTYNUBIIUMH B CHJIY 110 |
utons 2013 roma, mpemrycMOTPEHO MCIONb30BAHUE AIIEKTPOHHON HU(POBOM MOIMUCH, UCIOIB3YETCS
yCHUIIeHHAs! KBaTU(UITUPOBAHHAS DJIEKTPOHHAS MOJMKUCE.

B) CpeAcTBa  IEKTPOHHOW  LUGPOBOW  MOANUCH -  anapaTHble, I[POrpaMMHBIE U
anmapaTHO-IIpOrpaMMHbIE CpeACTBa, OOECIeyMBalOIlUe Ha OCHOBE KpunTorpaduyeckux mpeodpa3zoBaHuit
peanu3anuio XOoTs Obl OJHOW W3 clenyroIuX (YHKUMH: CO3/laHUE SJCKTPOHHON IU(POBON MOANUCH C
UCTIOJIb30BaHUEM 3aKPHITOrO KIFOYa 3JIEKTPOHHOW HU(POBOM MOANKCH, TOATBEPXKICHUE C UCHOJIH30BAHUEM
OTKPBITOTO KITFOYa AJIEKTPOHHOW IH(PPOBON TMOANMHUCH TOMIUHHOCTH JJIEKTPOHHOW IH(PPOBON TMOIIHCH,
CO3/IaHHE 3aKPBITHIX U OTKPBITHIX KJIIOUEH JIEKTPOHHON IIU(PPOBOIl MOAMKCH;

I) CpeacTBa KOJUPOBAHUSA - CPEACTBA, pEANU3YIOIME  AJITOPUTMbl  KPUOTOIpapUuecKOro
npeoOpa3oBaHusl MHGOpPMALMK C BBINOJHEHHEM YacTH NpeoOpa3oBaHUs MyTEM PYUYHBIX ONEpaluil Wi C
HCII0JIb30BAHUEM aBTOMATHU3MPOBAHHBIX CPEACTB Ha OCHOBE TaKUX ONEpaLlUii;

I) CpeICTBa W3rOTOBICHHS KIIOYEBHIX JOKYMEHTOB (HE3aBHCHMO OT BHJA HOCUTENS KIFOUEBOM
nHpOpMAINN);
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e) KIIFOYCBBIC TOKYMCHTBI (HCSaBHCI/IMO OT BHJIa HOCUTEJIS KIHOUEeBOMH I/IHq)OpMaI_II/II/I).

[Ipunoxenue 2

TUIIOBAA ®OPMA
YKypHasa NO3K3EMIUIIPHOTO y4eTa KpUITOCPEACTB,
AKCIUTYaTallMOHHON U TEXHUYECKON JOKYMEHTAIIUU
K HUM, KJIFOYEBBIX JOKYMEHTOB

N HamMeHoBaHue PerucrpaumnoHHele [Homepa OrMeTka O OrMeTka O
/0| KpUITOCPEACTBA, Homepa CK3J, SK3EMIUIAPOB [OJIy YeHNU BHIIAUE
SKCIUTyaTaluMOHHOM | BKCIUTyaTalUMOHHOM | (KpunTorpa-—
M TeXHUYECKOM M TeXHUYECKOM buueckue or Jara n ®.M.0. |Hata u
OOKYMEHTaUMu K OOKYMEHTaUMM K HOMepa) KOTI'O |HOMEp OJIb30~ | pacnm—
HUM, KJIOYEBBIX |HMM, HOMepa Cepui|KIIoueBBIX IIOJIy— | CONPOBO— [BaTeyid |CKa B
OOKYMEHTOB KJTIOYE BBIX OOKYMEHTOB |YeHHl |IOMTeJyb— [KPUITO- |IOJy—
OOKYMEHTOB HOT'O CpenCcTB |YueHnn
nmMcbMa
1 2 3 4 5 6 7 8
OrMeTka O HNOOKJIOUeHUM (ycTaHOBke) CK3U OrmMeTka 00 uz3baTum CK3U mu3 IIprMe—
annapaTHHX CPeNCcTB, YHMUTOXEHUM |daHUe
KJIOYEBHIX OOKYMEHTOB
®./1.0. nonp30BaTe-|JlaTa MNOOKJIOYEHMUA Homepa annapaTHex |JaTa ®./1.0. none30-|Homep
JIT KPUMITOCPEnCTB, (yCTaHOBKM) M NOL- [CPEICTB, B KOTOPHE |M3BATUA |BaTensa CK3MU, aKTa uIm
NPOMU3BOOMBIIETO nomcu JimMl, OpOm3-— YCTAHOBJIEHHE MM K | (YHMYTO- |IPOM3BOIMUBIIETO | pPaCIMUCKa
NogKJIoYeHKe BeIUMX MNOOKJIOYEeHME | KOTOPHEIM IOOKJIOYEHH [KeHM) M3BATHE o6 yHUU-
(yCcTaHOBKY) (yCcTaHOBKY) KPUIITOCPEnCTBa (yHMYTOXEHME) |TOXeHMM
9 10 11 12 13 14 15
[Tpunoxenue 3
TEXHUYECKOTO (anmapaTHoro) xypHasia
N (HJara|Tun n 3anmucu JicnioJib3yeMele KPUIITOKJIIIOWN OrmeTka 06 |[IIpume-—
H/H perucT—- |10 ob— YHUYTOXEeHUN YaHUe
PAaLMOH— | CIIy XU~ (cTupanum)
HEBEIE BaHMIO
HOMepa |kpunTo- |Twumn Cepwuiinnlii, |Homep paso-|Hata |lomnuch
VCIIOJIb— | CPEOCTB | KJIUEe— | KOUIITO— BOI'O KJIOUEe— IIOJIBE30—
3y EMBIX BOIT'O Ppa®quc— BOI'O HOCHU-— BaTEeJIA
KPUIITO— JOKY— KUM HOMEP | TeJid WMIN KPUIITO—
Cpencrs MeHTa M HOMeEP SOHEI KPMUII— CcCpencrs
BK3EMIUJIA— | TOCPenCTs,
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