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YTBEpXKOEHa
3amecTutenem gupekropa
OCTIK Poccun

14 dpespans 2008 r.

METOOUKA
ONPEAENEHUA AKTYANbHbIX YITPO3 BE3OMNACHOCTU NEPCOHAIIbHbIX
AOAHHbBIX NPU UX OBPABOTKE B UH®OPMALIMOHHBIX CUCTEMAX
NMEPCOHAIbHbIX AAHHbLIX

BeBenenne

MeToguka onpefeneHns akTyanbHbIX yrpo3 6e3onacHoCTM nepcoHanbHbix gaHHbIX (MOH) npu nx obpaboTke B
WHOPMALMOHHBLIX CUCTeMax nepcoHanbHbiXx AaHHbix (MCIMOH) paspabotaHa PCTOK Poccum Ha OCHOBaHMM
®epepanbHoro 3zakoHa ot 27 utonsa 2006 r. N 152-®3 "O nepcoHanbHbIX gaHHbIX" 1 "[onoxenna o6 obecneyeHun
BesonacHOCTN nepcoHanbHbIX AaHHbIX MpU MX obpaboTke B MHAOPMALMOHHBLIX CUCTEMax MepCOoHanbHbIX AaHHbIX",
yTBepxaeHHoro lMoctaHoBnennem lNpaButenbctBa Poccuiickon depepaumm ot 17 Hosi6pa 2007 r. N 781, ¢ ydyeTom
JencTeyloWnX HopMaTuBHbIX AokymeHToB PCTOIK Poccun no sawute nHdopmaumu. Metoavka npegHasHadeHa Anis
NCNonb30BaHUSA Mpu NpoBeAeHun paboT no obecrnedeHnto 6e30NacHOCTU NepPCoHarbHbIX OaHHbIX NpU MX 00paboTke B
cnegyrLwmnx aBTOMaTU3MpoBaHHbIX MHAPOPMALNOHHBIX CUCTEMAX NepCoHarnbHbIX AaHHbIX:

rocyaapCTBEHHbIX UNu MyHuumnansHbix WCIAQH;

NCIMOH, cosgaBaemMblx U (Unn) SKCMNyaTUpyeMbIX MPEANPUSTUSMA, OpraHn3aunsMmu v yYpexxaeHusiMu (ganee -
opraHM3auMsMin) HesaBUCUMO OT POpM COBCTBEHHOCTU, HEOBXOAUMbIX ANS BbINOMHEHUS PYHKLWIA 3TUX OpraHM3aumii B
COOTBETCTBMU C UX HAa3HAYEHUEM;

MCHE,H, co3faBaeMbIX U UCMOJ1b3yEeMblX (bVISVI‘-IeCKVIMVI nndamm, 3a UCKIKYeHUeM criyvyaeB, Korga nocrnenHue
MCNOJ1b3YIOT YKa3aHHble CUCTEMbI UCKITIYNTENBHO AN1A NMNYHbIX U CceMerHbIX HYXO.

[okyMeHT npegHasHayeH Ans cneumanuctoB No obecneveHunto 6e3omacHOCTU MHpopMauun, pykoBoauTENen
opraHusauui u npegnpuaTuiA, OpraHn3yLmMX U NpoBoAsALLMX paboTel no o6paboTke MNAOH B UCTOH.

1. O6LwKe nonoxeHus

Mop yrposamu 6esonacHocTtu MAH npu nx obpabotke B WCIMNOH NOHMMaEeTCs COBOKYMHOCTb YCNOBUA 1 (DaKTOpPOB,
CO3JaloLLMX OMacHOCTb HEeCaHKUMOHMPOBAHHOrO, B TOM 4WCMe CnyYalHOoro, AOCTyna K MNepcoHarbHbIM [AaHHbIM,
pe3ynbTaToM KOTOPOro MOXET CTaTb YHUYTOXEHWE, U3MeHeHue, OnokupoBaHue, KONMpOBaHWe, pacnpocTpaHeHue
NepcoHanbHbIX [AaHHbIX, @ TakKe WHbIX HECaHKLUMOHMPOBAHHBLIX AEWCTBUA Npu ux obpaboTke B MHMOPMAaLMOHHOM
CMCTEeMe NepCoHarnbHbIX AaHHbIX.

B cootBeTcTBUM co cTathen 19 PenepansHoro 3akoHa N 152-03 o1 27 uiona 2006 r. "O nepcoHanbHbIX aHHbIX"
MOH [DOSMKHBI ObITb 3alMLLEHbl OT HENPABOMEPHOIO WM CryYaMHOro [OCTyNa K HUM, YHUUTOXEHUS!, U3MEHEHWS,
BrOKMPOBaHUSA, KONMPOBAaHUSA, PacnpPOCTPaHEHNs NEPCOHANBbHbIX AAHHBIX, @8 TAKKe OT UHbIX HENMPaBOMEPHbIX 4ENCTBUN.
Yrpo3abl 6e3onacHocth MNOH npu nx obpadoTtke B UCTOH MoryT ObiTb CBSAA3aHbI Kak C HernpegHaMepeHHbIMN OENCTBUAMMN
nepcoHana VCIMAQH n(nnn) notpebutenen, nonb3yowmuxca ycnyramu, npegocrtasngembimu VICIMOH B cOOTBETCTBMM C
€e Ha3HayeHneM, TaK 1 CO CreumnarnbHO OCYLLECTBMSAEMbIMA HENPaBOMEPHbLIMU AENCTBUSIMU MHOCTPaHHbLIX rOCY4apCTB,
KPMMMWHanbHbIX COOOLLECTB, OTAENbHBLIX OPraHN3aLmin 1 rpaXaaH, a Takke MHbIMU UCTOYHMKaMN Yrpoa3.

Yrposbl 6e3onacHoctv [H MoryT ObiTb peanu3oBaHbl 3a cdeT yTedkn [H No TEXHUYECKMM KaHanam
(TexHnyeckne KaHanbl yTeykn uHopMaumu, obpabaTtbiBaeMon B TexHudeckux cpeactBax WCIIOH, TexHuuveckue
KaHanbl nepexsarta uMHdOpMauuKn Npy ee nepefade no kaHamnam CBA3WM, TEXHWYECKME KaHalnbl YTEYKU aKyCTU4ECKOM
(peveBoi) mHdopmaummn) nMBo 3a cYEeT HEeCaHKUMOHMPOBAHHOIO AOCTyna C MCMOIb30BaHMEM COOTBETCTBYHOLLENO
nporpammHoro obecrneveHus.

[eTanbHoe onucaHune yrpos, CBA3aHHbIX C yTedkon [MH MO TexHudeckum kaHanam, npusefeHo B “"basoson
Moaenu yrpo3 6e3onacHOCTU NepCcoHanbHbIX AaHHbLIX MpU X 06paboTke B MHPOPMALMNOHHBIX CUCTEMAX NePCOHaNbHbIX
OaHHbIX". BbisiBNeHWe TexHuyecknx kaHanoB yTeyku MNOH ocywecTBnseTcss Ha OCHOBE HOPMATUBHBLIX U METOLAMYECKUX
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nokymeHToB PCTIK Poccun.

McTouHmKamum yrpos, peannsyembix 3a CHET HECAHKLIMOHMPOBAHHOMO AOCTYyNa K 6a3am AaHHbIX C UCMONb30BaHNEM
LWTAaTHOro WM cneumanbHO paspaboTaHHOro MporpaMMHoOro obecnedyeHus, SBRSOTCA CyObeKkTbl, AENCTBUS KOTOPbIX
HapyLwatoT pernameHtTupyemble B MCIMOH npaBuna pasrpaHMyeHns Joctyna K MHpopmauum. STuMmn cyGbekTamm mMoryT
ObITb:

HapyLuTenb;
HOCUTESb BPEAOHOCHOM NpOorpammbl;
annapaTtHas 3aknagka.

lMoa HapywuTenem 3gecb M garnee noHMmaeTcs uanyeckoe nuuo (nuua), CryYyamHo wunu npegHamepeHHO
coBepluawlee OencTeus, CrneacTtBMEM KOTOPbIX sBRsieTcs HapyweHue 6esonacHoctn TOH npu ux obpaboTke
TeXHN4YeCKMmMn cpencrtesamum B MH(bOpMaLLMOHHbIX cuctemax. C To4ku 3pEeHNA Hann4uma npasa neranbHOro Aoctyna B
noMeLleHnsi, B KOTOpbIX pasMelleHbl annapaTHble cpegcTBa, obecneumBarowime poctyn k pecypcam WCIIOH,
HapyLNTENW Noapas3nensaTcsa Ha ABa Tuna:

Hapywwutenu, He umetowme pgoctyna k WCIMOH, peanusyowue yrpo3bl U3 BHELWHWX CETEn CBA3M obuiero
nonb3oBaHWs 1 (UNK) ceTen MexayHapoaHOro MHAPOPMaLMOHHOro obMeHa, - BHELUHWE HapyLunTenu;

Hapywwutenu, wumetowme poctyn k WCIOH, Bkmodasa nonb3oBatenen WCIOH, peanuaylowme  yrposbl
HenocpeacTteeHHO B ICTI[H, - BHYyTPEHHWE HapyLUNTENN.

Ona  WCIMOH, npepocTaBnsaoWwmnX WHGPOPMALMOHHbIE YCRyrM yAaneHHbIM MOofb30BaTensiM, BHELLUHUMMU
HapPyLWUTENAMU MOTYT SBAATBCA LA, UMeLMe BO3MOXHOCTb OCYLLECTBMAATb HECAHKUMOHMPOBAHHLIA AOCTYN K
WMHpopMaLMN C UCMONb30BaHUEM crelumarnbHbIX NPOorpaMMHbIX BO3OENCTBUNA, anroOpUTMUYECKUX WM MPOrpamMMHbIX
3aKnagok Yyepes aBToMaTM3npoBaHHble paboune mecTta, TepMuHanbHble yctporctea VICTOH, nogknioveHHbIe K CETSAM
obLero nonb3oBaHuA.

B0O3MOXHOCTM BHYTPEHHEro HapyLUUTENS CyLEeCTBEHHbIM 06pa3oM 3aBUCAT OT YCTAaHOBINEHHOrO nopsaka Aonycka
dhmanyeckmx nmy Kk MHcpopmaLmoHHbIM pecypcam MICIOH 1 Mep no KOHTPOIo nopsiaka npoBedeHus pabor.

eroabl HeCaHKUMOHNPOBAHHOIO A0CTyna OT BHELWHUX HaprJMTeHeVI peanm3yroTca C UCNOJIb30OBaHNEM
NPOTOKOJI0B MEXCETEBOIO B3aMMOAENCTBUS.

[JeTanbHoe onncaHwe yrpos, CBA3aHHbIX C HeCaHKUMOHMpoBaHHbLIM gocTyrnom B WCTOH nepcoHanbHbIX AaHHbIX,
npveegeHo B "ba3oBon mogenu yrpo3 6e30nacHOCTM NepcoHanbHbIX AaHHbLIX Npy MX 06paboTke B MHPOPMAaLMOHHbIX
cucTemMax nepcoHanbHbIX AaHHbIX".

Beisenenue yrpo3s HCL k TOH, peanuayembix C MPUMEHEHUEM MPOrPaMMHbLIX U MPOrpaMMHO-annapaTHbIX
CPEACTB, OCYLLECTBMSIETCA Ha OCHOBE 3KCMEepTHOro MeToda, B TOM 4ducrie MyTem onpoca ChneuuanvcToB, nepcoHana
NCTOH, OOMKHOCTHBIX ML, NpY 3TOM MOTYT MUCMOSb30BaTbCA cneunasnbHble MHCTPYMEHTanbHblEe cpeacTBa (CeTeBble
CKaHepbl) ANs MOATBEPXOEHUS HanMyuus U BbISIBNEHUS YSI3BUMOCTEN NPOrpaMMHOrO M annapaTHoro obecneyeHus
WCMNOH. Ons npoBeaeHnst onpoca CoCTaBnsATCS cneunarnbHble ONPOCHbIE NTIUCTDI.

Hanunune ncToyHmka yrposbl U ySa3BUMOTO 3BEHA, KOTOPOE MOXET ObiTb MCMNONBb30BaHO ANS peanusauun yrpoasbl,
CBMAETENbCTBYET O HanMuMn OaHHOW yrpo3bl. POpMUpys HA OCHOBE OMnpoca nepeyvyeHb UCTOYHMKOB yrpo3 MIAH, Ha
OCHOBE OMpoca M CEeTEBOro CKaHMpPOBaHUS NepeyeHb ya3BuMbIX 3BeHbeB NCITOH, a Takke no gaHHbIM obcrnenoBaHns
NCTOH - nepeyeHb TEXHUYECKUX KaHamoB yTeuyku MHopMauumu, onpeaensaTcsa ycnosus cyuiectsoBaHms B VICTMOH
yrpo3 6e3onacHoCTM MHAOPMaLUM U COCTaBMSETCS WX MOMHbIA nepedyeHb. Ha oOcHoBaHUM 3TOro nepeyHst B
COOTBETCTBMM C ONMUCaAHHBIM HUXKE MOPSAKOM hopMUpyeTcs NepeyeHb akTyarnbHbIX yrpo3 6e3onacHoctu MOH.

2. MNopsgok onpefeneHns akTyanbHbIX yrpo3
6e30nacHOCTM NepcoHarnbHbIX AaHHbIX B MH(POPMAaLMOHHBIX cUcTeMax
nepcoHanbHbIX AaHHbIX

AKTyaJ'IbHOIZ CHUTaETCA yrpo3a, Kotopad MoXeT ObITb peanmn3oBaHa B MCH,D,H n npencrtaBndaeT onacHoCTb And
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MAxH. Moaxon Kk cocTaBneHuo nepedyHsa akTyalbHbIX Yrpo3 COCTOUT B Crie4yroLleM.

[Ons oueHkn BO3MOXHOCTM peanu3auun yrposbl MNPUMEHSAIOTCA [ABa MokasaTens: YpPOBEHb WCXOOHOM
sawmweHHoctn NCIOH n yacToTa (BepOATHOCTL) peanusaunm paccMaTtpnBaemomn yrposbi.

Mo ypoBHeM wucxogHon 3awmuieHHoctn WCTOH noHumaeTcs oOOOLWEeHHbIV MoKa3aTenb, 3aBUCALMUA OT
TEXHUYECKUX U SKCMITyaTauMOHHbIX Xapaktepuctuk VICT1OH, npuBeaeHHbIX B Tabnumue 1.

Tabnuua 1

MokasaTtenu ncxogHown 3awmuieHHocTn NCIOH

TexHMUeCKMEe U 3KCIJIyaTalUMOHHEE
xapakTepucTuku UCIIH

YPOBEHb BallMleHHOCTN

BEIC OKMM cpenHumn HUBKUM

1. [Io TeppUTOpMallbHOMY
pa3MelleHUo:

pacnpenesieHHaa VCIIOH, KOTOpas
OXBAaTHIBAET HECKOJIbKO obJjacrei,
KpaeB, OKPYIOB MWIM TI'OCyIapCTBO
B LIEJIOM;

roponckasa MCIIIOH, OXBaTHBAaKIAA
He OoJee OIOHOTO HaCeJIEHHOT'O
NyHKTa (ropoma, IOoceJika);
KOPIIOpaTUBHAaA pacnpenesyieHHas
MCIlonu, OXBaTHBaoladg MHOT'UE
nompasneJeHns OHOM
opraHms3auun;

JIOKaJibHasa (kaMIycHas) WCIlonu,
pa3BepHyTasa B npenesax
HECKOJIbKUX OJIM3KO PAacClOJIOXEHHBIX
3OaHWM;

JokaJabHasa VCIIIOH, pa3BepHyTas B
npenejyiax OOHOTO 3OaHMAa

2. Tlo HaJIMUUIO COoenMHEeHUd c
ceTaMM OOWETrOo IO0JIb30BAHUA:
NCIlOH, mMewnla g MHOT'OTOUEUHKIN
BBIXOI B ceTb ofmero
MOJIb30BAHUS;

NCIlOH, mMewnla g OIHOTOUEUHKIN
BBIXOI B ceTb ofmero
MOJIb30BAHUS;

VCIOH, OOu3MUeckKkM oTmeJieHHas OoOT
ceTu obwWero IMOJIb30BAaHUS

3. Ilo BCTPOEHHEM (J1erajibHBEIM)
onepaumusaMm c 3annucCAaMu 6as
[I€PCOHAJIbHEIX INaHHEIX :

uTeHue, IIOUCK;
3anmch, yoaJjieHre, COPTUPOBKA;
MooubmKaums, nepenava

4. Ilo pasTpaHMUYEHMIO »OOCTylla K
NepCOHaJIbHEIM OaHHBIM :

VCIIIH, XK KOTOPOM MMEKT HOOCTYIL
onpeneJjieHHbEe repedHeM
COTPYIOHUKNA opraHm3auuu,
ABJISIOMEVIC S BJlaneJibleM WCIlou,
JImbo cyowexkT IIJH;

VCIOH, XK KOTOPOM MUMET HOOCTYIl
BCE COTPYIOHUKN opraHms3aumuu,
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aBJjaomercs BaanmeabueMm WCIIOH;

VCIIOH C OTKPBITEIM IOOCTYIIOM - - +
5. [Ilo HaaIMuuo cCoenuHeHUMN c

npyruMmu ©aszsamm III0H mHEIX MCIIOH:

VHTeTPVMPOBaHHAA VCIIOH - - +
(opraHmzaumsa MICINIOJIB3yeT

HecKoJibkO ©0a3 I[IJu WCIIOH, npun

5TOM OpTraHM3aluusa He aBJIeTCH

BJlameJiblieM BCEX VICIIOJIb 3y EMEIX

6as I11H) ;

WCIloH, B KOTOPOM MCIOJIb3yeTcCs + - -
onHa ©Gaza IIJH, NpMHanexala s

opraHm3auuy - BJanejyibly IaHHOM

VCIOH

6. IIo YPOBHIO obo0bueHrs

(obesnmnumBanusg) IIJH:

UCIIOH, B KOTOpPOM + - -
npenocraBJigeMble IOJIb30BAaTEJI

IaHHBEIE ABJIAIOTCS o6e3IUeHHBEIMHU

(Ha YypOBHE opTraHms3aumnn,

orpaciau, objaactTu, permoHa n

T.O.)

UCIIOH, B KOTOpPOM IaHHEIE - + -
obesImMunuBaKnTCcAa TOJIBKO npu

nepenade B OpyT'Me OpraHM3aUUM U

He oDe3JIMUEeHEL npu

OpenoCTaBJIEHUM II0JIb30BaTEJI0 B

opraHms3auun;

UCIIOH, B KOTOpPOM - - +
npenocraBJisgeMble IOJIb30BAaTEJI

IIaHHEIE He ABJISIOTCS

obesIMUeHHBMNU (T.e.

IPpUCYTCTBYyeEeT uHbopMaL s,

103BOJIA0IA S NOEeHTUOMUMPOBaTH

cybwexTa I1JH)

7. Tlo obBeMy nu, KOTOPHE

NpenoCTaBJIAnTCA CTOPOHHUM

MoOJIb30BAaTEJIIM NCIIOH 6es

IpenBapUTEIbHOM OD0paboTKM:

VCIIIH, npenmocTasjdplas BCO 60asy - - +
IOaHHeIXx C [II0H;

MCIlOH, npenocTaBJIgLas J4acTb - + -
nou;

NCIlOH, He npenocTaBidwlasa + - -
HMKAaKOM MHbOpMalmm

WNcxoaHas cTeneHb 3alliyLLEeHHOCTU onpeaenseTcsa cneayoLlmm oGpasom.

1. UCTMNOH nmMeeT BLICOKUIA YPOBEHb WUCXOOHOW 3alluuLieHHOCTU, ecnu He meHee 70% xapaktepuctuk VCMOH
COOTBETCTBYIOT ~ YPOBHIO  "BbICOKMWA"  (CYMMWpPYIOTCSI  MOMOXUTENbHbIE  pelleHuss no  nepsomy  crtonbuy,
COOTBETCTBYIOLLIEMY BbLICOKOMY YPOBHK 3alUMLLEHHOCTU), a OcCTallbHble - CPeAHEMY YPOBHIO 3aLULLEHHOCTU
(nonoxwuTtensHble peLleHns No BTOpoMy ctonoduy).

2. NCIMOH nmeeT cpeiHMI YPOBEHb NCXOAHOM 3aLUULLIEHHOCTU, €CNU He BbIMOMHSAITCSA YCNoBUS MO NYHKTY 1 1 He
meHee 70% xapaktepuctuk WCIOH COOTBETCTBYIOT YPOBHW He Hwxe "cpegHun" (GepeTcsi OTHOLUEHME CYMMbl
NONOXUTENbHbIE PELUEHUA MO BTOPOMY CTONOLY, COOTBETCTBYIOLLEMY CpeQHEMY YPOBHIO 3alUMLLEHHOCTU, K obLiemy
KONMMYECTBY peLLUEHWIA), a OCTarnbHbIE - HU3KOMY YPOBHIO 3aLLMLLEHHOCTH.

3. UCTOH umeeT HU3KYIo CTeneHb MCXOOHON 3alLMLLEHHOCTN, €CNU He BbINOMHSATCS YCroBns no nyHktam 1 u 2.
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Ipu CoOCTaBJIEHUM IIepeuHs aKTyaJlbHEIX yI'po3 0OesonacHocTu IIJJH KaxIou
CTEeleHM MCXOINHOM BallMIIEHHOCTM CTaBUTCS B COOTBETCTBME UMCIIOBOM KO3bOMLMEeHT
Y , a VMMEHHO:

1

0 - AnS BbICOKOW CTENEeHM NCXOAHOWN 3aLUMLLLEHHOCTH;
5 - pns cpegHen cTeneHn NCXogHOM 3aLULLEHHOCTN;

10 - ANSA HU3KOW CTEMEHN UCXOAHOM 3aLLULLEHHOCTN.

Mog uyacTtoTonm (BEPOSTHOCTLIO) peanu3auun  Yrposbl MOHMMAETCA OnpedensieMbli  3KCMEPTHbIM  MyTeM
nokasaTesb, XapaKTepu3yLUN, HACKOSbKO BEPOATHLIM SIBIISIETCA peanuaaunsa KOHKPETHOM yrpo3bl 6esonacHocTtu MNOH
ana paHHon UCTIOH B cknagbiBalowwmMxcs ycrnoBusix obcTtaHoBkM. BBogatcsa yeTbipe BepbanbHbIX rpagauumn 9TOro
nokasaTens:

MaroBepOSATHO - OTCYTCTBYHOT OOBbEKTMBHbIE MPeanochbifikiu Afs OCYLUEeCTBMeHWs yrpo3bl (Hanmpumep, yrposa
XVLEeHUss HocuTenen MHoOpMauuvM nuuaMu, He VMMeLWUMK feranbHOro Aoctyna B MNOMeLUeHWe, rae nocnegHue
XpaHATcs);

HM3Kasi BEPOATHOCTb - OOBLEKTUBHBLIE NMPEANOCLINKA AN peanusaumn yrposbl CyLLEeCTBYOT, HO MPUHATbIE Mepbl
CYLLECTBEHHO 3aTpyOHSIlOT ee peanusauuio (HanpuMep, WCMosfib30BaHbl COOTBETCTBYHOLIME CPEACTBA  3aLUUTbI
NHpopmaumn);

CpeiHAA BEepOSATHOCTb - OGbEKTUBHBIE NPeanoChINKX AN peanusauun yrposbl CyLLECTBYIOT, HO MPUHSATbIE MepbI
obecneveHus 6esonacHoctu MOH HEOOCTATOUHbI;

BbICOKasaA BEPOATHOCTb - 0b6BbEeKTUBHbIE npeanocelyikn gna peann3aumm yrposbl CyullecTByHOT U Mepbl MO
obecneyeHuto 6esonacHocTn MOH He NPUHATLI.

HpM COCTaBJIEHUN InepedHda AKTYaJIbHBEIX YTpos 6e30nacHOCTU H,I[H Kamnoﬁ
I'pamaumm BEPOATHOCTM BO3HMKHOBEHMA YIPO3El CTAaBMUTCHA B COOTBETCTBUE YUCJIOBOM
koodduLIMeHT Y , a MMEHHO:
2

0 - ana ManoBepOSTHOW Yrpo3kbl;

2 - Anst HN3KOW BEPOSITHOCTU Yrpo3bl;

5 - ons cpegHen BEPOSATHOCTU Yrpo3sbl;

10 - oNsa BbICOKOW BEPOSITHOCTU Yrpo3bl.

C y4eTOM MN3MNOXKEHHOTO KO3hhMLUMEHT peanndyemMocT yrpo3bl Y 6yaeT onpeaensatbcsi COOTHOLEHNEM

Y= (Y+Y) /20
1 2

Mo 3HauveHuo koapcbmumeHTa peanmsyemocTn yrposel Y copmmpyetca BepbanbHas wHTepnpeTaumns
peannayemocTy yrpo3bl criegyoLmm obpasom:

ecnn 0 </=Y </= 0,3, TO BO3MOXHOCTb peanunsaunm yrpo3sbl NPU3HaeTCst HU3KOMW;

ecnn 0,3 <Y </= 0,6, TO BO3MOXHOCTb peanu3aLmm yrpo3bl pu3HaeTcsa cpeaHen;

ecnn 0,6 <Y </= 0,8, TO BO3BMOXHOCTb peanu3aLm yrpo3bl MpU3HaAeTCs BbICOKOW;

ecnnY > 0,8, TO BO3MOXHOCTb peanu3aLmm yrposbl NpM3HaeTCcs O4eHb BbICOKOW.

Hdanee oueHuBaeTCAd OMNACHOCTb KadoW yrposbl. [1pyM OLEHKe OMacHOCTM Ha OCHOBE OMpoca 3JKCMepToB

(cneumannctoB B obnactu 3awuTbl MHGOPMaUuUKW) onpegensietca BepbanbHbIA NokasaTenb OnacHOCTM s
paccmatpusaemon VCIOH. OTOT nokasaTternb UMeeT Tpy 3HAYEHUS:
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"MeToaMKa onpeaeneHnst akTyanbHbIX Yrpo3 6€30nmacHoOCTM
NepCoHasnbHbIX AaHHbIX NP MX 06paboTke B MHHOPMALIMOHHbIX
cucTeMax nepeo...

[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 25.10.2019

HM3Kasi ONacHOCTb - €CNK peanu3aums yrposbl MOXET NPUBECTU K He3HAYUTErbHbIM HEFaTUBHBLIM MOCHEeaCTBUAM
ONns cyObeKkToB NepcoHarbHbIX AaHHbIX;

CcpeaHAA OonacHOCTb - eCln peanni3auna yrpo3bl MOXET NMPUBECTU K HEraTUBHbLIM NoCneacTtBnaAM Ond Cy6'beKTOB
nepcoHarbHbIX OaHHbIX;

BbICOKaaA ONaCHOCTb - eCnn peanni3auna yrpo3bl MOXeET NpuUBeCTU K 3HAYUTENTbHbIM HEeraTMBHbIM NOCNeACTBUAM
anda Cy6'beKTOB nepcoHanbHbIX AAaHHbIX.

3arem ocyuiecTBnsieTcs Bbibop M3 o0wero (NpedBapuUTENbHONO) nepevHs yrpo3 6e3onacHoOCTU TeX, KOTopble
OTHOCATCA K akTyanbHbIM ans gaHHo NCIOH, B COOTBETCTBMU C NpaBuiiaMu, NpMBeaeHHbIMU B Tabnvue 2.

Tabnuua 2

lMpaBuna oTHeceHus yrpo3bl 6e3onacHocTy MOH K akTyansHon

Bo3MoxHOCTB [lokazaTesb ONaCHOCTU YyI'PO3H
peanmusaumnmn
YT'PO3EL HM3Kadg cpenHAasa BEICOKAA
Huszkas HeaKTyaljlbHad HeaKTyaljlbHad akTyaJlbHad
CpenHusas HeaKTyaJlbHaA aKTyaJibHaA aKTyaJlbHAA
Breicokasa aKTyaJibHada aKTyaJibHada aKTyaJlbHad
OdueHb BEICOKAA |aKTyallbHad aKTyaJlbHasa akTyaJlbHad

C wucnonb3oBaHuem pAaHHbix o knacce WCIOH n cocTaBneHHOro MepeyHsl akTyanbHbIX Yrpo3, Ha OCHOBE
"Pekomengaumii no obecneveHnto 6e30MacHOCTU MepCOoHasnbHbIX AaHHbIX MpyM MX 006paboTke B MH(OPMAaUMOHHBIX
cucTemMax nepcoHasnbHbIX AaHHbIX" U "OCHOBHbLIX MEPOMPUATUA MO OpraHu3aumm N TEXHUYEeCKOMY obecrneyeHuto
BesonacHOCTN MepcoHanbHbIX AaHHbIX, ObpabaTbiBaeMbIX B MHOPMALMOHHBLIX CUCTEMaX NepCOoHarnbHbIX AaHHbIX"
HOPMYNNPYIOTCH KOHKPETHbIE OpraHn3aLnoHHO-TexHu4eckne Tpebosarmsa no sawmte NCIMOH oT yTeukn nHdopmaumm
MO TEXHUYEeCKMM KaHanam, OT HeCaHKUMOHMPOBAHHOIO [OCTyrMa W OCYLLEeCTBNSETCA BbIOOP NPOrpaMMHbIX U
TEXHUYECKUX CPeACTB 3aliMTbl MHAOPMaLUKU, KOTopble MOryT OblTb WCMOMb30BaHbl NPWU CO34aHUM U AanbHENLIEn
akcnnyaTtauum NCI1OH.

www.consultant.ru CrpaHvua 6 U3 6

HafeXXHaa npaBoBas noaAepXXkKa


http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru

	Введение
	1. Общие положения
	2. Порядок определения актуальных угроз безопасности персональных данных в информационных системах персональных данных
	Таблица 1. Показатели исходной защищенности ИСПДн
	Таблица 2. Правила отнесения угрозы безопасности ПДн к актуальной


