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YTBEPKICHBI
pykxoBojctBoM § Llentpa ®Cbh Poccun
21 ¢epans 2008 r. N 149/54-144

METOANYECKWE PEKOMEHOALIUU
NO OBECIMNEYEHUIO C MOMOLLBLIO KPUNMTOCPEACTB BE3OMNACHOCTHU
NEPCOHAIIbHbIX OAHHbLIX NMPU UX OBPABOTKE B MH®OPMALIMOHHbIX
CUCTEMAX NEPCOHAIJIbHbIX OAHHbLIX C UCINOJIb3OBAHUEM
CPEACTB ABTOMATU3ALIMU

BBenenue

Hactosmue MeToaudeckne peKOMEHAAUU 10 OOECHEYeHHUI0 C TMOMOINBI0  KPHUMITOCPEICTB
0€30MacCHOCTH TEPCOHAIBHBIX JaHHBIX MPU HX 00paboTKe B WH(POPMAIMOHHBIX CHUCTEMAaX IEPCOHAIBHBIX
JTAHHBIX C UCIIOIh30BAaHUEM CPEJCTB aBTOMATH3AINH (fajiee - MeToaudeckne peKoOMeHIalnn) pa3padoTaHbl B
cootBeTcTBUU C I. 2 [locranoBnenus [IpaBurensctBa Poccuiickoit deneparuu ot 17 HosOps 2007 r. N 781
"O6 yrBepxkaeHuu [lomoxxkenus 06 obecrieueHr 0€301IaCHOCTH MEPCOHANTBHBIX JTAHHBIX MPU UX 00pabOTKE B
UH(GOPMAITMOHHBIX CUCTEMaX MEPCOHANBHBIX JaHHBIX .

Metoandeckre peKOMEHIAMU MpeHa3sHauYeHBbI Ui ONepaTopoB U pa3padOTYUKOB MH(OPMAIIMOHHBIX
CUCTEM NEPCOHAIBHBIX JAHHBIX M OXBATHIBAIOT BOIIPOCHI 3ALIUTHl MEPCOHAIBHBIX JAHHBIX C IOMOILBIO
KpUIITOCPEACTB.

MeTroanuecKuMH  PEKOMEHJANMSIMU  HEOOXOIMMO PYKOBOJCTBOBATHCS B Ciydae OIPEIACICHHS
OTIepPaTOpOM HEOOXOIUMOCTH OOecredeHus: Oe30MaCHOCTH MEePCOHAIBHBIX JaHHBIX C HCIOJIb30BaHUEM
KPUNTOCPENCTB (32 UCKIIOYCHHEM ClIydas, KOTJa OmepaTopoM SBJseTcsl (U3MYECKOe JIHIIO0, UCIOIB3YIOIIee
MepPCOHANbHBIE JaHHBIC HCKIIOYUTEIBHO S JUYHBIX U CEMEHWHBIX HYXI), a TaKkKe Npu oO0ecredeHuu
0€30MaCHOCTH TEPCOHATBHBIX JAHHBIX IMpH 00paboTke B HH(POPMAIIMOHHBIX CHCTEMAaxX, OTHECEHHBIX K
komrieteHimn ~ @Cb  Poccun. B wactHocTH, MeToAMYECKMMH  PEKOMEHMANMUSIMH  HEOOXOIMMO
PYKOBOJICTBOBATHCS B CJICIYIOIIMX CITyYasix:

- IIp1 00ECIIEUYEHUH C UCIOJIb30BAHUEM KPUIITOCPEICTB 0€30IaCHOCTH NEPCOHANbHBIX JAHHBIX IPU UX
00paboTKe B TOCYJapCTBEHHBIX MH(POPMALIMOHHBIX CUCTEMAX MEPCOHAIBHBIX TaHHBIX (4acTh 5 denepanbHOTo
3akoHa oT 27 utonsg 2006 r. N 149-®03 "O6 undopmanuu, nHHOPMAIMOHHBIX TEXHOJIOTHSX M O 3aIIUTE
uHpopmanun");

- TPH WCIOJB30BAaHUM KPUNTOCPEACTB Ui OOECHEeueHHs] TEePCOHAIBHBIX JAaHHBIX B CIydasx,
npenycMoTpeHHbIX 1.3 [lomokeHust o pa3paOoTKe, TPOM3BOJICTBE, pEATM3alMi W IKCILTyaTaluu
mGPOBATBHBIX (KpUnTOrpadudeckux) cpeacts 3amutbl nHbopmaruu (Ilomoxenne [TK3-2005).

Hacrosmme MeTtoauueckue PEKOMCHIAINU HE PACHIPOCTPAHAIOTCA Ha HH(i)OpMaI_II/IOHHBIe CHCTCMbI
NEPCOHAILHBIX JAHHBIX, B KOTOPBIX:

- IepCOHABHBIC JJAHHBIC 00padaThIBalOTCS O3 UCTIOIH30BAHUS CPEACTB AaBTOMATH3AIUY;

- 00pabaTbIBaloTCA IEPCOHAIbHBIE JAHHBIE, OTHECEHHbIE B YCTAHOBJIEHHOM IOPSAAKE K CBEICHUSM,
COCTaBJISIOLIUM IOCYJJapCTBEHHYIO TalHY;

- TCXHUYCCKHUE CPEACTBA HACTUYHO MUJIU LHECJIIMKOM HAXOIATCA 3a IpeaciaMu Poccuiickoit d)ezlepam/m.
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1. OcHOBHEIE TCPMHHBI U UX OIIPCACIICHUA

B Hactosimiux Meronnyeckux peKoOMeHAaluusax U MpH B3aumojencTBuu ¢ aunensuatamu ®Ch Poccun,
SBIISIOLIMMUCS pa3pabOTYNKaMU KPUITOCPEICTB, pa3padoTynKaMu HH(GOPMAIIMOHHBIX CHCTEM MePCOHATBHBIX
JaHHBIX, B KOTOPBIX HCIOJB3YIOTCA KPHUITOCPEIACTBA, WIM CHELUAIN3UPOBAHHBIMU OPraHU3aLUsIMU,
IPOBOASIIMMU TEMAaTHUECKHE HCCIIENOBAaHUS KPHUNTOCPEICTB, HCIOIL3YIOTCS CIELYIOIIME OCHOBHBIE
TEPMUHBI.

ABtomarusupoBaHHasi cuctema (AC) - cucrema, COCTOfAIIAs W3 TMEPCOHANa M KOMILUIEKCa CPEACTB
aBTOMATH3aIlMd €r0  JEATEIBHOCTH, pealm3yiomas WH(GOPMAIMOHHYIO TEXHOJOTHIO  BBITIOJHEHUS
YCTaHOBJICHHBIX PYHKIMHA <1>.

<1>TOCT 34.003-90.

ABTOMAaTH3UMpOBaHHAsl cucTeMa B 3amuineHHoM ucnojgnenuu (AC3U) - aBTomaTu3upoBaHHasi CUCTEMA,
peanu3syromas ”HGOPMAIMOHHYIO TEXHOJOTHIO BBIITOJIHEHHS YCTAHOBJICHHBIX (DYHKIIMHA B COOTBETCTBHH C
TpeOOBaHUSAMU CTaHJAPTOB U (UJIM) HHBIX HOPMATUBHBIX JTOKYMEHTOB I10 3aIIuTe HHPopMauu <1>.

<1>TOCT P 51624-2000.

ATaka - IEJICHAllpaBICHHbIE ACUCTBUS HApyILIMTENIS C MCIOJIb30BAHUEM TEXHUYECKUX M (WIN)
MPOrpaMMHBIX CpPEACTB C LEJIbI0 HApYyLIEHUS 3aJaHHBIX XapaKTepUCTHUK O€30MacHOCTH 3allluiiaeMoin
KpPUIITOCPEACTBOM MH(POPMAIIUH UITU C LIETBIO CO3aHUS YCIOBUH IS 3TOTO.

be3onacHOCTh - COCTOSHUE 3alUIIEHHOCTH >KU3HEHHO BA)KHBIX HHTEPECOB JIMYHOCTH, OOIIECTBA U
rocyJapcTBa OT BHYTPEHHHMX M BHEIIHUX yrpo3 <1>.

<1> 3akou Poccuiickoii ®enepanun "O 6e30macHoCTH".

be3omacHOCTh 00BEKTA - COCTOSIHHE 3alTUIIICHHOCTH 00bEKTa OT BHEITHUX W BHYTPEHHUX yTPO3.

[Ipumeuanue.

JlanHOoe ompeneneHue pachpoCTpaHsSeTCs Ha 000N pealbHbI 0OBEKT, B KaueCTBE KOTOPOTO MOTYT
BBICTYIIaTh TEXHUYECKUE CPEJICTBA, MPOTPAMMHEIE CpelICTBa, WH(OpMalrs, HHPOPMAIIMOHHBIE TEXHOJIOTHH,

HHq)OpMaHHOHHBIe CHUCTCEMBI, I/IH(I)OpMaI_[I/IOHHO-TGHGKOMMYHHK&HI/IOHHBIG CCTH, 31aHUA, COOPYKCHUA U T.O.

brnokupoBaHne mepcOHANBHBIX JAHHBIX - BPEMEHHOE MpeKpalieHue cOopa, CHCTeMaTU3alllu,
HaKOIUJICHHUs, UCII0JIb30BaHMs, PACIPOCTPAHEHUS IEPCOHANIBHBIX JJAaHHBIX, B TOM YHUCIIE UX Mepenadyn <I>.

<1> ®enepanbHblii 3aK0H "O NEpCOHATBHBIX JAHHBIX'.
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BcerpanBaHue KpUNTOCPENCTBA - MPOLECC MOAKIIOYEHHMS KPUITOCPEICTBA K TEXHUYECKUM U
MPOrPaMMHBIM CPEJICTBAM, COBMECTHO C KOTOPBIMH HPEIIOJIAaraeTcsi ero MmraTHoe (YHKIMOHUPOBAHHE, 32
UCKJIFOUYEHHEM IIPOLECcCa MHCTAIIALMH.

JoxymeHntupoBanHnble (aexnapupoBanHbie) Bo3MoxkHOCTH [1O (TC) - dyHKIMOHAIBHBIE BO3MOXXHOCTH
I1O (TC), onucanusie B nokymenrtamnuu Ha [10 (TC).

Joctyn k mHGOpMaLUK - BO3MOXKHOCTb MOJYyYSHHUs HHPOPMAILIUU U €€ HCTIOJIb30BaHMs <1>.

<> ®epepanpubiii 3akoH "OO wuHPOpManMU, WHPOPMAIMOHHBIX TEXHOJOTHSIX M O 3alluTe
nHpopmanun".

JKu3HeHHO Ba)kKHblE€ MHTEPECH - COBOKYNHOCTb HMOTPEOHOCTEH, yJIOBIETBOPEHHE KOTOPBIX HAJIEXKHO
o0ecreynBaeT CyIIeCTBOBAaHHE M BO3MOXHOCTH IPOIPECCHUBHOIO pPAa3BUTHUSA JIMYHOCTH, OOIIEeCTBA U
rocyaapcrsa <1>.

<1> 3akon Poccuiickoii ®enepanun "O 6e30macHOCTH".

amumiaemas uHbopManus - uHGopManus, Uil KOTOopoil oOianareneM WHGOPMALUU OMpPEIEICHbI
XapaKTePUCTHKU €€ 0€30MacHOCTH.

Wuctannsamuss - yCTaHOBKAa NPOrPaMMHOTO TPOAYKTa Ha KOMMbIOTep. WHcTammanus OOBIYHO
BBITNOJIHAETCS. NOJl YIPABJIEHUEM MHCTALUIATOpAa - MPOTrpamMMbl, KOTOpas IPUBOIAUT COCTAaB U CTPYKTYpPY
yCTQHABJIIMBAEMOTO MPOTPAMMHOTO H3JCIHs B COOTBETCTBHE C KOH(HTrypamueld KOMIBIOTEpa, a TaKke
HacTpauBaeT NpPOTpaMMHBIE MapaMeTpbl COIJIACHO THUIY HMEIOIIEeHCs OINepaliOHHON CHUCTEMBbI, KiaccaM
pellaeMbIX 3agad4 U pexumam paboTel. Takum 00pa3oM, HHCTAUIALMSA JellaeT MPOTrpaMMHBIA MPOAYKT
NPUTOAHBIM JJIs UCTIONb30BAHUS B JAHHOM BBIYUCIUTEIBHOM CHUCTEME M TOTOBBIM PEIATh ONPEACIICHHBIN
KJIacc 3aJa4 B ONPEeNIEHHOM peXuMe padoThl <1>.

<1> B. Hopor, ®. HoBukoB "TonkoBbiii cioBapb COBpeMEHHOW KommbioTepHOU sekcuku', CIIO.,
BXB-Ilerepoypr, 2004.

WNudopmanus - cenenus (cooOieHus, JTaHHbIe) HE3aBUCUMO OT (POPMBI UX MpeIcTaBiIeHHs <1>.

<> ®epepanpupiii 3ak0H "OO wuHPOpMaLMU, WHPOPMAIMOHHBIX TEXHOJOTHSIX M O 3alluTe
nHpopmanun".

NudpopmannoHHas cuCTEeMa - COBOKYIHOCTb cojepxalieiics B 0a3zaXx MAaHHBIX HHGpOpMALUU MU
o0ecreunBaroIux ee 00padboTKy HHPOPMALMOHHBIX TEXHOJIOIMH U TEXHUYECKUX CPEICTB <1>.
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<I> ®epepanpHblii 3akoH "OO wuHPOpMaLuu, HWHGOPMALMOHHBIX TEXHOJOTMSIX M O 3alluTe
uHpopmanun".

WNudpopmaninonHasi cuctemMa MEepCOHANbHBIX JaHHBIX - MH(OpPMAllMOHHAs CHUCTEMa, IMPEACTaBISIoLIas
co00i1 COBOKYIHOCTh MEPCOHANbHBIX JaHHBIX, COJAEpKAIIMXCSA B 0aze JAaHHBIX, a Takke MH()OPMALMOHHBIX
TEXHOJIOTUH U TEXHUUECKUX CPEJCTB, NO3BOJISIOIINX OCYIIECTBIATh 00Pa0OTKY TaKUX NEPCOHAIBHBIX JaHHBIX
C UCIIOJIb30BaHUEM CPE/ICTB aBTOMATH3allUU WM 0€3 UCTIOIb30BaHUs TAKUX CPEelCTB <1>.

<1> ®enepanbHblii 3aK0H "O NepCcOHATBHBIX JAHHBIX .

WNupopmalinoHHble TEXHOJOTUU - TPOLECChl, METOAbl TIOMCKa, cOopa, XpaHeHHs, 00pabOTKH,

IIPEOOCTAaBICHUS, PACIPOCTPAHEHUSI I/IH(bOpMaHI/II/I A CIIOCOOBI OCYIIECTBJICHUS TaKUX IPOLIECCOB U METOJOB
<1>.

<> ®epepanpupiii 3akoH "OO wuHPOpMaLMU, WHPOPMAIMOHHBIX TEXHOJOTHSIX M O 3alluTe
nHpopmanun".

I/IH(1)OpMaHI/IOHHO-TGHGKOMMYHI/IKaHI/IOHHaﬂ CCTh - TEXHOJIOrm4deckKasd CHUCTEMaA, IMPECAHA3HAYCHHAasA I
nepeaadyu 1o JMHUAM CBA3U I/IH(1)OpMaI_II/II/I, AOCTYII K KOTOpOﬁ OCYHICCTBJIACTCA C HUCIIOJIb30OBAHHUEM CPCACTB
BBIUMCIUTCIIFHON TEXHUKH <1>,

<I> ®epepanpubpiii 3ak0H "OO wuHPOpManWU, WHPOPMAIMOHHBIX TEXHOJOTHSIX M O 3alluTe
nHpopmanuu".

HHpopMannoOHHO-TEIEeKOMMYHUKAIUOHHAS CeThb ob1ero I10JIb30BaHUs -
MH(POPMAIMOHHO-TEJIEKOMMYHHUKAIIMOHHAS CETh, KOTOPAasi OTKPbITA JUIsl UCIIOJIBb30BaHUS BCEMH (DPM3NYECKUMU
U IOPUIMYECKUMH JIMIAMHU U B yCIYraxX KOTOPOH STHM JIMLIaM HE MOXKET OBITh OTKa3aHO.

Hcnonp30BaHne NEepCOHANBHBIX JAaHHBIX - JEHCTBUS (OHepaluu) € NepPCOHAIBHBIMH JAHHBIMU,
coBeplIaeMble OIEepaTOPOM B II€JIAX NPUHATHS PEIICHUN WM COBEPIICHUS WHBIX NEHCTBUM, MOPOKAAOIINUX
IOPUINYECKUE TTOCIEACTBUS B OTHOIIEHUHM CYyObEKTa MEPCOHANBHBIX JAHHBIX WIN JPYIHX JHI JUO0 UHBIM
00pa3oM 3aTparMBaroLIMX MpaBa U CBOOO bl CyObEKTa NEPCOHANBHBIX JaHHBIX WIM APYTUX ULl <1>.

<1> ®enepanbHblii 3aK0H "O NepCcOHATBHBIX JAHHBIX .

Kanan ataku - cpema mepeHoca ot cyObekTa K 00BEKTYy aTakd (2 BOBMOXHO, U OT O0OBEKTa K CYOBEKTY
aTaKu) JCUCTBHM, OCYIIECTBIISIEMBIX ITPH MIPOBEJICHUH aTaKH.

KOHTpOJ’II/IpyeMaH 30Ha - IMPOCTPAHCTBO, B IIPEACIAX KOTOPOTO OCYHICCTBIISICTCA KOHTPOJb 3a
Hpe6BIBaHI/IeM U ACHCTBUSMH JIUI U (I/IJ'II/I) TPAHCIIOPTHBIX CPCACTB.
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['panuneii KOHTPOIUPYEMOU 30HBI MOXKET OBITh: MEPUMETP OXPaHSEMOH TEPPUTOPUU TMPEATPUATHS
(YupexaeHus ), orpakJaroniiue KOHCTPYKIIUN OXPAHIEMOT0 3/1aHusl, OXPaHIeMON YacTH 3[aHHUSI, BBIJCIIEHHOTO
noMerenus <1>.

<1>TOCT P 51624-2000.

KonduaenimanbHocTh HHGOPMAIHH - 0053aTEIBHOE IS BBIMOJHEHHUS JTHIIOM, TTOJYYUBIIUM IOCTYI K
orpeeieHHoN nHpopMaIuu, TpeOOBaHUE HE MepelaBaTh TaKyl HH(GOPMAIIMIO TPETHUM JIMIIaM 0e3 COTrJIacus
ee oOmamarensa <1>.

<1> ®enepanbubiii 3akoH "OO6 wuHpopManuu, HHPOPMAIMOHHBIX TEXHOJOTUAX U O 3alluTe
uHdopmarun".

KOH(I)I/I,Z[GHL[I/I&HBHOCTB NCPpCOHAJIBHBIX HJAaHHBIX - 00s13aTeNbHOC JJIsL COGJIIO,Z[CHI/IH OrepaTopoM HIN
HWHBIM IMOJYYMBIIUM OOCTYIl K IICPCOHAJIBHBIM [OdHHBIM JIMIIOM Tpe6OBaHI/IC HC [OOIyCKaTb HX

pacripocTpaneHus 0e3 corjacusi CyObeKTa MEePCOHANBHBIX JAHHBIX WM HAJIMYWS HHOTO 3aKOHHOT'O OCHOBAHUS
<1>.

<1> ®denepanbublii 3aK0H "O NepcoOHANbHBIX JAHHBIX .

Kpunrorpadpuueckn omnacHass undopmanus (KOU) - mHPOpManmus o COCTOSHUSAX KPHUIITOCPEICTBA,
3HaHUE KOTOPOW HApYIIUTEJEM IO3BOJUT €My CTPOHTH ITOPHUTMBI ONPEICICHUs KIF0UEBOW HWH(pOpMauu
(WM ee YacTH) WK aJTOPUTMBI OECKITFOYEBOTO YTCHHUS.

Kpunrocpenctso - mmudpopanbHOe (KpUNTOrpaguueckoe) CpeiacTBO, MpeIHa3HAUYEHHOE JUIsl 3allUThI
UHpOpPMaLMU, HE CcoJAeprKallell CBEICHMH, COCTaBISIONIMX TOCYIAapCTBEHHYIO TaiiHy. B uacTHOCTH, K
KPHUITOCPEACTBAM OTHOCATCS cpelicTBa kpuntorpapudeckoit 3aumrsl nHGopmaru (CK3U) - mudposanbHbie
(xpunTorpaduueckue) cpencTBa 3amUThl MH(MOPMAIMM C OTPAaHMYEHHBIM JOCTYIOM, HE CoOJeprKaluei
CBEJICHMI, COCTaBIISAIOLIUX [OCYAAPCTBEHHYIO TallHy <1>.

<1> "[lonoxenue o pa3paboTKe, NPOU3BOACTBE, pEAIM3ALMUM U OSKCIUTyaTalUd MHQPPOBAIBHBIX
(xpuntorpaduueckux) cpeacts 3ammtbl uHpopmanuu (IlTonoxenme [1K3-2005)", 3apeructpupoBaHo
Munrocrom Poccun (peructpannonnsiii N 6382 ot 3 mapra 2005 rona).

MOI[CJ'II) HapymuTeia - MNOPCAIOJIOKCHHA O BO3MOXHOCTAX HAPYIIUTEIA, KOTOPBIC OH MOXKCT
HUCIIOJb30BaTh AJIA pa3pa60TKI/I " IIPOBCACHUA aTaK, a TAKXKCE 00 OIpaHUYCHHUAX HAa OTU BO3SMOKHOCTH.

Monens yrpo3 - nepedeHb BO3MOXKHBIX YTPO3.

Hapymmrens (cyObekT ataku) - Ul (WK WHUIUUPYEMBIA UM TpoIiecc), IpoBoasiee (IPOBOISIINIA)
aTaky.
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"MeToaunyeckme pekoMeHaaLum No obecrneyeHuno ¢ MOMOLLbIO
KpunTocpeacTs 6e30MacHOCTU NepPCOHasbHbIX AaHHbIX NpY UX
06paboTke B WH...

[JokymeHT npepoctasneH KoHcynbTaHTAOC
[aTta coxpaHeHus: 25.10.2019

Heratusnbie Q)YHKHI/IOHaHBHLIe BO3MOXHOCTH - JOKYMCHTHUPOBAHHBIC H HCAOKYMCHTHPOBAHHBIC
BO3MOXHOCTU MPOrpaMMHBIX W allllapaTHBIX KOMIIOHCHTOB KPUIITOCPCACTBA U CPCbL (I)yHKI_[I/IOHI/IpOBaHI/IH
KpUIITOCPCACTBA, MMO3BOJIAKOIINC:

- MOILI/I(l)I/IHI/IpOBaTI) HJIN UCKaXXaTb aJITOPUTM pa6OTI)I KPHUIITOCPEACTB B MPOLECCE UX HUCIIOJIBb30BAHUSA,

- MO)II/I(i)I/IHI/IPOBaTI) WM HCKaXaTb I/IH(bOpMaI_[I/IOHHBIe HWIN YHOPaBIAIOOIUE IIOTOKKM MW IIPOUECCHI,
CBA3aHHBIC C (bYHKHI/IOHI/IPOBaHI/IeM KpHUIITOCPCACTBA,

- TIOJTy4aTh JOCTYIl HApYLIUTENAM K XpaHs;IIEHCsl B OTKPBITOM BUAE KIIOUEBOW, HICHTU(DUKALIMOHHON U
(unm) ayreHTHGUUIMpYIOIEeH HHPOPMALIUH, a TAKKE K 3aIIUIIIaeMoi HHpOpMaIIUH.

HenokymentupoBanubsie (HeaexinapupoBanHbie) Bo3MokHoctr [IO  (TC) -  QyHKOMOHAIBHBIE
BozMoxkHOCTH IIO (TC), He omucaHHblE WM HE COOTBETCTBYIOIIME ONUCAHHBIM B JOKYMEHTALUH, NPHU

WCTIOTB30BAaHUH KOTOPBIX BO3MOXHO HAPYIICHHWE XapaKTEPUCTHUK OE30MacHOCTH 3allHIaeMoi MHPpOpMaIUH
<1>.

<1> ]JlanHOoe ormpenencHue SBISETCS 00OOIIEHHEM OMpeAeNeHUs] MOHATHS "HEIOKYMEHTUPOBAHHBIE
(mepexnapupoBannbie) Bo3MoxHocTu 110", mpuBenennoro B PykoBopsiiem pokymeHTe ['ocTexxomuccuu
Poccun "3amnmTa OT HECAaHKIIMOHUPOBAHHOTO JocTyna K uHopmanuu. Yacte 1. [Iporpammuoe obecrnieuenue
cpenctB 3amuThl wHbopmaruu. Knaccudukaius mo ypoBHIO KOHTPOJISI OTCYTCTBUS HEACKIAPUPYEMBIX

Bo3MOKHOCTeH" (BBezeH B neiictBue Ilpukazom Ilpencemarenss I'octexxomuccuum Poccum N 114 or
04.06.1999).

Hocurenu cBepenuii, COCTaBIAIOMINUX TOCYAAPCTBEHHYIO TaliHy, - MaTepHaIbHbIe OOBEKTHI, B TOM YHCJIIE
¢usnveckne MO, B KOTOPHIX CBEACHUS, COCTABISIONIME TOCYJApCTBEHHYIO TaifHy, HaxOISIT CBOE
0TOOpakeHHe B BUJIE CUMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKUX PEIICHUH U Mpo1eccoB <1>.

<1> 3akoH Poccuiickoii ®eneparun "O 6e3omacHocTu".

IIpumeyanue.

Tak kak 1o cBoe# npupoje CBEACHUS, COCTABIIAIONINE TOCYIapPCTBEHHYIO TallHy, HE OTINYAIOTCS OT BCEX
OCTQJIBHBIX CBEJICHUM, TO TPUBEJCHHOE OIPEACICHHE MOXXHO KOPPEKTHO HWCIOIB30BaTh ISl JTFOOBIX

CBEIICHUM.

VYuuThiBas onpezeneHue MOHATHA "wHGopmauua", TEepMHH "HOcHUTeNlb MHMOPMAIMHU" MOKHO
HCII0JIb30BaTh B KAUYECTBE CHHOHMMA TEPMUHY "HOCUTEINb CBEICHUI".

OOe3nunBaHNe MMEPCOHATBHBIX JAaHHBIX - IEHCTBHA, B PE3yJIbTaTe KOTOPHIX HEBO3MOXKHO OTIPE/ICIHUTH
MIPUHA/IJIEKHOCTD NEPCOHATIBHBIX TaHHBIX KOHKPETHOMY CYOBEKTY MEPCOHAIBHBIX JaHHBIX <1>.

<1> ®denepanbubiii 3aK0H "O nepcoOHaNbHBIX JAHHBIX .
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"MeToaunyeckme pekoMeHaaLum No obecrneyeHuno ¢ MOMOLLbIO
KpunTocpeacTs 6e30MacHOCTU NepPCOHasbHbIX AaHHbIX NpY UX
06paboTke B WH...

[JokymeHT npepoctasneH KoHcynbTaHTAOC
[aTta coxpaHeHus: 25.10.2019

O6nanatens MHPOPMALUHU - JIUIO, CAMOCTOSTENBHO CO3/aBliee MH(pOpMAIMIO JTUOO MOTy4MBIIEE Ha
OCHOBAaHMU 3aKOHa WJIM JIOTOBOpa IMPaBO pa3peliaTh WIM OrpaHU4YMBaTh JOCTYyNl K HWHGOpMaluy,
OTIpeIeNIIeMOM M0 KaKMM-TH00 pU3HaKaM <1>.

<1> ®enepanbubiii 3akoH "OO6 wuHpopManuu, HHMOPMAIMOHHBIX TEXHOJOTUAX U O 3alluTe
uHdopmarun'.

OOpaboTka TEepCOHANBHBIX MAHHBIX - JEHCTBUS (ONEpaluy) ¢ MEPCOHAIBHBIMHU JTAaHHBIMU, BKIIOYAs
cbop, crucTeMaTu3alvio, HAKOIUICHWE, XPaHCHUE, YTOYHCHHE (OOHOBJIICHHME, M3MEHCHHE), HCIOJIb30BaHUE,
pacripocTpaneHue (B TOM 4ucie mnepenady), o0e3IMuuBaHue, OJIOKMPOBAHHME, YHUUYTOXKEHNE TMEPCOHAIBHBIX
TaHHBIX <]>.

<1> ®denepanbublii 3aK0H "O NepcoOHANbHBIX JAHHBIX .

OO01e0CTyMHBIE TIEPCOHANBHBIC JTaHHBIC - MMEePCOHATBHBIC JTAHHBIE, JOCTYI HEOTPAHHMUYEHHOTO Kpyra
JIMII K KOTOPBIM MMPEAOCTABJICH C COIJIaCHsA Cy6’I)€KTa NEPCOHATIBHBIX JAHHBIX WX Ha KOTOPEIC B COOTBETCTBUU
¢ dhenepalbHBIMU 3aKOHAMU HE PACTIPOCTPAHSIETCS TpeOoBaHKE COOII0ICHNS KOHPUACHITUATBLHOCTH <1>,

<1> ®denepanbublii 3aK0H "O NepcoOHANbHBIX JAHHBIX .

OOBexT nHpOPMATU3ALNH - COBOKYITHOCTh HH(OPMAIIMOHHBIX PECYPCOB, CPEICTB U CUCTEM 00pabOTKU
nHPOpPMAIINY, WCIIONB3YEMBIX B COOTBETCTBHM C 33JaHHOW WH(MOPMAIIMOHHON TEXHOJOTHEH, CPEICTB
oOecnieueHns 00beKTa MH(OpPMATHU3ALMU, MOMELIEHUN WIn OOBEKTOB (3AaHUN, COOPYNKEHHUM, TEXHUYECKUX
CPEACTB), B KOTOPbIX OHM YCTAHOBJICHBI, WJIM IIOMEIIEHUS M OOBEKThI, NpeJHA3HAUCHHbIC IJIS BEICHUS
KOH(HICHIIMATIbHBIX IEPEroBOpOB <1>.

<1>TOCT P 51275-99.

Omnepartop - TOCyJIapCTBEHHBIN OpraH, MyHHUIMIIAJbHBIA OpraH, IOpUINYECKOe WM (PU3NYECKOE JIHIIO,
OpraHu3yroIue 1 (Win) OCyLeCTBIIOINE 00pabOTKy NePCOHAIBHBIX JaHHBIX, a TAKXKE ONPEACIISIOIINe Len
U coziepikaHre 00pabOTKH NePCOHATIBHBIX JAHHBIX <1>.

<1> ®enepanbHblii 3aK0H "O NepCcOHATBHBIX JAHHBIX .

Onyo6nukoBanuble BO3MOkHOCTH [1O mnu TC - BO3MOXKHOCTH, CBEACHHUS O KOTOPBIX COJIEPIKaTCs B
OO0IIEOCTYITHBIX OTKPBITBIX UCTOYHHMKAX (TEXHUYECKUE U JII0ObIe Jpyrue Matepuaisl padpadorunka [10 win
TC, monorpa¢uu, nydaukanuu B CMU, matepuainsl KoHbepeHIHi 1 apyrux GopyMoB, nHbOpMaLUs U3 CETH
Internet u T.1.).

[TepconanbHble JaHHBIE - J1t00ast HHYOpPMAIHs, OTHOCSIIAACS K ONPEACICHHOMY WIIN OINpEe/IIeMOMY Ha
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"MeToaunyeckme pekoMeHaaLum No obecrneyeHuno ¢ MOMOLLbIO
KpunTocpeacTs 6e30MacHOCTU NepPCOHasbHbIX AaHHbIX NpY UX
06paboTke B WH...

[JokymeHT npepoctasneH KoHcynbTaHTAOC
[aTta coxpaHeHus: 25.10.2019

OCHOBAHMU Takoil mHpopManuu QU3NUECKOMY JHIY (CyOBEKTY MEepCOHANBHBIX AAHHBIX), B TOM YHCJE €ro
(damunus, UM, OTYECTBO, TOJA, MeCdll, JaTa M MECTO PpOXKICHMA, aJpec, CeMelHoe, COIHMalbHOE,
MMYIIECTBEHHOE TI0JI0KEHNE, 00pa3zoBaHue, npodeccus, A0X0oAbl, Apyras HHpopmarms <1>.

<1> ®denepanbubii 3aK0H "O MEpCOHANBHBIX JAHHBIX .

[Tonb30Batensb - U0, YYACTBYIOIIEE B IKCITyaTallui KPUITOCPEICTBA WIH UCIIONB3YIOIIEE Pe3yIbTaThl
ero GyHKIIMOHUPOBAHHS.

I10O - nporpaMMHO€e oOecrieueHue.

PacnipocTpanenne nepcoHanbHBIX IJAHHBIX - JCMCTBUSA, HAIPaBICHHBIE HA Iepeady IMEePCOHAIBHBIX
JaHHBIX OMNpENEJIeHHOMY Kpyry Juil (Tlepefadya MNEepCOHANbHBIX JaHHBIX) WM HAa O3HAKOMJIGHHE C
IEpCOHAIBHBIMU JIaHHBIMH HEOTPAaHWYEHHOIO Kpyra JIMLI, B TOM 4Hcie OOHapoJ0BaHHE MEPCOHAIBHBIX
JAHHBIX B CpeJICTBaX MaccoBOW HMH(OpMaLuM, pa3MelleHHe B HH()OPMAIMOHHO-TENEKOMMYHHKAIIMOHHBIX
CeTSAX WJIH MPeJI0CTaBICHUE I0CTYA K MEPCOHATIBHBIM JaHHBIM KaKUM-TH0O0 HHBIM CIIOCOOOM <1>.

<1> ®enepanbHblii 3aK0H "O NepcoOHATbHBIX JAHHBIX'.

CHCL[I/IaJ'IBHaH 3aluTa - KOMIIJIEKC OpraHu3allMOHHBIX U TEXHUYCCKHUX MCpOHpHﬂTHﬁ, 06GCHC‘II/IBaI-OIHI/IX
3a1lUTy I/IH(l)OpMaI_II/II/I OT YTCUKHU II0 KaHaJIaM MOOOYHBIX I/I3Hy‘leHHﬁ W HAaBOJOK.

Cpena ¢ynxiuonupoBanus kpuntocpeacrsa (CPK) - coOBOKYMHOCTh TEXHHYECKHX W IMPOrPaMMHBIX
CpPEeZICTB, COBMECTHO C KOTOPBIMHU MPENOIAraeTcsl ITaTHOE (PYHKIIMOHUPOBAHUE KPUIITOCPEACTBA U KOTOPHIE
CIIOCOOHBI MTOBJIUATH Ha BBIIIOJHEHUE MPEAbSBISIEMbIX K KPUIITOCPEACTBY TPEOOBaHUIMA.

CpenctBo 3amuThl HHGOPMAIIUU - TEXHUYECKOE, TPOrpaMMHOE CPEJICTBO, BEIIECTBO U (MJIM) MaTepual,
npeHa3HaYeHHbIE WK UCIIOJIb3yeMble IS 3aluThl MHGopMauu <1>.

<1>TOCT P 50922-96.

CpenctBo BbruncauTesbHON TeXHUKH (CBT) - cOBOKyNMHOCTh MPOrpaMMHBIX M TEXHUYECKUX AJIEMEHTOB

cucTeM 00pabOTKH JaHHBIX, CITOCOOHBIX (PYHKIIMOHUPOBATH CAMOCTOSTEIHLHO WIJIM B COCTABE JIPYTUX CHUCTEM
<1>.

<1>TOCT P 50739-95.

TpaHCFpaHI/ILIHaSI nepcaadya NEpCOHAIBHBIX MJAaHHBIX - HIepcaada MNCPCOHAJIBHBIX AAHHBIX OIICPaTOpOM
yepe3 ['ocynapcrBenHyro rpanunyy Poccuiickoit ®enepanuu opraHy BJIaCTH HWHOCTPAHHOTO TOCYAApCTBA,
(bu3nyeckoMy WIN IOPUIMYECKOMY JIUIY HHOCTPAHHOI'O rocyaapcTaa <I>.
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"MeToaunyeckme pekoMeHaaLum No obecrneyeHuno ¢ MOMOLLbIO
KpunTocpeacTs 6e30MacHOCTU NepPCOHasbHbIX AaHHbIX NpY UX
06paboTke B WH...

[JokymeHT npepoctasneH KoHcynbTaHTAOC
[aTta coxpaHeHus: 25.10.2019

<1> ®denepanbublii 3aK0H "O nepcoOHANbHBIX JAHHBIX .

TC - TexHUYECKOE CPEICTBO.

VYrpo3a 0€30macHOCTH - COBOKYMHOCTh YCIOBUW M (DaKTOPOB, CO3JAIONIMX OMACHOCTh >XKHU3HEHHO
Ba)KHBIM WHTEpECaM JIMYHOCTH, OOIIECTBA U TOCyaapcTBa <1>.

<1> 3akoH Poccuiickoii @eneparun "O 6e3omacHocTu".
VYrpo3a 6e30macHOCTH 00BEKTA - BO3MOXKHOE HAPYIICHHE XapaKTePUCTHKU 0€30MacHOCTH O0BEKTa.
YHUUTOXXEHHE MEePCOHATBHBIX JAHHBIX - JCUCTBUS, B PE3YJIHTATe KOTOPHIX HEBO3MOXKHO BOCCTAHOBUTH

COACPIKAHUE NMEPCOHAIIBHBIX JAHHBIX B I/IH(bOpMaI_[I/IOHHOI\/'I CHUCTEMC IICPCOHAJIBHBIX TAHHBIX WU B PE3YJIbTATC
KOTOPBIX YHUUTOXAIOTCA MaTCPUATIbHBIC HOCUTCIIU IIEPCOHATIBHBIX JaHHBIX <1>.

<1> ®denepanbubiii 3aK0H "O nepcoHaNbHBIX JAHHBIX".
Ycnenrnas ataka - ataka, JJOCTHTIIIAST CBOSH IIEIH.

VYpoBeHb Kpunrorpapuueckoi 3amuThl HHPOPMAIMK - COBOKYIHOCTh TPeOOBaHUH, MPEIbsBIIEMbIX K
KPUIITOCPEICTBY.

XapaktepucTuka 0e30macHOCTH O0BEKTa - TpeOOBaHHE K OOBEKTY WMJIM K YCJIOBHSM €rO CO3/IaHUS W
CYIIIECTBOBaHMSI, WM K UHPOpMAIUU 00 00BEKTE U YCIOBUSAX €r0 CO3/IaHUs U CYIIECTBOBAHUS, BBHITOTHEHUE
KOTOPOTO HEOOXOIMMO JUIsi OOECIeUYCHHs 3allUIICHHOCTH JKU3HEHHO BaXKHBIX HMHTEPECOB JIMYHOCTH,
o0111ecTBa UK TOCyAapCTBa.

[udposanbuble (kpunTorpadguueckre) cpeacTna:

a) cpeinctBa IIM(POBAaHUS - amapaTHble, NPOrpaMMHBIE W alllapaTHO- NPOrpPaMMHBIE CPEICTBA,
CHCTEMBl M KOMIUIEKCHI, peaJln3yIollle aJropuTMbl KpUNTOrpauueckoro npeodpasoBanus MHGOpMau U
NpeJHa3sHauYeHHbIE Ui 3alluThl MHGOpMAIMM TpU IepeJaye M0 KaHalaM CBS3M W (WJIM) JUIs 3allUThI
nHpOpMALUU OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIa IPpU ee 00paboTKe U XpaHEHUH;

0) cpeiacTBa MMWTO3AIIMTHI - amlapaTHbIEC, MPOTpaMMHBIE M aNlapaTHO- NPOrpaMMHBIE CPEICTBA,
CUCTEMBbl M KOMIUIEKCHI, peajlu3ylollue alropuTMbl Kpunrtorpaduyeckoro npeodpasoBaHusi WHGOpMALUUA U
NpeHa3HaYeHHbIE 11 3aIlUThl OT HaBs3bIBAHUS JIO)KHOW MH(POPMALINY;

Koncynpsrantllntoc: npumedanue.

B cootBercTBUU ¢ DenepanbHbiM 3akoHOM OT 06.04.2011 N 63-®3 (pen. ot 02.07.2013) B cioyuasx, ecinu
denepanbHBIMU 3aKOHAMU W WHBIMA HOPMATHBHBIMH TPAaBOBBIMH aKTaMH, BCTYNUBIIMMH B CHIIy 10 |
utongs 2013 roma, mpexycCMOTPEHO HCIOJb30BaHUE DJIEKTPOHHOW HHU(PPOBON MOMMUCH, HUCIOJIB3YETCS
yCUJICHHAs! KBAIU(PUITUPOBAHHAS DJIEKTPOHHAS OIIHCH.
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"MeToaunyeckme pekoMeHaaLum No obecrneyeHuno ¢ MOMOLLbIO
KpunTocpeacTs 6e30MacHOCTU NepPCOHasbHbIX AaHHbIX NpY UX
06paboTke B WH...

[JokymeHT npepoctasneH KoHcynbTaHTAOC
[aTta coxpaHeHus: 25.10.2019

B) CpeAcTBa  AJIEKTPOHHOW  IUGPOBOW  MOANUCH -  ammapaTHble, I[POrpaMMHBIE U
anmapaTHO-IIpOrpaMMHbIE CpeACTBa, OOECIEeYMBAIOIIME HAa OCHOBE KpunTorpaduyeckux mpeodpa3zoBaHuit
peanm3anuio XOoTs Obl OMHOW W3 cleAyromuxX (YHKIUH: CO3MaHHE 3JIEKTPOHHON IUGPOBON MOANMUCH C
HCIIOJIb30BAHNUEM 3aKpBITOTO KJIK04a 3JIEKTPOHHON IU(POBOM MOANKCH, MOATBEP)KIEHUE C HCIOJIb30BaHUEM
OTKPBITOIO KJIF0Ya 3JIEKTPOHHOM IM(PPOBOI MOANUCH MOJIMHHOCTU 3JIEKTPOHHOW HU(POBON MOIIUCH,
CO3JIaHHE 3aKPBITHIX U OTKPBITHIX KIFOUEH 3JEKTPOHHOM HU(PPOBON NOAIKCH;

I) CpeacTBa KOJUPOBAHUS - CPEACTBA, pEATU3YyIOIUME  aJITOPUTMbI  KPUOTOIpapUuecKOro
npeoOpa3oBaHusi MHGOPMAIMM C BBIMOJIHEHHEM YacTH MpPeoOpa3oBaHUsl MyTeM PYUYHBIX ONepanuid Hiu C

HCIIOJIb30BAHHUEM aBTOMATU3UPOBAHHBIX CPCACTB HA OCHOBC TAKUX onepaunﬁ;

J1) CpeACTBAa HW3TOTOBJIEHUS KIIOYEBBIX JIOKYMEHTOB (HE3aBUCUMO OT BHJAa HOCHUTENS KIHOYEBOU
nH(popMaun);

€) KJII0oUeBbIe JOKyMEHTHI (He3aBUCHMO OT BUJa HOCUTEIA KIIt0ueBOil nHopmanmm) <1>.

<1> [ocranoaenue IIpaBurenscrtBa Poccuiickoit deneparuu ot 23 cenradps 2002 r. N 691 "O6
YTBEP)KACHUM TOJOXKEHUH O JIMLIEH3UPOBAHMM OTHCIBHBIX BHJOB JESATEIBHOCTH, CBS3aHHBIX C
mdpoBaabHbIMU  (kpunrorpapuueckumu) cpernctsamu” (Cobpanue 3akoHojaTenbcTBa Poccuiickoit
®denepannn, 2002, N 39, ct. 3792).

2. OCHOBHBIE ITOJIOKEHU

2.1. PaboThl O 00ECTIEYEHHIO C TIOMOIIBIO0 KPUIITOCPEICTB 0€30MacCHOCTH NMEPCOHANBHBIX JaHHBIX MPH
ux o00paboTke B WHPOPMALMOHHBIX CHCTEMax IEPCOHAIBHBIX TaHHBIX C HCIOJB30BAHUEM CPEJICTB
aBTOMaTH3amMu (nanee - WHGOPMAIMOHHAS CHUCTEMa) IPOBOASTCS B COOTBETCTBHH CO CIEAYIOIIUMHU
OCHOBHBIMH JJOKYMEHTAaMHU:

- ®enepanbuplii 3akoH oT 27 utoast 2006 r. N 149-®3 "OO6 wuHpopmanmu, HHPOPMALMOHHBIX
TEXHOJIOTHSIX U 0 3a1uTe nHpopmanuu";

- ®enepanbubiil 3ak0H 0T 27 utoist 2006 r. N 152-03 "O nepcoHanbHbIX JaHHBIX";

- Tlonoxenne o006 oOecnedeHNH OE30MACHOCTH TIEPCOHANBHBIX JAHHBIX IPU HUX O00pabdoOTKe B
MH()OPMAIMOHHBIX CUCTEMax IePCOHANBHBIX JaHHBIX, yTBepkiacHHoe [loctanoBnenuem I[IpaBurenncTBa
Poccutickoit ®eneparuu ot 17 Host6ps 2007 r. N 781 (nanee - [Tonoxenue);

- llopsnok mpoBeneHUs Kiaccu(UKauy HHMOPMALMOHHBIX CHCTEM MEPCOHAJbHBIX JIAHHBIX,
yrBepxxaeHHbIH [Ipukazom @CTIK Poccun, @®Ch Poccun 1 Munnngpopmeszu Poccun ot 13 ¢epans 2008
r. N 55/86/20 (3apeructpupoBan Muntoctom Poccum 3 ampenst 2008 roma, peructpannoHasii N 11462)
(manee - Iopsamox);

- llomoxkenne o pa3paboTKe, NPOU3ZBOJACTBE, peATU3ANMU M OJKCIUTyaTaluk IMHU(POBATBEHBIX
(kpuntorpaduuecknx) cpeact 3amutbl uHGopmaruu (Ilomoxenue I1K3-2005), yrBepxnenHoe IIpukazom
@®Cb Poccun ot 9 ¢eppans 2005 r. N 66 (3apeructpupoBan Munioctom Poccum 3 mapra 2005 rona,
peructpauroHHblid N 6382);
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- TumoBeie TpebGoOBaHMA MO OpraHU3alMM M OOECHeYeHHI0 (QYHKIMOHUPOBAaHUS MIU(PPOBATIHLHBIX
(kpunrorpadudecKkux) CpeacTB, MPEAHA3HAUYCHHBIX IS 3alIUThl MHGOpPMAIUU, HE COJEpIKalleil CBeleHUH,
COCTABJIAIONINX TOCYJApCTBEHHYIO TallHy, B ClIlydae HMX HCIIOJIb30BaHUs IS obOecreueHust 0e301macHOCTH
MEePCOHANBHBIX JIAHHBIX MPH UX 00paboTKe B WH(POPMAIMOHHBIX CHCTEMax NepcoHAIbHBIX MaHHBIX (DCh
Poccun, N 149/6/6-622, 2008);

- HACTOAIIHC MCTOI[I/ILICCKI/IG PEKOMCHOAH.

2.2. B cootBerctBuM ¢ 1. 2 IlonoxxeHus 0e30MacHOCTh MEPCOHANBHBIX JAaHHBIX NMPH MX 00pabOTKe B
MH(POPMAIIMOHHBIX CHUCTEMax OOECIEYMBAETCS C IOMOIIBIO CHCTEMBbl 3alUThl MEPCOHAIBHBIX JIAHHBIX,
BKJIIOYAIOIIEH OpraHU3allMOHHBIE MEpPhl M CPEACTBA 3alUTHl MHPOpPMaUUU (B TOM 4uclie MH(pPOBaIbHBIE
(xpuniTorpaduveckne) CpeacTBa, CpPEACTBA IPENOTBPAIICHUS HECAHKIIMOHMPOBAHHOTO JOCTYIA, YTEYKU
WHPOPMAIIAY TI0 TEXHUIECKUM KaHajlaM, IPOTPAMMHO-TEXHUYECKAX BO3JCHCTBUI HAa TEXHUYECKHE CPEICTBA
00paboTKM NePCOHATBHBIX JTAHHBIX ), & TAK)KE HCIOJIb3yeMble B MH)OPMAMOHHON cucTeMe HHPOPMAIIMOHHbIE
TEXHOJIOTUH. TEeXHHMYEeCKHe W NPOTpaMMHBIE CpPEACTBA JOJDKHBI YAOBICTBOPSATH YCTAHABIMBACMBIM B
COOTBETCTBUHM C 3aKOHOJATeNbCTBOM Poccuiickoit @enepauuu TpeGOBaHUSAM, OOECIEUMBAIOIIUM 3alLIUTY
uHpOpMaLUH.

2.3. B cootBerctBum ¢ 1. 12 IlonoxeHns HEOOXOTUMBIM YCIOBHEM pa3pabOTKH CUCTEMBI 3alIUTHI
MEPCOHATBHBIX JIaHHBIX SIBISICTCS (OPMHPOBAHWE MOJCTH Yrpo3 Oe30MacHOCTH TEPCOHAIBHBIX TaHHBIX
(mamee - mozienb yrpo3s).

Kpome storo, B coorBerctBuM ¢ 1. 16 Ilopsinka Mozens yrpo3 HeoOXoauMa Ui ONpesesieHus Kiacca
CrelMaNnbHON HH(POPMALIMOHHON CUCTEMBI.

2.4. Mopenb yrpo3 (GOpMHPYETCSl U yTBEPHKIAETCS ONEPAaTOPOM B COOTBETCTBHH C METOIMYECKUMHU
JTOKyMEHTaMH, pa3paboTaHHBIMHU B COOTBETCTBUU ¢ NYHKTOM 2 IloctanoBnenus [IpaBurensctBa Poccuiickoii
@®enepanuu ot 17 HosOpsa 2007 r. N 781 "O6 yrBepxkaenun [lonoxenus 06 obecrieyeHHH 0€30MaCHOCTH
NEPCOHAIBHBIX JAaHHBIX MPH UX 00pabOTKEe B HHPOPMAIIMOHHBIX CUCTEMAaX MEePCOHANBHBIX JaHHBIX" <1>.

<1> Cobpanue 3akoHoaTenbcTBa Poccuiickoit @eneparu 2007, N 48, gacts I, ct. 6001.

B cnyuae oOecrieuenus 6€30MaCHOCTH MEPCOHAIBHBIX JTAHHBIX 0€3 MUCIOJIb30BAHUSI KPUTITOCPEIICTB TIPH
(hopMHUPOBAHUH MOJIETH YTPO3 UCTOIB3YIOTCS MeToanueckne nokyMeHTel @CTIK Poccum.

B ciywae ompeneneHus omepaTopoM HEOOXOOUMOCTH oObOecredeHus: Oe30IacHOCTH IEePCOHAIBHBIX
JAHHBIX C MCIIOJIb30BaHUEM KPHUIITOCPEACTB NpU (POPMUPOBAHUN MOJENN YIPO3 UCIONIb3YIOTCS METOINYECKHE
nokyMmeHTel @PCTOK Poccum u  Hacrosmme Mertoaudeckue pexkomeHpauuu. Ilpu stom w3 AByx
conepxamuxcs B JgokyMeHtax @CTOK Poccum m MeTonuueckux pEeKOMEHIAIUSAX OJHOTHIHBIX YyIpo3
BbIOMpaeTcs OoJiee onacHasl.

ITo cornacoBanuio ¢ ®CTOK Poccun u ®Ch Poccum nmomyckaercs (opmMupoBaHHE MOJIETH YIpo3
TOJIbKO Ha OCHOBaHHUH HACTOSIIIUX MeTOoINnYeCKuX peKOMEeHIalui.

[Ipu oOecnedyeHnn O€30MaCHOCTH TMEPCOHANBHBIX JAHHBIX TpU 00paboTke B HH(POPMALMOHHBIX
cUCTeMax, oTHeceHHBIX K KommereHnn OCh Poccun, moaenu yrpo3 GopMUPYIOTCS TOJIBKO HAa OCHOBAaHUU
HACTOSIIIMX METOANYECKUX PEKOMEHJALINMN.
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2.5. B cnyuae ucnonp3oBaHus B MH()OPMAIMOHHONW CHUCTEME KPHUITOCPEACTB MPU HEOOXOAUMOCTH K
(OopMHpPOBaHMIO MOJIENM YIpo3 MOryT mpuBiekatbcsi JuneHsuatsl @OCb  Poccum, sBistommecs
pa3paboTYMKaMy KPUIITOCPEACTB MM CIIEHUAIN3UPOBAHHBIMU OPraHU3aUsIMU, IPOBOAAIIMMH TEMATHIECKHUE
HCCIIeIOBaHUS KPUIITOCPEICTB.

2.6. Mopenb yrpo3 MOXeT ObITh IEpeCMOTpEHa!

- 0 pEIIEHHIO OlepaTopa Ha OCHOBE IEPUOJMYECKH IPOBOAMMBIX WM aHAJINW3a U OLEHKH YIpo3
0€30IaCHOCTH TEpPCOHAIBHBIX MaHHBIX C YYeTOM OCOOeHHOCTell W (WiIM) HW3MEHEHMH KOHKpPeTHOMH
MH(POPMALIMOHHOMN CUCTEMBI,

- MO pe3yjibTaTaM MEPONPUATHI MO KOHTPOJIO 32 BBINOJHEHHEM TPeOOBaHUN K OOECIECYEHUIO
0€30MacHOCTH NEPCOHANBHBIX JIAHHBIX ITPH UX 00paboTKe B MHPOPMALIMOHHON CUCTEME.

3. Meronomnorust popMUPOBaHUS MOJICITH YTPO3
3.1. O6uue MpUHLIUIIBI
Pa3zpaboTka Mozenu yrpo3 1oJKHa 0a3upoBaTHCS Ha CIASAYIOMMUX MTPUHITUTIAX:

1) be3omacHOCTh NEPCOHAIBHBIX JAHHBIX MpU HX 00paboTke B HH(GOPMALMOHHBIX CHCTEMax
obecrieynBaeTcss € IOMOIIBIO CHCTEMBbl 3alllUThl MEPCOHAJIbHBIX JaHHbIX (1. 2.2 Meroandeckux
pEKOMEHIaIuil).

2) Ilpu dopMHpPOBaHUU MOAETH YIpo3 HEOOXOAMMO YUHUTHIBATH KaK YIpO3bl, OCYIIECTBICHHE KOTOPHIX
Hapyuiaer Oe30I1aCHOCTh IEPCOHAJbHBIX JAHHBIX (Janee - mpsMas yrposa), Tak M Yrpo3bl, CO3AAIOIINE
YCIIOBUS AJIs1 OSIBJIEHUS IPSIMBIX YIpo3 (J1ajee - KOCBEHHbIE YTPO3bl) UM KOCBEHHBIX YIPO3.

3) IlepconanbHble AaHHble O00pabaTHIBAIOTCS U XpaHATCA B HMH(POPMAILIMOHHOW CHCTEME C
UCIIOJIb30BAHUEM ONPEACICHHBIX MH(POPMALMOHHBIX TEXHOJOTMM M TEXHHYECKHUX CPEACTB, MOPOXKIAIOIIMX
OOBEKTHI 3aIlUTHl PA3IUYHOTO YPOBHS, aTaKd Ha KOTOPbIE CO3AAIOT MpPSMbIE WIM KOCBEHHBIE YIPO3bI
3anuIaeMoi HHpopMaImH.

4) KpunrocpeactBo ImTaTHO (YHKIMOHUPYET COBMECTHO C TEXHHMYECKUMH M IMPOrPaMMHBIMH
CPEICTBAaMH, KOTOpPBIE CIIOCOOHBI MOBJIMSTH Ha BHIIOJHEHUE MPEIBABISEMBIX K KPUITOCPEICTBY TpeOOBaHUI
1 KOTOpble 00pa3yoT cpeay GyHKImoHupoBanus kpumnrocpeactsa (COK).

5) Cucrema 3amMThl IEPCOHANBHBIX JAHHBIX HE MOXKET 00€CIICUNTh 3alUTy HH(POPMALIH OT JICHCTBUM,
BBITIOJHAEMBIX B paMKax IPEIOCTaBICHHBIX CYOBEKTY AEHCTBUI MOJHOMOYMHA (HampuMep, KPUITOCPEACTBO
HE MOXeET 00eCNeunTh 3alMTy MH(OPMAIMH OT PACKPBITUS JIMLAMH, KOTOPBIM MPEJOCTaBIEHO MPaBO Ha
JOCTYTI K 3TOH nH(pOpMAIHN).

6) Hapymmrens MokeT 1eliCTBOBATh Ha pa3IMYHbIX dTanax *U3HEHHOro 1ukia kpuntocpeacrsa u COK
(mox »TUMHM 3TamamMM B HACTOSIIEM JIOKyMEHTE IOHHMAlOTCsl pa3paboTKa, MPOU3BOJCTBO, XpaHEHHE,
TPAHCIIOPTUPOBKA, BBOJ B OKCIUIyaTallMlO, OKCIUIyaTalyds MPOrpaMMHBIX M TEXHHYECKHUX CPEICTB
kpunrocpenctsa u COK).

7) Jnst obecnieueHust 6e30MaCHOCTH MEPCOHATBHBIX JAHHBIX MPU UX 00paboTKe B MH(OPMAIIMOHHBIX
cucTeMax J0JKHBI UCTIOIB30BaThCS cepTuduuupoBanHbie B cucteme ceprudukanun @Ch Poccun (umerommue
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ITOJIOKHUTCIIbHOC 3aKJIIIOYCHHC SKCHepTHOﬁ opraHnu3anuni O COOTBCTCTBHUU Tpe6OBaHI/I${M HOPMATUBHBIX
JAOKYMCHTOB 110 0€30IMacHOCTH I/IH(I)OpMaI_II/II/I) KpHUIITOCPCACTBA.

B cnyyae OTCyTCTBHS TOTOBBIX CEPTH(PHUIMPOBAHHBIX KPUIITOCPEICTB, (PYHKIMOHAIHHO MPUTOJHBIX JUIS
oOecrieyeHns O€30MMaCHOCTH TEPCOHANBHBIX IaHHBIX NMPU WX 00pabOTKE B KOHKPETHOW HWH(MOPMAIIMOHHON
CHCTEME, Ha JTale aBaHNpPOEKTa WM O3CKH3HOTO (ICKU3HO-TEXHHYECKOTO) TIPOEKTa pa3padOTINKOM
MH(QOPMALIMOHHOM CHUCTEMBI C Y4acTHEM OIepaTopa M IpeanoaraeMoro pa3paboTuuMKa KpHITOCPEACTBA
TOTOBUTCS OOOCHOBAaHHUE I1€JI€COO0PAa3HOCTH Pa3pabOTKHM HOBOTO TUINA KPUITOCPEACTBA U OINPENeNsIoTCs
TpeOoBaHUs K ero (PyHKIIMOHAIEHBIM CBOUCTBAM.

Pa3paboTka HOBOTO THIIa KPUIITOCPEACTBA OCYIIECTBIIsIETCS B cOOTBeTCTBUU C [lonoxkenunem [1K3-2005.

PaznuuaroT Mojens yrpo3 BEpXHETO YPOBHS H JETaTH3HPOBAHHYIO MOJIEIb YTPO3.

Mogens yrpo3 BepxXHEro YpOBHS TpeIHa3HA4YCHA JUIS OIPEICIICHUS XapaKTePUCTHK OE30MacHOCTH
3alUIAEMbIX [I€PCOHAIBHBIX JaHHBIX M APYTHMX OOBEKTOB 3aIlUThl (IpUHLMIBI 2 U 3). DTa MOAENb TaKXe

OMPEACIICT UCXOAHBIC NAHHBIC JJIL I[eTaJ'IPI3Hp0BaHHOﬁ MOZCIIN yTPO3.

Jeranu3upoBaHHass MoOJENb Yrpo3 IpeJHa3HaueHa s ompeAeseHus TpeOyeMoro ypOoBHS
KpUNTOTpapUUECKON 3aIIUTHI.

3.2. Metononorus GpopMUpOBaHUs MOJENN YTPO3 BEPXHETO YPOBHS

cDOpMPIpOBElHI/IC MOJCIIN YI'pO3 BEPXHET0 YPOBHA OCYHICCTBIIACTCA HA 3TAIIC c60pa K1 aHaJIn3a HCXOJHBIX
JaHHBIX I10 PIH(pOpMElL[PIOHHOfI CUCTCMC B COOTBCTCTBUU C YCTAHOBJICHHBIM HOH}IQKOM.

JUis TmpaBWIBHOTO OIpENEeNIeHUs] KPUITOCPEACTB, HEOOXOJMMBIX s obOecreueHus Oe30MacHOCTH
MIEPCOHATBHBIX JAHHBIX, JOMOJHUTEIHHO K JAaHHOMY STAIly TPEABSIBISIFOTCS CIEAYIONIHE TPeOOBaHUSI.

Onpez[eneHI/Ie YCJ'IOBI/Iﬁ CO3aaHMs U UCIIOJIb30BaHMs IIEPCOHATIBHBIX TaHHBIX

I[OJ'DKHLI OBITH OIHCAHBI yCJI0OBUA CO3JaHUS W HUCIIOJIB30BAHUSA TICPCOHAJIBHBIX JAHHBIX. I[J'ISI 9TOTI0
OIPCACIIAOTCA:

- CyOBEeKTBI, CO3/Jal0IIUe NIEPCOHATbHBIC JaHHBIE (B KAUECTBE TAKOTO CYyObEKTa MOKET BBICTYNATh JIUIIO
WJIM €r0 MPeICTaBUTENb B BUJI€ IPOrPAaMMHOTO MJIM TEXHUYECKOTO CPENICTBA);

- CyOBEKTBI, KOTOPHIM MEPCOHATBHBIC JTAHHBIE TIPETHA3HAYCHBI;
- IpaBUJIa JJOCTYTA K 3aIIMUIAeMOi HH(OpMaLINK;

- nH(OpPMAIIMOHHBIE TEXHOJIOTHH, 0a3bl TaHHBIX, TEXHHUYECKHUE CPEICTBA, HCIIOIb3YEMbIE IS CO3IaHMs U
00pabOTKH MePCOHATBHBIX JaHHBIX;

- UCTIOJIb3yeMbIe B IMPOIECCE CO3JaHMsA M MCHOJIb30BAHUS MEPCOHAIBHBIX JAHHBIX OOBEKTHI, KOTOpHIC
MOTYT OBbITh OOBEKTaMH YI'PO3, CO3/IAI0IMMU YCIOBUS AJIsl MOSIBICHUS YIPO3 NEPCOHAIBHBIM IaHHBIM. Takoro
pozia 00BbEKTaMU MOTYT ObITh, HAIPUMED, TEXHUYECKUE U TPOTPAMMHEBIE CPECTBA.

CreneHb JACTaIn3alli OIIMCAaHMA JOJIDKHA OBITh I[OCTaTOLIHOI\/'I JJI1 BBIIIOJITHEHHUSA OCTAJIBHBIX Tpe60BaHHﬁ
K oTaIry C60pa K a”HaJIn3a HCXOJHBbIX JaHHBIX I10 HH(I)OpMaHHOHHOfI CHUCTCMC.
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Onucanue (I)OpM OpeACTaBJICHUA NICPCOHAIBHBIX JAHHBIX

[lepconanbHble JaHHBIE UMEIOT pa3iauyHble (OpMBI mpenacTaBieHus ((GopMbl QHUKcCAUU) C Yy4EeTOM
WCTIOJIB3YEMBIX B HH(OPMAIIMOHHOHN crcTeMe WH(POPMAIIMOHHBIX TEXHOJIOTHIA ¥ TEXHUYECKHX CPEJICTB.

HeoOxonumo nath onucanue 3Tux Gopm npeacrasieHus (Gopm ¢uxcanmn) nepcoHanbHbIX AaHHBIX. K
TakuM (GopMaM OTHOCSTCSL 00JacTH ONEepaTMBHOM maMATH, Qaiiiabl, 3amucu 0a3 JaHHBIX, IIOYTOBBIE
OTIIPABJICHUS U T.[.

Onucanre uH(OpPMAIMU, COMYTCTBYIOIIEH NpOIECCaM CO3JaHUS M HCIIOJNB30BAHMS TEPCOHATBHBIX
JTAHHBIX

Ha ocHoBe ananmuza ycloBUIl CO3/1aHUSI M MCIIOJNIB30BAHMS TNEPCOHAIBHBIX JIAHHBIX JIOJDKHA OBITh
omnpezeneHa UHGpOpMaIKs, COMyTCTBYIOIIAs MPOIEeccaM CO3JaHusl U UCIOJIb30BaHUS EPCOHANBHBIX JaHHBIX.
[Ipu sToM mpeacTaBiseT MHTEpEC TOJBKO Ta WHGOpMAlUs, KOTOpash MOXET OBITh OOBEKTOM YIpo3 u
noTpeOyeT 3aIIUTHI.

K yxazannoit uadopmaniu, B 49aCTHOCTH, OTHOCUTCSI:

- KJIFOUEeBast, ayTeHTU(HUITUPYIOIIAs ¥ MapojbHas HHPOPMAITUS KPUIITOCPEICTRA;

- kpunTorpadudecku onacHas uapopmarus (KON);

- KOHUTYyparmoHHas uHOpMaIus;

- ynpasisitonas uHbopMaIus;

- nH(opManKs B ANEKTPOHHBIX KypHaAIaX PETUCTPAIUY;

- moOOYHBIE CUTHAJIBI, KOTOPBIC BO3HUKAIOT B Tpoliecce (yHKIIMOHUPOBAHMSI TEXHMUECKUX CPEJICTB U B
KOTOPBIX TOJMHOCTHIO MM YAaCTUYHO OTPAKAIOTCS TMEPCOHAIbHBIC JaHHBbIE WM JApyTas 3alluiaeMas

nH(popManus;

- pe3epBHBIC Komuu (aiiyioB ¢ 3ammuiaeMol HHGOpMaIme, KOTOpble MOTYT CO3/1aBaThCsl B IpoIecce
00paboTKu 3TUX (ailos;

- ocTaTo4yHas I/IH(I)OpMaL[I/I}I Ha HOCHUTCIIAX I/IH(I)OpMaLII/II/I.

B Tex cmydasx, Korma MoJelb yrpo3 pa3padaThiBaeTCs JUIAMU, HE SBIISIOIIMMUCS CIICIUATUCTAMH B
obnactu 3ammTBl WHOOPMANMH, PEKOMEHAYETCS OTPAHUYUTHCS MPUBEIACHHBIMU BBIIIC PUMEpaMHU
nH(pOpMaIu, COMYTCTBYIOIIEH MpoIieccaM CO3AaHMs U UCTIOIb30BaHUS IEPCOHATIBHBIX TAHHBIX.

Pa3zpaborunku Mojenu yrpo3 - CHEIUAIMCTHI B OOJACTH 3allUThl MH(OpPMALMU MOTYT YTOYHUTH
yKa3aHHBII BbIlIe TepedeHb WHGOpPMAIMU, COMYTCTBYIOIIEH MpolleccaM CO3JaHUsS M HUCIOJIb30BaHUS
MEePCOHANBHBIX JaHHBIX, C TMPUBEICHHEM COOTBETCTBYIOIIMX OOOCHOBaHHWH. PekoMeHmyercs yka3aHHOE
YTOYHEHHE JIeNIaTh TOJIBKO B CIy4ae HEOOXOIMMOCTH pa3padOTKK HOBOTO TUIA KPUITOCPECTBA.

YTouHneHue TiepedHss WH(POpPMAIMH, COMYTCTBYIOMICH TpoIleccaM CO3MaHUS M HWCIOJIb30BaHUS
TIEPCOHAIBHBIX TAHHBIX, IOJDKHO OCYIIECTBISATHCS Iy TEM:
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- HCKIIUYCHHA THUIIOB paCCManHBaeMOﬁ I/IH(I)OpMaI_II/II/I N3 YKa3aHHOI'0 BbIHIC IICPEYHsA, KOTOPLIC
SIBJITFOTCSL N30BITOUHBIMH B CUlly CHGI_II/I(bI/IKI/I KOHKpCTHOﬁ HH(I)OpMaHHOHHOﬁ CUCTEMBI,

- KOHKpETH3allu{ M JIeTaM3allii He MCKIIOYEHHBIX THUIIOB PAacCMAaTPUBAEMON MH(POPMALUHU C YUYETOM
KOHKPETHBIX YCIIOBHH IKCIUTyaTalluil HH(HOPMAIIHOHHON CHCTEMBI;

- OIMCaHMsI TUIIOB paccMaTpUBaeMO HHPOPMAINH, HE YKa3aHHBIX B PUBEJICHHOM BBIIIIE TIEPEYHE.
OmnpeneneHne XapakTepuCcTUK 0€30aCHOCTH

Heo6xonumo orpenenuTh XapakTepUCTHKH O€30MacHOCTH HE TOJBKO MEPCOHAJBHBIX JAaHHBIX, HO H
XapaKTepUCTHKH O€30MaCHOCTH BCEX 0OBEKTOB, KOTOPbIE OBUIH ONPEIEIeHbI KaK BOZMOXKHBIE OOBEKTHI YTPO3.

OCHOBHBIMHU (KJTACCHYECKUMH) XapaKTEPUCTUKAMH O€30MaCHOCTH SIBIITIOTCS KOH(PUICHIINATHHOCTD,
LEJIOCTHOCTD U JIOCTYITHOCTb.

B nononHeHne K NEpEYMCIIEHHBIM BBIIIE OCHOBHBIM XapaKTEpUCTHKaM O€30MacHOCTH MOTYT
paccMaTpUBaThCS TaKKe M APYTHe XapaKTEepUCTUKHM 0€30MacHOCTU. B 4acTHOCTH, K TaKMM XapaKTepUCTHKaM
OTHOCATCS HEOTKa3zyeMocThb <1>, y4eTHOCTh <2> (MHOTJAa B KaueCTBE CHHOHUMA MCIIOJIB3YEeTCS TEPMUH
"MOIKOHTPOJBHOCTB"), AYTEHTUYHOCTb <3> (MHOrAa B KaueCTBE CHHOHUMA MCHOJIb3YETCS TEPMHH
"TOCTOBEPHOCTH") U aJIEKBAaTHOCTh <4>.

<1> HeoTka3zyeMoCTb - CIOCOOHOCTH JOKa3aTh, YTO MAEHCTBHE MM COOBITHE IPOM3OILIO TaKHM
oOpa3oMm, 4TO (akT JelcTBUA HIU cOObITHA He MokeT ObiTh ompoBeprHyT (MCO 7498-2:99 u UCO
13888-1:2004).

<2> Y4eTHOCTb

- CBOHCTBO, oOecrieuuBaroliee OJHO3HAYHOE OTCICKMBAHHE COOCTBEHHBIX JEHCTBHIA JIIOOOTO
noruyeckoro oobekra (MCO 7498-2:99);

- obecrneueHue TOro, 4To HeﬁCTBHH CY6’BCKTa 10 OTHOIICHHUIO K 06’E>GKTy MOryT OBITh IIPOCIICIKCHEBL
YHUKAJIBHO IO OTHOUICHUIO K Cy@bCKTy.

<3> AyTEHTUYHOCTh

- CBOWCTBO oOecmeueHHss WACHTUYHOCTH CyOBEKTa WJIM pecypca 3asBICHHOW HIECHTHYHOCTH.
AYTEHTHYHOCTh MIPUMEHSETCA K TaKUM CyOBEKTaM KakK IOJIbh30BATENH, MPOIECCHl, CUCTEMBl U WH(pOpMAaLs
(ISO/IEC 13335-1:2004);

- HACHTUYHOCTb 00BeKTa TOMY, 4TO 3as4BJICHO.

<4> ANeKBaTHOCTb - CBOMCTBO COOTBETCTBHUS MpeaAHaMepeHHOMY noBeaeHuio u pesynbptaram (ISO/IEC
13335-1:2004).

[TpuBeICHHBIN CITUCOK XapaKTEPUCTHK OE30MaCHOCTH HE SBISETCS HCUYCPIBIBAIONINM. B0O3MOXHOCTH
OOJIBIIIOTO YHCIA XapaKTePUCTHK OE30MacHOCTH KPOETCS B ONPEICIICHUH TIOHATHSA '"XapaKTepUCTHKA
Oe3omacHoCTH 00OBeKTa'":
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"XapaKTepUCTHKA OE30MacHOCTH O0BEKTa - TpeOOBaHME K OOBEKTY HMJIM K YCIOBHSIM €r0 CO3JaHHS U
CYILIECTBOBaHMsI, WM K UHPOpMAIUU 00 00BEKTE M YCIOBUSAX €r0 CO3/IaHUs U CYIIECTBOBAHUS, BBHIITOTHEHUE
KOTOPOTO HEOOXOIUMO JUIsi OOECIeUYCHHs 3allUIICHHOCTH JXWU3HEHHO BaXKHBIX HMHTEPECOB JIMYHOCTH,
oO1ecTBa uiu rocyaaperaa’.

Kax IIpaBHJIO, YCJIOBUA CO3JAaHUA U CYHICCTBOBAHUSA PCATIbHBIX 00BEKTOB JOCTAaTOYHO CJIOXKHBI U, KaK
CJICACTBHUEC, K HUM MOXHO IMPEABABUTE JOCTATOYHO MHOT'O CaMbIX Pa3JIMYHBIX Tpe6OBaHI/II\/'I.

Tak kak yrposa 06e30MacHOCTH OOBEKTa - BO3MOXKHOE HApYIIEHUE XapaKTePUCTHKU O€30MacHOCTH
00BEKTa, TO MepeueHb BCEX XapaKTEPUCTUK OE30MaCHOCTU ISl BCEX BO3MOXKHBIX OOBEKTOB YIpo3, MO CYTH,
OIIpeeIIsieT MOJENb YTPO3 BEPXHETO YPOBHSIL.

Hanpumep, ecnu B M”HPOpMaAIIMOHHOH cucTeMe TpedyeTcs 00eCeYUTh TOJIBKO 3alIUTY OT YHUUTOKEHUS,
LEJIOCTHOCTh M JOCTYMHOCTh 3aliuiiaeMod HHQopMmamuu (B KadyecTBE BO3MOXKHOIO IMpHUMepa TaKou
UHQOPMALIMOHHOM CHUCTEMBI MOXHO IPHUBECTH HH(MOPMALMOHHYIO CHCTEMY ULIKOJBHOIO y4YHTe,
COJIepKAIYI0 OOIIEAOCTYIHbIE IEepPCOHANbHbIE JAaHHBIE YyYallluXcs), TO MOJENb YIpo3 BEPXHETO YpPOBHS
COJEPKUT CIEAYIOUINN EPEYEeHb YIPo3:

- yrpo3a YHUUTOKEHUS 3aluinaeMoi nHpopMaIum;
- yrpo3a HapyIIeHHs HEJIOCTHOCTH 3alIUIIaeMOi HHPOPMAIIHH;
- yrpo3a HapyleHus JOCTYITHOCTH 3alluiiaeMoi nHbopMaIuu.
3.3. Meronosiorusi pOpMHPOBAHUS IETATN3UPOBAHHON MOJEITH YTIPO3
CornacHo npuBeaeHHoMy B 3akoHe Poccuiickoit @enepanuu "O 6e30macHOCTH" OMPEeICHUIO MTOHATHS
"yrpo3a 0e30macHOCTH" HEOOXOAMMO OIPEACTUTh COBOKYITHOCTh YCIOBUH H (DaKTOPOB, CO3AOIIUX
OITACHOCTh HAPYIICHHS XapaKTePUCTHK 0€30MaCHOCTH BO3MOXHBIX OOBEKTOB YyIpo3. ITO U €CTh COJIepyKaHUe

pa60T 110 CO31aHHUIO ,Z[CT&J'IPIE&HpOB&HHOfI MOJZACIIN YI'pO3.

MoXHO mpHBEeCTH MpHUMEpbI, KOTJa Ieaecoo0pa3Ho CO3AaHuEe MojieNel yrpo3 HECKOJIbKHX YpOBHEH
JETAIN3aLNN.

OueBUAHBIM MPUMEPOM MOXKET CIIY)KUTh OOBEKT YIpo3, MPEACTABISIONINI CIIOKHYIO TEPPUTOPHATIHLHO
pacnpeelieHHy0 aBTOMaTU3UPOBAHHYIO CHUCTEMY, JJIsl KOTOPOHM yClIOBHUS (DYyHKLIMOHHPOBAHUS Pa3IMUHBIX
COCTAaBHBIX 4aCTE€H CHUCTEMBI MOTYT CYIIECTBEHHO pasznnyaThcs. IIpu aHanmse Takoil cUCTeMBl, KaK IPaBUIIO,
UCIIOJIb3YEeTCsl MPUHIUI JIEKOMIIO3UIMU CIIOKHOIO 00bekTa. Ecim ke CoCTaBHbIE YacTH CHCTEMBI TaKKe
BECbMa CJIOKHBI, TO MX aHaJU3 CHOBA IMOTPeOyeT MCIOJIb30BaHHE MPHUHLMIA JEKOMIO3HMLIUU CIO0XHOTO
o0bekTa. B paccmarpuBaeMoM ciydae IesiecooOpa3sHO CO3JaHHe MOJeNed Yrpo3 JUIsl KaXKAOoro oObeKTa,
IIOJIyYaOLIEroCs B IPOLECCE TEKOMIIO3ULIUH.

I[Tpu onpenenennn yrpo3 6e30macHOCTH 00BEKTA CIEIYeT pa3inyaTh:
- YTPO3bI, HE SIBIISIONINECS aTaKOH;
- aTaKH.

PexomeHyeTcst UCIIOIb30BaTh CIEAYIOUIYIO CTPYKTYPY YIPO3, HE SIBJISIOLIUXCS aTaKaMu:

www.consultant.ru CrpaHuua 16 uns 26
HafeXHasa npaBoBan noaAepXxkKa


https://login.consultant.ru/link/?req=doc&base=RZR&n=187049&date=25.10.2019
https://login.consultant.ru/link/?req=doc&base=RZR&n=187049&date=25.10.2019
http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru

"MeToaunyeckme pekoMeHaaLum No obecrneyeHuno ¢ MOMOLLbIO
KpunTocpeacTs 6e30MacHOCTU NepPCOHasbHbIX AaHHbIX NpY UX
06paboTke B WH...

[JokymeHT npepoctasneH KoHcynbTaHTAOC
[aTta coxpaHeHus: 25.10.2019

- YI'PO3bl, HEC CBA3aHHBIC C ACATCIBHOCTBHO YCIIOBCKA: CTUXUUHBIE 6C,Z[CTBI/I$[ U HIPUPOIAHBIC SABJICHUSA
(3CMHeTp$IC€HI/IH, HaBOOHCHUS, YparaHbl 1 T.I[.);

- YIpO3BbI COLIMAIBHO-TIOJIMTHYECKOTO XapaKTepa: 3a0aCTOBKY, cab0TaxX, JIOKaJIbHbIE KOH(IUKTEI U T.1.;

- ommnOOUYHBIE NIEHCTBUA ¥ (MJIM) HApYUICHUS TE€X WIM MHBIX TPeOOBAaHMU JUIIAMHU, CAHKIIMOHHUPOBAHO
B3aMMO/JICHCTBYIOIIMMU C BO3MOKHBIMH O00BbeKTamMH yrpo3. Ecim, Hampumep, B KauecTBe OObEKTa yrpo3
BBICTYNaeT aBTOMAaTH3MPOBAHHAs CUCTEMa B 3alluIIeHHOM HcnogHeHuHu (AC3U), To Kk TakuM AEHCTBUSM U
HapyLICHUsM, B YACTHOCTH, OTHOCSITCSL:

- HENIPEIyMBILUIEHHOE UCKa)KEHNE WIN y/laJ€HHe TPOrpaMMHbIX KoMIIoHEHTOB AC3U;
- BHEJIPEHUE U HCIIOJIb30BAHUE HEYYTCHHBIX IIPOrPAMM;

- UITHOPUPOBAHHUE OPTraHU3AIMOHHBIX OrpaHHMYEHHH (YCTaHOBIIEHHBIX TIPABWII) MPH padoTe ¢ pecypcamu
AC3U, Bxkitoyas cpeAcTBa 3amiuThl HHGopManuu. B yactHocTH:

- HapyUIeHHEe NpaBWI XpaHeHHs HHGOPMALUK OTPAaHHMUCHHOTO JOCTYyINa, HWCIOIB3YeMOH NpHu
9KCIUTyaTallil CPENICTB 3aIIUTHI HH(pOpMany (B YaCTHOCTH, KITIOYEBOH, MTAPOILHON U ayTeHTU(UINPYIOIIEH
uHpopMaInn);

- MPe0CTaBJICHNE TTOCTOPOHHUM JIMIIAM BO3MOXKHOCTH JIOCTYIA K CPEICTBaM 3allUThl HHPOpPMALUH, a
TaK)Ke K TEXHUYECKUM U IPOrPaMMHBIM CPEICTBaM, CIIOCOOHBIM MOBIUATH Ha BBIIOJIHEHUE PEIBIBISIEMBIX K
CpEeICTBaM 3alIUThl HHPOpMAIK TPeOOBaHUM;

- HacTpolka U KOH(PUIYpUPOBAHHE CpPEACTB 3alUThl WHGOpPMAIMU, a TaKXKE TEXHHUYECKHX U
IPOrPaMMHBIX CPEJICTB, CHOCOOHBIX MOBIHITh HA BBINOJHEHUE MPEIbSIBISIEMBIX K CpPEICTBAM 3alIUThI
uHpopManuu TpeboBaHMA, B HAPYIIIEHHE HOPMATUBHBIX U TEXHUUECKUX JOKYMEHTOB;

- HecooOmeHne o ¢axKTax yTparbl, KOMIPOMETAUN KIIOUEBOW, MApOJIbHOW W ayTeHTH(PHUUIUpPYIOIeH
nHpOpMaINH, a TaKXKe JTF000H qpyroi HHGOpPMALUK OTPaHUYEHHOTO JI0CTYTIA;

- YI'PO3bI TCXHOI'CHHOT'O XapaKTepa, OCHOBHBIMHU U3 KOTOPBIX ABJIAIOTCA:

- aBapuy (OTKIIOYCHHUE JICKTPOITUTAHHS, CHCTEMBbI 3a3EMJICHHSI, pPa3pylICHHE HHKEHEPHBIX COOPYIKEHUI
U T.1.);

- HEHCIIPABHOCTHU, COOM ammapaTHBIX CPENICTB, HECTAOMILHOCTh MAPAMETPOB CHCTEMBI 3JICKTPOITUTAHHUS,
3a3eMJICHUS U T.]I.;

- IOMEXH ¥ HaBOJKH, IPUBOAAIINE K cO0SIM B paboTe armapaTHBIX CPE/ICTB.

CnenyeT OTMETUTh, YTO, Kak IMPaBWJIO, 3allUTa OT yrpo3, HE SIBIAIOIIMXCS aTakaMd, B OCHOBHOM
periaMeHTHpyeTCcsT MHCTPYKUMSIMH, pa3paOOTaHHBIMH M YTBEPXKICHHBIMU OIEpaTopaMu C  Y4YETOM
0COOCHHOCTEH KCIUTyaTalui HHGOPMAITMOHHBIX CUCTEM U JEHCTBYIOIIEH HOPMATUBHOM 0a3bl.

Kak mokazan MUpOBOI M OT€UECTBEHHBIN OIBIT, aTaKH SIBJIAIOTCS HanOoJiee OMacCHBIMM yTpo3aMu (YTo
00yCJIOBJICHO MX TINATEIFHOW MOJATOTOBKOM, CKPBITHOCTBIO MPOBEACHUS, IIEJICHANPABICHHBIM BBIOOPOM
00BEKTOB M LIeJIEH aTak).
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ATaku roToBSTCS U MPOBOJAATCS HAPYIIUTENIEM, IPUYEM BO3MOXKHOCTH MPOBEAEHUS aTaKk 00YCIIOBJIEHBI
BO3MOXXHOCTSIMM Hapymurens. MHbIMEH cioBamMM, KOHKPETHbIE BO3MOYKHOCTH HApYILIUTENS OINPENEISIIOT
KOHKPETHBIE aTaKu, KOTOPHIE MOXKET IIPOBECTU HAPYIIUTED.

Ho Toraa c yuerom omnpezenenust mOHATHS "MOIENIb HAPYIIUTENA" BCe BO3MOXKHBIE aTaKu OMPEIEIISIOTCS
MOJIETIBIO HAPYIIUTETIS.

Mogenp HapymuTens TECHO CBs3aHa C MOJENbIO YIpO3 U, 110 CYTH, sSBIsETCs €€ 4acTbio. CMBICIOBbIE
OTHOIIEHMS MEXIY HUMHU cleayromue. B Moaenu yrpo3 colepkurcs MakCUMaIbHO MOJIHOE OMMCaHHUE YIpo3
6e3omacHOCTH 00bekTa. MoJenb HapyLIUTENs COACPKUT ONHCAHHE TMPEANOJIOKEHUSI O BO3MOXKHOCTIX
HapyIIUTeNsl, KOTOPbIE OH MOXXET HCIONb30BaTh sl pa3pabOTKM W TPOBEICHUS aTak, a Takxke 00
OTpaHUYEHUSIX Ha 3TH BO3MOKHOCTH.

3.4. Metononorust GOpMUPOBAHKS MOJICTTH HAPYITUTES

CornacHo nocienHeMy U3 ONpPEIENIeHHbIX B II. 3.1 Meroanyeckux peKOMeHalui IpUHIUITY (IPUHIUI
7) HapyLIUTENb MOXKET JEHCTBOBATh HA PA3IMYHBIX ATalax *U3HEHHOro 1ukia kpunrocpeactsa u COK (nmoxg
STUMHM JSTalmaMM B HACTOALIEM JOKYMEHTE IIOHHMMAIOTCA pa3padoTKa, MPOU3BOACTBO, XpaHEHHUE,
TPAaHCHOPTHUPOBKA, BBOJ B OKCIUIyaTalUIO, OSKCIUIyaTallksl MPOTPaMMHBIX M TEXHUYECKHX CpEICTB
kpunrocpencts u COK).

Otansl pa3paboTKH, MPOU3BOCTBA, XPAaHEHHUS, TPAHCIIOPTUPOBKH, BBOJA B AKCILTYaTAIHIO TEXHUUECKUX
U IPOrpaMMHBIX cpeAcTB kpunrocpenactsa 1 COK

Ha »tamax pa3paboTku, NpPOM3BOJACTBA, XpPAaHEHUS, TPAHCHOPTHUPOBKHU, BBOJA B HKCIUTyaTalUIO
TEXHUYECKUX M TPOrpaMMHBIX cpelcTB KpuntocpeactBa u COK o00paboTka nepcoHalbHBIX JaHHBIX HE
npousBoauTcs. [loaToMy 00beKTaMM aTak MOTYT OBITh TOJIBKO CAMHU 3TH CPEACTBA M TOKYMEHTALUS HA HUX.

B cBs134 ¢ U3JI0)KEHHBIM Ha YKa3aHHBIX JTallax BO3MOXKHBI CIEAYIOLINE aTAKU:

- BHECEHHE HETaTWBHBIX (YHKIMOHAJIBHBIX BO3MOXKHOCTEH B TEXHHYECKHE U MPOTrpaMMHBIE
KOMIIOHEHThI Kkpunrocpeactsa u COK, B TOM uwuciae ¢ HCHOJb30BAHHEM BPENOHOCHBIX IPOrpaMm

(KOMIBIOTEPHBIE BUPYCHI, "TPOSHCKHE KOHU" U T.1.);

- BHECEHHE HECAHKIIMOHUPOBAHHBIX U3MEHEHUN B JOKYMEHTAIIMIO Ha KPUNITOCPEJCTBO U TEXHUICCKUEC U
nporpamMmHubie KoMnoHeHTh CDK.

HCO6XOI[I/IMO OTMCTHUTD, YTO YKA3aHHBIC aTAKU:

- Ha 3Tamax pa3paboTKH, MPOU3BOJCTBA M TPAHCHOPTUPOBKHM TEXHUYECKUX U MPOTPAMMHBIX CPE/ICTB
kpunrtocpeactsa 1 COK MoryT npoBoIUTECS TOJIBKO BHE 30HBI OTBETCTBEHHOCTHU OIIEpaTOpa;

- Ha 0JTale XpaHEHUs TEXHUYECKUX U MPOrpaMMHBIX cpelacTB Kpunrocpernctsa u COK moryt
MIPOBOJIUTHCS KaK B 30HE, TAK U BHE 30HBI OTBETCTBEHHOCTH ONIEPATOPA;

- Ha 9Tall€ BBOJA B JKCIITyaTallMIO TCXHHUYCCKUX M IIPOrpaMMHBIX CPCIACTB KPHUIITOCPEACTBA U COK
MOT'YT ITPOBOAUTHCA B 30HEC OTBETCTBECHHOCTU OIIE€paTopa.

B cBsI3M ¢ U3I10KEHHBIM OICpaTophbl AOJIKHBI IPCAYCMOTPETH MEPbI KOHTPOJIA:
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"MeToaunyeckme pekoMeHaaLum No obecrneyeHuno ¢ MOMOLLbIO
KpunTocpeacTs 6e30MacHOCTU NepPCOHasbHbIX AaHHbIX NpY UX
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[JokymeHT npepoctasneH KoHcynbTaHTAOC
[aTta coxpaHeHus: 25.10.2019

- COOTBETCTBHSI TEXHHUUECKUX M MPOrpaMMHBIX cpeacTB kpuntocpeactsa 1 COK u gokymeHTanuu Ha
9TH CpEJCTBa, IMOCTYMAIOUMX B 30HY OTBETCTBEHHOCTH OIEpaTopa, 3TAJOHHBIM o0pasuam (Hampumep,
OIepaTop NOJDKEH TpeOOBaTh OT MOCTABIIMKOB TapaHTHH COOTBETCTBUS TEXHUYECKHX M IPOTPAMMHBIX
cpenctB kpunrtocpeactsa 1 COK u 1oKyMEeHTallMK Ha 3TU CPEJICTBA, MOCTYNAIOIINX B 30HY OTBETCTBEHHOCTH
orepaTopa, STaJOHHBIM 00pasllaM WIM MEXaHHU3Mbl KOHTPOJIS, TMO3BOJISIOLIUE OINEpPaTopy YCTaHOBUTHh
CaMOCTOSITEJIbHO TaKOE COOTBETCTBUE);

- IETTOCTHOCTH TEXHUUYECKUX U MPOTPaMMHBIX cpeAcTB Kpunrocpeactsa 1 COK u gokyMeHTaIu Ha 3T
CpEeJIICTBA B MPOIIeCcCe XpaHEHUsI U BBOJa B AKCILIYaTaIUIO STUX CPEACTB (C UCIOJIb30BAHUEM KaK MEXaHH3MOB
KOHTpPOJISl, ONMHCAHHBIX B JIOKyMECHTAIlUW, HANpUMEp, Ha KPUNTOCPEACTBO, TaK M C HCIOJIb30BaHUEM
OpTaHHU3AIMOHHBIX U OPTAaHU3AMMOHHO-TEXHHYECKUX MEp, pa3pad0TaHHBIX OIEPATOPOM C yUETOM TpeOOBaHUI
COOTBETCTBYIOIIIMX HOPMATHUBHBIX M METOJIWYCCKUX JOKYMEHTOB, - cM. I. 2.1 Meroaumueckux
PEKOMEH AN ).

OTan KCIuTyaTalui TEXHUYECKUX M IPOrPpaMMHBIX cpeAcTB Kpunrocpeactsa 1 COK

ATaka Kak J11000€ IeJIeHanpaBlIeHHOE JeHCTBUE XapaKTepU3yeTcs psAIOM CYIIECTBEHHBIX MPHU3HAKOB. K
STHM CYIIECTBEHHBIM TIpPH3HAKAM Ha OJTale OJKCIUTyaTallil TEXHUYECKHX M TIPOTPAMMHBIX CPEJICTB
kpunrocpenctsa 1 COK BHosiHE €CTECTBEHHO MOKHO OTHECTH:

- HapyILIUTeNs - CyObeKTa aTaku;

- 00BEKT aTaKu;

- LIeJIb aTaKH;

- IMEIOIIYIOCS Y HApYIIUTENsT HHPOPMAIHIO 00 O0BEKTE aTaKw,

- UMEIOIINECs Y HAPYIIUTENSI CPEJICTBA aTaKH;

- KaHaJI aTakKH.

Bo3MmokHBIe OOBEKTHI aTak M €M aTaK ONpEeAENsAITCS Ha 3Tane (hOpMUPOBaHHMS MOJEIU YIpo3
BEPXHET0 YPOBHSL.

[Tpu onpenenennn 0OBEKTOB aTaK, B YACTHOCTH, JIOJKHBI OBITh PACCMOTPEHBI KaK BO3MOXKHbIE OOBEKTHI
aTaKk W MPH HEOOXOIWMOCTH KOHKPETHU3UPOBAHBI C yYETOM HCHOJB3yEeMbIX B MH(POPMALMOHHON cHCTEME
WH(POPMAIMOHHBIX TEXHOJIOTHIA U TEXHHYECKHX CPEICTB CIIEAYIONIHE O0BEKTHI:

- TOKYMEHTalMsl Ha KPUIITOCPEJICTBO U HA TEXHUYECKHE U TporpaMMHbie KOMITOHEHTh CDK;

- 3alHIAaeMble IEPCOHATIbHBIC IaHHbIE;

- KIII0Y€eBast, ayTeHTU(OUIUPYIOIIas ¥ aposibHas HHPOpMaLus;

- Kpunrorpaduuecku onacHas uadopmarus (KON);

- KpUIITOCPEACTBO (IIPOrpaMMHBIE U alllapaTHbIe KOMIIOHEHThI KPUIITOCPEACTBA);

- TEXHUYECKHE U IporpaMMHble KoMIOHEHThl COK;
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KpunTocpeacTs 6e30MacHOCTU NepPCOHasbHbIX AaHHbIX NpY UX
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[JokymeHT npepoctasneH KoHcynbTaHTAOC
[aTta coxpaHeHus: 25.10.2019

- JaHHBIC, NIEPCAABACMBIC 110 KaHAJIaM CB3H,
- IOMCHICHUS, B KOTOPBIX HAXOAATCA 3allIUIIIACMbIC PECYPCHI I/IH(i)OpMaI_II/IOHHOI\/'I CHUCTCMEI.

B Tex cmydasx, Korma MoJelb yrpo3 pa3padaThiBaeTCs JUIAMU, HE SBIISIOIIAMUCS CIICIUATUCTAMH B
objactu 3ammTBhl WHOOPMANHMH, PEKOMEHAYETCS OTPAHUYUTHCS MPUBEIACHHBIMU BBIIIE PHUMEpPaMHU
BO3MOKHBIX OOBEKTOB aTak.

Pa3paborunku Mojenu yrpo3 - CHEIUAIMCTHI B OOJACTH 3allUThl MH(OpPMALMU MOTYT YTOYHUTH
yKa3aHHBII BbIIIE TepedeHb BO3MOXKHBIX OOBEKTOB aTak C MPHUBEACHHEM COOTBETCTBYIOIIUX OOOCHOBAHUHU.
PexoMeHnayercss ykazaHHOE YTOYHEHHE JielaTh TOJIBKO B CIydae HEOOXOIMMOCTH Pa3paOOTKH HOBOTO THUIIA
KpUIITOCPE/ICTBA.

YTounenne NEPCUYHA BO3MOKHBIX 00BEKTOB aTak AOJIDKHO OCYHICCTBIIATHCA ITYTEM:

WCKIIFOUYCHHSI O0BEKTOB aTaK M3 YKa3aHHOTO BBIIIE TMEPEUHs, KOTOPHIE SBISIOTCS U30BITOYHBIMH B CHITY
cnenupuKu KOHKPETHON HHPOPMAIIMOHHOMN CUCTEMBI;

KOHKpETU3alU U ACTAJIN3AllMA HE HCKIIFOYCHHBIX 00BEKTOB aTak C YUE€TOM KOHKPETHBIX yCJ'IOBI/Iﬁ
OKCILTyaTaluun I/IH(i)OpMaI_II/IOHHOI\/'I CHUCTCMBEI,

OIIMCaHHI 00BEKTOB aTakK, HC YKA3aHHbIX B IPUBCACHHOM BBIIIC IICPCUHC.

C yueToM H3JI0)KEHHOTO MOJIENIb HAapyLIUTENs AJIs ATana KCIUTyaTallud TEXHUYECKUX U MPOTrpaMMHBIX
cpenctB kpuntocpeactsa 1 COK nomkHa UMETH CIIETYIONIYI0 CTPYKTYPY:

- ONMCaHUE HapymuTesen (CyObeKTOB aTak);

- IPEITIOI0KEHUS 00 HMEIOIIeHCs y HapymuTels HHpopMaru 00 00bEKTax aTak;
- IPEATIONOKEHHS 00 UMEIOIINXCSI Y HAPYIIUTENSI CPEACTBAX aTaK;

- OTHCaHNE KAHAJIOB aTakK.

Onucanue HapymuTeneil (CyObeKTOB aTak)

1) PasamMualnT WeCTb OCHOBHEIX TUIOB HapyumTenew: H , H ,..., H .
1 2 6
[IpennojaraeTcsa, dYTO HapyumTeau Tuna H ®m H MOTyT cTaBUTb paboOTH IO
5 6

COBOaHMI CIOCOOOB M CPeACTB aTak B HaydHO-UCCJIeIOBaTeJIbCKMX LeHTpax,
CrneuMaan3MupyouMxcsa B OOJacTM paspaboTKM M aHalmMz3a KpunrocpencTte u COK.

BO3MOXHOCTM HapyumTess Tuna H BKJIOYAKNT B CeO0A BO3MOXHOCTM HAPyWMTEJS

i+1
Tuna H (1 <= 1 <= 5).
i

Ecam BHemWHMM HapyumTesb obJjlalaeT BO3MOXHOCTAMM IO CO3IOAaHMIO CIOCOOOB
INOOTOTOBKM aTaK, AaHAJIOTMYHBIMMY COOTBETCTBYUMM BOSBMOXHOCTSAM HapyUMTeJs THUIa
H (3a MCKJIOYEeHMEM BO3MOXHOCTEM, MNPeOOCTaBJISEMHX NPeOBlBaHMEM B MOMEHT aTakKM

i
B KOHTPOJMPYEMOM 1B30He), TO 5STOT HapymmTesb Takxe OyIeT obo3HadaTbCsa Kak
HapyumTenb Tuna H (2 <=1 <= 6).
i

2) NaHHbIN pa3ien MOJeIN HApyIIUTENs T0JDKEH COJepKaTh:
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[JokymeHT npepoctasneH KoHcynbTaHTAOC
[aTta coxpaHeHus: 25.10.2019

- TepedYeHb JHIl, KOTOphIE HE pPacCMaTPHUBAIOTCS B KA4e€CTBE IMOTEHIMATIbHBIX HAPYIIUTENEH, U
000CHOBaHHUE ATOTO TIepeyHs (MPU HEOOXOANUMOCTH);

- [pennojioXeHMe O HEeBO3MOXHOCTM CTOBOpa HapyumTesey (Ojs BCexX TUIIOB
HapyumTesen) WM [OPEenNoJIOXKeHMS O BOBMOXHOM CILOBOpPe HapymmTesJen u O
xapakrepe crosopa, BKJIOYAsS I[I€PEeUMCIJIEHME OOMNOJIHMTEJIbHEIX BOS3MOXHOCTEI,
KOTOpHlEe MOT'YT MCIOJIb30BaTh HaxOoAdllMecs B CITOBOpe HapyWMTeNaM IJjid HOOTOTOBKM
M NPpOBeIeHMs aTak (OJsa HapymmTenel Tuna H - H ).

4 6

[Ipumeuanue.
JlaHHBIN pa3aes MOAEIIN HapyIIUTEI UMEET CIEAYIOLIEe TUIIOBOE COEpKaHUE.

CHavana Bce (QU3MUECKME JHUIA, MMEIOIIUE OCTYNl K TEXHHYECKUM M MIPOTPaMMHBIM CpPEICTBaM
WH(POPMAIIMOHHON CUCTEMBI, Pa3/IEISIOTCS Ha CIEIYIOIIUe KaTerOpHu:

- kateropus | - nuIa, He MMEMOIIME IpaBa JOCTYNa B KOHTPOJIHUPYEMYIO 30HY HH(POPMAIMOHHOMN
CUCTEMBI;

- kateropus Il - nuia, uMeronMe NpaBo MOCTOSIHHOTO WJIK Pa30BOT0 JOCTYNa B KOHTPOJIUPYEMYIO 30HY
MH(POPMAIIMOHHOMN CUCTEMBI.

I[anee BCC MOTCHUUAJILHBIC HAPYIIUTCIIN MOAPA3ACIAOTCA HA:

- BHEIIHUX HapyLIUTeNed, OCYLIECTBISIIOIIMX aTakd M3-3a MPEIeNIOB KOHTPOJIUPYEMOH 30HBI
MH(OPMALIMOHHON CUCTEMBI;

- BHYTPEHHHMX HapyIlluTesel, OCYIIeCTBISIOMNX aTakyi, HaXOIACh B IpeJieslax KOHTPOJIUPYEMON 30HBI
UH(QOPMALMOHHON CUCTEMBI.

Koncrarupyerces, uro:

- BHELIHUMU HApPYLIUTEISIMU MOTYT OBbITh KakK JIMLIa Kareropu I, Tak u nmuna xateropuu II;

- BHYTPEHHUMH HapyLIUTEIIMHU MOTYT OBITh TOJBKO JuLa kaTteropuu 1.

Jaetcst onucaHue MPUBWIETHPOBAHHBIX IMOJIb30BaTeNel HHPOPMAIIMOHHON CHUCTEMBI (YJICHOB TIPYIIIbI
aJIMUHUCTPATOPOB), KOTOPbIE HA3HAYAIOTCS U3 YHCIIA 0CO00 JIOBEPEHHBIX JIUI] U OCYILECTBIIAIOT TEXHUYECKOE
o0CITy’)KMUBaHHE TEXHUYECKUX M MPOrpaMMHBIX cpeAcTB KpunrocpeactBa u COK, BkiIodas ux HaCTpOMKY,
KOHQUTypUpOBaHHE M paclpeseieHue KIYEeBOM JOKYMEHTAllMM MEXAYy HENpPUBUICTHPOBAHHBIMU
I0JIB30BATEIISAMHU.

[anee crnenyer oOOCHOBaHME MWCKIIIOUEHHUS TE€X WM MHBIX TUNOB Jul Kareropuu Il u3 uumcna
MOTEHLIMAJIbHBIX HapymuTened. Kak mnpaBuio, NpuUBHIErHMpOBaHHBIE IOJIB30BAaTENN HHGOPMALMOHHON
CHUCTEMBI UCKJIFOYAIOTCS U3 YMCIIA TOTCHIUAIbHBIX HAPYIIUTEIICH.

W, HakoHel, paccMaTpUBAETCsA BOIIPOC O BO3MOKHOM CTOBOPE HapyIIUTEIEH.

[Tpenmonoxxenus 06 uMeroneiics y Hapymmrens uHpopmamnmu 06 00beKTax arak

JlaHHBII pa3gen MoAeIH HApYIIUTEN T0JKEH COAEPKATh:
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[JokymeHT npepoctasneH KoHcynbTaHTAOC
[aTta coxpaHeHus: 25.10.2019

- TPENoNIOKEHHWE O TOM, YTO TOTEHIUANbHbIE HapymuTenun o0namalT Bcell uHbopMaluei,
HE0O0XOAUMOM JUIsl TIOATOTOBKU U MPOBEJCHUS aTak, 3a MCKIIOYEHHEM WH(pOpMaluu, JOCTYN K KOTOPOH co
CTOPOHBI HAPYIIUTENsl MCKIIYAeTCsl CHCTEMOM 3ammThl mH(popmanuu. K Takol mHbopmanuu, Hampumep,
OTHOCHUTCS MapoJIbHasA, Ay TCHTU(UIMPYIOMIAs U KIF04YeBas HHPOPMAaLHS;

- 000CHOBaHHbIE OTPAaHMYEHHUS Ha CTENeHb MHGOPMUPOBAHHOCTH HAPYIIUTENS (II€peueHb CBEJICHUI, B
OTHOILIEHUU KOTOPBIX MPEATNOJIAraeTcs, YTO OHU HAPYIIUTENIO HEAOCTYIIHbI).

[Ipumeuanue.

OO0oCHOBaHHBIE OTPAaHUYCHHSI Ha CTENEHb WH()OPMHUPOBAHHOCTH HAPYIIUTENIS MOTYT CYIIECTBEHHO
CHU3UTH TPEOOBAHUS K KPUIITOCPEICTBY IIPH €ro pa3paboTKe.

[Ipu onpeneneHny OrpaHUYEHUI Ha CTETIEHb MHPOPMUPOBAHHOCTH HAPYLIUTENS, B YACTHOCTH, JOJKHBI
OBbITb PACCMOTPEHBI CIIEYIOIUE CBEICHUS:

- COZiepKaHNE TEXHUUYECKOM TOKyMEHTAlUU Ha TEXHUYECKHE U IpOrpaMMHble KOMIIOHEHThI CDK;

- IOJITOBPEMEHHBIE KIIIOYM KPUIITOCPE/ICTBA;

- BCE BO3MOXKHBIE JAaHHBIE, IIEpEJaBacMble B OTKPHITOM BHJIE 110 KaHajlaM CBSI3H, HE 3alLULICHHBIM OT
HecaHKmoHupoBanHoro nocryna (HC/I) k uabopmanmm opraHu3aMOHHO-TEXHUYECKIMH MepaMH ((ha3oBbie
ITyCKHU, CHHXPOIOCBUIKH, He3alu(POBAHHBIE aJIpeca, KOMaH/Ibl YIIPaBJICHUS U T.I1.);

- CBEJICHUS O JIMHUAX CBSA3H, 10 KOTOPHIM IIEpeAaeTcs 3aluiiaemas HHpopMmarus;

- BC€ CCTH CBA3U, pa60Ta}omHe Ha ¢AUMHOM KIIKHOYC,

- BCe TMpOSBIAIONIMECSs B KaHajgax CBs3W, He 3amuiueHHslx oT HCJ k uHbopmanuu
OpraHU3allMOHHO-TEXHUYECKUMU MEPAMHU, HapyIIEHUs [TpaBuJl SKCITyaTauuu kpunrocpeactsa u COK;

- BCE TMposBIAIOIIMECSs B KaHajmax cBsi3u, He 3amuuieHHbix oT HCI k  uHpopmanuu
OpPraHM3aIlMOHHO-TEXHUYECKUMU MepaMH, HEHCIIPAaBHOCTU U COOM TEXHUYECKHX CPEICTB KPUIITOCPEICTBA U
COK;

- CBCACHUA, IIOJYyYaEeMbIC B PE3YJIbTATC aHAJIN34d JIIOOBIX CHTHAJIOB OT TEXHUYECKHUX CpCACTB
KpHUIITOCPCACTBA U C(I)K, KOTOPBIC MOKCT ICPCXBATUTh HAPYHIUTCIIb.

ToJlbKO HapyumTesasaMm Tuna H - H w™MoryT OHTH M3BECTHHE BCE CETU CBS3MU,
3 6
paboTamouye Ha €OMHOM KJIoue.
ToJlbKO HapyumTenu Tuna H - H pacnojiaraloT HapAnoy C IOOCTYIIHBIMU B
5 6

CBOOOIOHOM MOpoZaxe INOKyMeHTaluMey Ha KpurnrocpelcTBO M COK MCXOOHEIMM TEeKCTaMMU
IPUKIIAOHOTO MIPOIPaMMHOTO OOeCHIedYeHUs.

TosbkO HapyunTeamn TUIa H pacnoJjiaramT BCell HOKyMeHTauuey Ha
6
kpunrocpencrso u CoOK.

B Tex cnmydasx, korma Mojzenas yrpo3 pa3padaThiBacTCs JUIAMU, HE SBIISTFOITUMUCS CICIUATNCTAMH B
o0yacTu 3amuThl UHPOPMALUHA, PEKOMEHIYETCS OTPAaHUYUTHCS TMPHUBEJICHHBIM BBIIIC IMPEANOI0KCHHEM O
TOM, YTO TIOTEHIMANbHBIE HApyIIMTETH o0JanaloT Bcell mHopMmaiueil, HeoOXOAMMON ISl TOATOTOBKU U
MPOBEJCHUS aTak.
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[JokymeHT npepoctasneH KoHcynbTaHTAOC
[aTta coxpaHeHus: 25.10.2019

Pa3zpaGoTunku Mojenu yrpo3 - CHEIMaIMCThl B OONACTH 3alIUThl MH(OPMAIMM MOTYT HOATOTOBUTH
00OCHOBaHHBIE OTPAaHWYEHHUS HAa CTENEHb HMH(OPMUPOBAHHOCTH HapylmuTens. PekoMmeHayercs ykazaHHOE
OrpaHUYEHUE JIENIaTh TOJIBKO B ClIy4ae HE0OX0AUMOCTH pa3pabOTKH HOBOTO THUIIA KPUIITOCPEICTBA.

[Ipenmnonoxenus 006 UMEIOLUXCS Y HAPYIIUTENS CPEICTBAX aTak

JlaHHBII pa3nen MOJENIN HapyIIUTENI TOJDKEH CONEPKaTh:

- NpPENoJOKEeHWe O TOM, YTO HApyUIMTElIb HMEeT Bce HEOOXOAMMble Uil NPOBENEHHUs aTak I0
JOCTYIIHBIM €My KaHaJaM aTak CpeACTBa, BO3MOXHOCTH KOTOPBIX HE IIPEBOCXOIAT BO3MOXKHOCTH
aHAJIOTUYHBIX CPEJACTB aTaK Ha MH(OPMALUIO, COJIEPIKAIIYI0 CBEICHUS, COCTAaBIIAIOIINE TOCYIapCTBEHHYIO
TalHy;

- 000CHOBaHHbIE OTPAHUYECHHS HA UMEIOIIUECS Y HApYIIUTENS CPEACTBA aTakK.

[Ipumeuanue.

O0OocHOBaHHEIE OrpaHU4YCHUd Ha HMCIOMIUCCA Yy HApPYHIUTCIII CpEeACTBA aTAK MOI'YT CYHICCTBCHHO
CHHU3UTH Tpe6OBaHI/ISI K KpUIITOCPCACTBY IIPH €CTO pa3pa60TKe.

[Ipu onpeneneHnn orpaHUYEHU HAa UMEIOIIMECS y HapYLIUTENs CPEICTBA aTak, B YACTHOCTH, JOJKHBI
OBITH PaCCMOTPEHBI:

- anmapaTHble KOMIOHEHTHI Kpunrocpenactsa 1 COK;
- TOCTYIHBIE B CBOOOAHOM MpOAake TEXHUUECKHE CPEACTBA U IPOrpaMMHOE 0OecTieueHHE;
- CIICIMATBHO pa3pabOTaHHBIC TEXHUUYECKUE CPEJICTBA U IPOTPAMMHOE 00ECTICUeHUE;

- IITATHBIE CPEJICTBA.

Hapyumrenn Tuna H n H pacnojiaralpT TOJIBKO IOCTYIHBMM B CBOOOIOHOM
1 2
npomaxe alnapaTHEIMM KOMIIOHEHTaMM Kpunrocpencrea u COK.
JOMOJIHUTEeJIbHEIE BO3MOXHOCTM HapyumTesey Tuna H - H 10 TIOJIYYEHMIO
3 5

annapaTHBIX KOMIIOHEHT Kpunrocpencrtsa u COK 3aBucaAT OT peajM30BaHHBEIX B
MHOOPMALIMOHHOM CMCTEME OPIaHM3aALMOHHBIX MEP.
HapymumTenn TUIa H pacnojiaranT JIOOBMM  allapaTHBIMM KOMIIOHEHTaMMU
6
kpunrocpencresa un COK.
Hapymmrenn Tuna H MOT'YT MCIOJIb30BAaTh WITAaTHBIE CpelcTBa TOJIBKO B TOM
1
cilydae, €CJM OHM PacIOJIOKEHE 3a npelejiaMy KOHTPOJIMPYEeMOM 3OHEL.

Bo3MOXHOCTM HapyumrTejser Tuna H - H 0O MCHOJB30BAHMIO WTATHEX CPEACTB
2 6
3aBUCAT OT PeajiM30BaHHBIX B MHQOPMALMOHHOM CMUCTEeMe OpPTraHM3alMOHHEIX Mep.
HapyumTenu Tuna H - H MOTYT MNPOBOIUTL JiaBopaTOpHEE MCCJIENOBaHMUSI
4 6

KPMIITOCPEINCTB, MCIOJIb3YyEMEX 3a IpenejlaMy KOHTPOJIMPYEMOM 3OHB MHOOPMalLMOHHOM
CHCTEMEL.

B Tex cnmydasx, korja mMojienb yrpo3 pa3padaThiBacTCs JUIAMU, HE SBIISIFOIIUMUCS CIEIUATHCTAMH B
0o0yacTu 3amuThl WHOOPMAIIUH, PEKOMEHIYETCSI OTPAHUYHUTHCS TOJBKO MPUBEICHHBIMU BBIIIE CPEACTBAMU
aTax.
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[JokymeHT npepoctasneH KoHcynbTaHTAOC
[aTta coxpaHeHus: 25.10.2019

Pa3zpa®oTunku Mozaenu yrpo3 - CHEIHMAIMCThl B 00JAacTH 3allUThl MH(OpMAnUK MOTYT YTOYHHUTH
IIPUBEICHHBIN BBILIE NIEPEUEHD CPEJICTB aTak. PEKOMEHyeTcsl yKa3aHHOE YTOUHEHHUE JIENaTh TOJIBKO B Cllydae

HEOOXOIMMOCTH Pa3pabOTKKU HOBOT'O THUIIA KPUIITOCPE/CTBA.

Onuncadue KaHajJoB aTak

C mpakTU4YecKOM TOYKHU 3pEHUs 3TOT Pa3lien SIBIAETCS OJHUM U3 BaKHEHIIUX B MOJAEIM HAPYLIMTEIS.
Ero cozmeprkanue 1o CyIecTBy onpeenseTcs KauecTBOM (pOPMUPOBAHUS MOJIETIH YTPO3 BEPXHETO YPOBHSL.

OCHOBHBIMU KaHAJIAMHU aTaK SBIISIOTCS:

- KaHajbl CBSA3M (KaKk BHYTPU, TaK U BHE KOHTPOJIMpPYyeMOW 30HbI), He 3amuieHHsle or HCJ k

nHpOPMAIINY OPTaHU3AIMOHHO-TEXHHYECKUMH MEPaMHU;
- IITAaTHBIE CPEJICTBA.

Bo3MOXXHBIMHU KaHaJIaMU aTakK, B YaCTHOCTH, MOT'YyT OBITh:

- KaHaJIbl HEMIOCPEJICTBEHHOTO JIOCTYTa K 00BbEKTY aTaku (aKyCTHUECKUH, BU3yallbHbIN, pU3HUECKUil);

- MAIIIMHHBIC HOCUTCIIN I/IH(I)OpMaI_II/II/I;

- HOCHUTCIIN I/IH(i)OpMaI_II/II/I, BBIBCACHHBIC U3 yHOTpe6JIeHI/ISI;
- TCXHUYCCKHUC KaHaJlbl YTCUKHU,

- CUTHAJIbHBIC IICIIN,

- ICIIU 3JICKTPOIIUTAHU A,

- OCIIK 3a3€MJICHU A,

- KaHaJI YTCYKHU 3a CYCT SJICKTPOHHBIX yCTpOf/'ICTB HCTIIaCHOTI'O IMOJIYUYCHU A I/IH(I)OpMaI_II/II/I;

- nHpOpMaMOHHbIE U yIpaBisitonire uarepdeiicst CBT.

B Tex cnmydasx, korja mMojienab yrpo3 pa3padaThiBaeTCs JUIAMU, HE SBIISIFOIIUMUCS CIEIUATNCTAMH B
o0yacTu 3amuThl WH(POpPMAIUK, PEKOMEHIYETCS] OTPAaHUYUTHCS TOJIBKO TPHBEACHHBIMH BBIIIE OCHOBHBIMU

KaHaJlaMHM aTak.

Pa3zpaGoTunku Mozaenu yrpo3 - CHEIMAIUCThl B 0OJAaCTH 3allUThl MH(OpPMAnUH MOTYT YTOYHHUTH
IIPUBEICHHBIN BBILIE NIEPEUEHb KAHAJIOB aTaK. PEKOMEHayeTCsl yKa3aHHOE YTOUHEHHE JIeaTh TOJIBKO B Cllydae

HEOOXOMMOCTH Pa3pabOTKKU HOBOT'O THUIIA KPUIITOCPECTBA.

Onpenenenue TUNA HAPYIIUTENS

HapymmTesns oTHOCHMTCA K Tuny H ecyu cpenu INpPenioJIOXeHUM O ero
i
BO3MOXHOCTSAX €CTb I[PenloJIoXeHMe, OTHOCAIleecs K HapymmTesaaMm Tuna H , u HeT
i
IPEenIoJIOXeHNM, OTHOCAWMXCS TOJIbKO K HapyumTessaMm Ttuna H  (J > 1).
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J
HapyumTens oTHOCUTCS K Tuny H B MHOPOPMALMOHHEIX CUCTEMax, B KOTOPHIX
6

obpabaTeBaKnTCA HaubOoJjlee BaXHEIE [IepPCOHAaJIbHBIE IaHHBIE, HAapPYyULIEHME XapaKTEePpMCTUK
0e30NaCHOCTM KOTOPBIX MOXET MIPUBECTM K OCOOO0 TSAXEJEIM [NOCJeNCTBMAM.

PexomeHnyeTCa npu OTHECEeHUn ornepaTopoMm HapymTess Kk Tuny H

6

corJjlacoBeIBATE MogneJsib HapyumTesnda c¢ ®CBE Poccum.

4. YpoBeHb KpUNITOTPAPUIECKOM 3aITUTHI IEPCOHATBHBIX TAHHBIX,
YPOBHH CTICIIMAIIBHON 3aIIUTHI OT YTEYKHU M0 KaHATaM MOOOYHBIX
M3JIy4eHUI 1 HABOJIOK U YPOBHHM 3aIUThI
OT HECAHKLIMOHUPOBAHHOTO JOCTyIa

4.1. Pazmuuaror mects ypoBHeidr KC1, KC2, KC3, KB1, KB2, KA1l xpunrorpadguyeckoil 3amiuThi
MEePCOHANIBHBIX  JAaHHBIX, HE COJEpKAIIMX CBEJICHUN, COCTABJISAIONIMX TOCYAApPCTBEHHYIO TailHy,
OTIPEICTICHHBIX B TIOPSIKE BO3PACTAHHS KOJUYECTBA M JKECTKOCTH MPEABSBISIEMBIX K KPHITOCPEACTBAM
TpeOOBaHMI, U COOTBETCTBEHHO IIECTh KJIACCOB KPUIITOCPEACTB, Takke oOo3HauaeMbix uepe3 KCI1, KC2,
KC3, KB1, KB2, KA.

YpoBeHb KpUNTOrpaduuecKor 3alluThl MEPCOHATBHBIX JAHHBIX, 00eCIeYNBAEMON KPUIITOCPEIACTBOM,
OTPEJIEISAETCSL ONEepaTOpOM IyTEM OTHECEHUs HAPYIIUTEINS, JEUCTBUSIM KOTOPOTO JOJKHO MPOTHUBOCTOSITH
KPUIITOCPEACTBO, K KOHKPETHOMY THITY.

[Ipy OTHECEeHMM 3aKal3uUMKOM HapyWMTeJs K TUly H KpUITOCPEeICTBO IOJDKHO
1
obecneunTs kKpulrTorpad¢mueckyio zaummTy 1o ypoBHiO KCl, x Ttuny H - KC2, k Tuny
2
H - KC3, x Tuny H - KBl, x Tuny H - KB2, x Tmuny H - KAL.
3 4 5 6
4.2. Pazmuyarot Tpu ypoBHs KC, KB u KA cnenuanbHO# 3aluThl OT YTEUKH MO KaHAJIaM MOOOYHBIX

I/ISJ'Iy‘-IeHI/Iﬁ M HAaBOJOK ITPU 3alIMUTEC NECPCOHAJIBHBIX JAHHBIX C UCITOJIb30OBAHUECM KPUIITOCPEACTB.

Ilpu OTHECEeHUn HapyumuTeJsis k Tuny H - H @noixHa OBHTbB obecrnedeHa
1 3
crneumalsibHad 3aumTa 0O yporHI KC, x Tmny H - H - 1o ypoBHKO KB, k THIY
4 5
H - no yposHiO KA.

6
4.3. B ciydae IpUHATHS OTMEPATOPOM PEIICHHUS O 3allUTE MEPCOHATBHBIX JaHHBIX B MH(POPMAIMOHHON
CHUCTEME OT HECAaHKIIMOHUPOBAHHOTO JIOCTYMa B COOTBETCTBUU ¢ HOpMaTUBHBIMH JokymMeHTamMu ®CB Poccun
pasnuuatot mecth ypoBHer AK1, AK2, AK3, AK4, AKS, AK6 3anuThl OT HECAaHKIITMOHUPOBAHHOTO JOCTYTIA K
NEPCOHAIBHBIM JaHHBIM B UH(GOPMAIIMOHHBIX CUCTEMAX, ONPEACICHHBIX B MOPSIKE BO3pACTaHHs KOJIMUYECTBA
U JKECTKOCTH TMPEABSABISEMBIX K CHCTEMaM 3allUThl TPeOOBaHUN, M COOTBETCTBEHHO WIECTh KIIACCOB
nH(OPMAIMOHHBIX CHCTEM, Takke ob6o3HadaembIx uepe3 AK1, AK2, AK3, AK4, AKS, AK6.

HpM OTHECEHMM 3aKa34UMKOM HapyumTeJid K TUILY H B MH@)OpMaL{MOHHOIZ cucreMe
1

IOOJIKHA OBITH obecrnieueHa 3ammra oT HECaHKLMOHMPOBAHHOTO JOCTyla K
IePCOHAJIbHEIM HaHHEM [0 ypoBHIO AKl, k Tumny H - mo ypoBHIO AK2, x Tuny H -
2 3
no ypoBHO AK3, x Tmny H - no ypoBHo AK4, x Ttmny H - no ypoBuo AK5, x Tuny
4 5
H - no ypoeHBO AKG6.

6

5. TpeGoBaHMs K KOHTPOJIIO BCTpAaUBaHUS KPUIITOCPEICTBA
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5.1. BerpauBanue kpunrocpencts kinacca KC1 u KC2 ocymectBnsercs 6e3 koHTpouss co ctopoHsl PCh
Poccun (ecnm 3TOT KOHTPOJb HE NMPEIYCMOTPEH TEXHHYECKUM 3aJlaHMeM Ha pa3paboTKy (MOJEpHH3ALUIO)
MH(POPMAIIMOHHOMN CUCTEMBI).

BcerpauBanue kpunrtocpencts kinacca KC3, KB1, KB2 u KA1 ocymecTBisieTcst TOIBKO MOJ KOHTPOJIEM
co ctoponbl @Cb Poccum.

5.2. BerpauBanue kpunrocpenct kiacca KC1, KC2 unmu KC3 Moxer ocymiecTBiasTbesa MO0 caMUM
MOJIb30BaTEIeM KPUOTOCPEACTBA IMpH HaIMyuM cooTBeTcTBytomerd muuneHsun @PCb Poccumn, numbo
opraHu3zaiuei, uMeronieit coorsercTrytomyto auieH3no @Ch Poccun.

BcerpauBanue kpunrtocpeactsa kinacca KB1, KB2 nnu KA1 ocymectBisieTcst opranu3zanueii, uMeromei
cooTBeTcTBYIOMNYIO JUieH3uw PCh Poccum.

5.3. B xoae koHtpoisi co cropoHbl @Cb Poccun BcTpamBaHuUs KPUIITOCPEIACTBA MOTYT PEIIATHCS, B
YaCTHOCTH, CJIEAYIOIIHE 3a/1a4H:

- IIPOBCPKa Tpe6OBaHI/II71 JOKYMCHTAllUKM Ha KpPUIITOCPCACTBO, OTHOCAIIMUXCA K BCTpAUBAHHIO
KpUIITOCPCACTBA, B TOM YHCJIC:

- dHaJIM3 KOPPEKTHOCTU BCTPAUBAHUS;
- dHaJIu3 IpaBUIIBHOCTHU CI)YHKHI/IOHI/IPOBaHI/ISI CHUCTCMBI YIIPABJICHHUA KIIFOYaAMMH;

- OKCIICpUMCHTAJIbHAA IIPOBEPKaA pa6OTOCHOCO6HOCTI/I KpHUIITOCPCACTBA U NPABUIBHOCTH BBIIIOJHCHUSA
BO3JI0KCHHBIX Ha HET'O LCICBBIX q)YHKHHﬁ;

- OIEHKa BIUSHUS TEXHUYECKMX U MPOTPAMMHBIX CPEICTB, COBMECTHO C KOTOPBIMH IMPEANOIaraeTcs
IITaTHOC q)YHKL[I/IOHI/IpOBaHI/Ie KpHUIITOCPCACTBA, HAa BBIIOJHCHUC MPCABABIACMBIX K KPHUIOTOCPCACTBY
TpeOOBaHMIA.

Metoauka W mTporpaMMmMa KOHTPOJSL BCTpauMBaHHUS KPUIITOCPEACTBA pa3pabaTbiBaloTcs U (WIIN)
00OCHOBBIBAIOTCSl  CNIEUUAIU3UPOBAHHOM  OpraHu3aluel, MpOBOASIICH TeMaTHUYECKHE MHCCIIEOBaHUS
KpUNITOCPENCTBA, U cornacoBbiBaroTcsa ¢ PCb Poccun.
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